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Improved Montgomery Algorithm and Implementation of
Modular Multiplier
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Abstract Modular multiplication operation is a key factor of determining performance system of publickey cryptography systems and most of
communication systems. In this paper, an improved Montgomery Modular Multiplication(MMM) algorithm called operation reduced radix 2-MMM
algorithm is developed by combining the available typical Montgomery modular algorithms. And a linear systolic array circuit scheme is used for
implementing the modular multiplier. Validation of the modular multiplier functionality is conducted on ModelSim SE 6.0d platform. Based on the
TSMC 0.18 pm CMOS technology, area of the modular multiplier is about 42k equivalent gates, the system frequency can up to 200 MHz, and the
1024-bit modular multiplication is 15 370 ns.
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2-MMM n bit

1 nbit (n+1)(n+2) 1 bit

(n+1)(n+2)

function Modi_MontPro_2(A,B,M)
Modi_MontPro_2(A, B, M)=Ax B x 2" "mod M

A a,a, ,-.a.8 a =0
bn—l’bn’bnfl bl b0 bO :bn+l =0
M omy MMy, mp,mg mg =1m,,=m, =0
S=B+M;
P[0] = 0;

for i=0 to n

a; =(P[i][0]+ai x b )mod2
for j=0 to n+1
switch a;, g; {
I, 1: Mux[j] - sj;
1, 0: Mux[j] abj; (%)
0, 1: Mux[ j] - my;
0,0: Mux[j] —0;}
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3
2-MMM
3.1
2-MMM
5
n bit
3.2
PE 1
n bit
n+2 PE 1 PE
(PE[O]) (PE[1], PE[2],---,PE[n-1])
(P[n]) (P[n+1])
[ L i 1l
A | A L. _A ll A
Ali—>{ PE[0] L Q PE[1] 1 o, Q, PE[n] Q PE[n+1]
ca2 Ca2, .. Ca Ca2
o I T - 1 [ =
1 nbit
(3) (6 1 FA 1
4-1IMUX 2
S M B 0]
Q
) MUX_4 g
Pli+1] J
Ca FA ca2
Pl I
2 PE[i]



3.3
0T( ) B[1],B[2],---,B[n-1]
M[1],M[2],---,M[n-1] PE A[0],
A[1],---,A[n-1],A[n] T  PE[0]
PE T @n+2)T
P[0] PE[1] P[1], P[2],--,P[n]
PE (3n+2)T
P[0,1,--,n]
B+M
4
4.1
C 2-MMM
Verilog
ModelSim SE 6.0d
C
n 4 A 11,B
10, M 15 A={01011}=1,
B={010100}=20, M={001111}=15
1
R2H M R!' 1 P 11x10x1 mod 15
5
R2) M R ! 7 P 11x20%(-7)mod 15
5
2 C
P 20
3 ModelSim SE 6.0d
T 14 P 20
20 mod 15 5 4
P<2M  20<30
4.2
( 208 )
3
(3)
4)
4

Qli]

B+M PE
IbitFA 1  4-1 Mux n bit
3n 2 TSMC 0.18 um
Synopsys DesignCompiler 1 024 bit
200 MHz
42 k 1 024 bit 15370 ns
1
1
PE
PE_ ) (Cell ) ( )« )
C.D.Walter ! (n+3)(n+4) 7and+5xor+2or 14 723 072 3n+2)T
P.Kornerup ! n/2 4FA+4and 10 240 @2mT
N.Nedjah 1! (n+1)(n+1) IMux+1FA 840 500 (3n+4)T
Ours n+2 1Mux-+1FA 8 208 (3n+2)T
5
MMM
2-MMM
1 024 bit

[1] Walter C D. Systolic Modular Multiplication[J]. IEEE Transactions
on Computers, 1993, 42(3): 376-378.

[2] Kornerup P. A Systolic, Linear-array Multiplier for a Class of
Right-shift Algorithms[J]. IEEE Transactions on Computers, 1994,
43(8): 892-898.

[3] Nedjah N, De M M L. Three Hardware Architectures for the Binary
Modular Exponentiation: Sequential, Parallel, and Systolic[J]. IEEE
Transactions on Circuits and Systems I: Fundamental Theory and
Applications, 2006, 53(3): 627-633.

[4] Walter C D. Improved Linear Systolic Array for Fast modular
Exponentiation[J]. IEE Computers Digit. Tech., 2000, 47(5): 323-
328.

[1 , , .

[3]. , 2006, 32(3): 259-261.

[2] Zhang Kailong, Zhou Xingshe, Liang Ke, et al. The Customizable
Embedded System for Seriate Intelligent Sewing Equipment[C]//
Proc. of ICESS’04. Berling, Germany: Springer-Verlag, 2004.

[3] , , .

[J]. ,2001, 12(9): 1399-1405.

[4] Schneider P J, Eberly D H. [M].
: ,2005.

—211—



