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Websites Single Sign-on Based on Reverse Proxy

WANG Qi
(College of Computer Science and Technology, Zhejiang University, Hangzhou 310027)

Abstract Aiming at the drawback of general single sign-on solution to the Websites that has onerous coding and maintenance costs, this paper
introduces reverse proxy to virtual concentration of Websites resources, combines it with Role-Based Access Control(RBAC) and LDAP, and
proposes a new single sign-on model. According to the model, less coding is needed to the original websites, thus it has effective performance.
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(4) LDAP resource_1 email user
resource_1.xml
(®) <security-role id="SecurityRole_1">
cookie (Credential) <description> civil servant email user</description>
<role-name>email user<role-name>
(6) </security-role>
InforCenterGrp email user
) resource_1-bnd.xmi
(8) A-1 <authorizationTable xmi:id="AuthorizationTable_1">
9) <authorizations xmi:id="RoleAssignment_1">
<role
href="META-INF/resource_1.xml#SecurityRole_1"/>
<group xmi:id="Group_1" name="InforCenterGrp”/>
LDAP </authorizations>
</authorizationTable>
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