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Time-based Cache Attacks on AES

LI Bo, HU Yu-pu, ZHONG Ming-fu
(Key Laboratory of Computer Networks & Information Security of Ministry of Education, Xidian University, Xi’an 710071)

Abstract Time-based cache attacks analyzes the time difference in the execution of algorithm over a processor, and recovers the secret key. This
paper investigates such an attack on AES. A modified version of this attack is shown. It can be applied in most AES software, and implemented
against OpenSSL v.0.9.8(a) and Miracl running on Pentium . The attack is shown under optimal conditions to recover a full 128-bit AES key with
224 timing samples, less than 2% of the previously attack. It gives several countermeasures of such attack.
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