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Optimization of Firewall Based on Statistic Analysis
and Rule Anomaly Detection

YANG Yi, YANG Shu-tang, CHEN Jian-ning, LU Song-nian
(School of Information Security Engineering, Shanghai Jiaotong University, Shanghai 200240)

Abstract This paper proposes a firewall-optimization method based on statistics analysis and anomaly detection. This method starts from the
firewall rules matching probability, combines with anomaly detection, simplifies and optimizes the firewall rules. Experiments show that in ordinary
circumstances, this method can simplify the firewall rules, and reduce the average number of rule comparisons required for firewall by 40%, greatly
improving the performance.
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Linux iptables
forward 1
1

1 -p tcp -s 218.193.187.35 -j ACCEPT

2 -p tcp --dport 443 -j DROP

3 -p tcp --dport 22 -j ACCEPT

4 -p udp --sport 53 —dport 1024:65535 -j ACCEPT

5 -p tcp -5 192.168.1.2 --dport 22 -j DROP

6 -p udp --sport 1024:65535 --dport 53 -j ACCEPT

7 -5$192.168.1.2 -j DROP

8 -d 192.168.1.2 -j DROP

9 -p tep -d 192.168.1.0:255.255.0.0 --dport 20:24 -j ACCEPT

10 -p tcp -d 192.168.1.0:255.255.0.0 --dport 80 -j ACCEPT

11 -p tcp -d 192.168.1.0:255.255.0.0 --dport 22 -j ACCEPT

12 -p tcp -d 192.168.1.0:255.255.0.0 --dport 1025:2024 -j ACCEPT

13 -p tcp -d 192.168.123.0:255.255.255.0 --dport 2049:4048 -j ACCEPT
14 -p tep -d 192.168.123.0:255.255.255.0 --dport 1025:4048 -j ACCEPT
15 -p tep -5 192.168.123.0:255.255.255.0 -j ACCEPT

16 -p udp -j DROP

17 -p tcp -j DROP
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