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VPN System Based on Virtual Ethernet

TIAN Quan-bin, LI Li-xin, ZHOU Yan-zhou
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract This paper studies the virtual Ethernet technology, and develops a VPN system. The system transports packets between kernel space and
user space, and simulates a virtual Ethernet environment by constructing virtual NIC in kernel. It realizes the functions of identity authentication
based on digital certificate system, traffic encryption, integrality validating and resistance to replay attack by constructing secure tunnel in user
space. Test results demonstrate that, besides the primary function of VPN, the system has good performance on passing through net devices and can
support multiple net protocols, etc.
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device drivert(

TUN/TAP
TtapX( )
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TUN/TAP
struct tun_struct {
char name[8]; //
unsigned long flags; //
struct fasync_struct
struct wait_queue
struct device dev; //

struct sk_buff_head txq; //
stats; //

struct enet_statistics
#ifdef TUN_DEBUG
int debug; //
#endif };
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fasync;
*read_wait; //
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