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Abstract Blu-ray disc and HD DVD use Advanced Access Content System(AACS) to protect the media content. This paper analyzes the AACS,
and finds the software decryption has many problems. It proposes Security Management System(SMS) which uses the Advanced Encryption
Standard(AES) algorithm for decryption and encryption. It is implemented by hardware. It can avoid many problems which implement in software.

The SMS takes some special measures to protect the AES keys which are deposited in the device.

Key words Advanced Access Content System(AACS); Advanced Encryption Standard(AES); Security Management System(SMS)

2007 1 (Advanced Access 1
Content System, AACS)

(CHT)
(Security Management 2l
System, SMS) AACS
1
AACS CSS(Content Scramble System) DVD (
)
AACSLA (Advanced Access Content System
Licensing Authority) ——AACS AACS
HD DVD
AACS (1
3
AES  AACS AES o
1.2 PC
11 AACS CPU
AACS 1 ) HD DVD
PC
(60303017)
(20056210)
(1982 )
! >| |:
1 AACS 2007-08-06 E-mail zhuzhenhua@ict.ac.cn

—144—



HD DVD
pPC PC
PC 2
2 PC
HD DVD
CPU CPU
4
1) HD DVD
@)
©
@
AACS ?)
Title key(
)
AACS AACS
XP
AACS
PC
2
2.1
AES
2.2
3
4
(1)
@) AES 1 AES
1
®3) ) AES
2 AES 2
&) AES
AES

fpga virtex2p30, virtex2p50 3

AES 1

AES AES

2.3
( )
AES
3
AES
3.1 AES
AES
128 bit 10
128 bit
11 1
9
s
4 1 S
3 128 bit
[4]
AES 128 bit AES
4

—145—



3.2 AES sram fpga fpga
AES IP 128 bit sram sram
4 AES sram stm1403
AES IP 128 bhit
IP stm1403  sram
stm1403  sram stm1403 4
5 AES
( ) sram
kld Id sram
sram fpga
—kld— kdon
—Id—:l | don sram
_ _ ——addr—
—key——:'—:l — — stm1403 —vcc— sram N FPGA
——cen—
—textin—] i | | o H 1 eton— _ R
| | :
5 AES IP 5
kld key
Id text_in
AES IP
kdone done kdone AES IP 2048>1 080
done AES
IP 128 bit 5]
Id AES IP  text_in 128 hit
11 AES IP 12
done AES IP
text_out 128 bit [1] Advanced Access Content System(AACS) HD DVD Recordable
3.3 Book[Z]. Intel Inc., Microsoft Inc., Sony Inc., et al. 2006-07-25.
modelsim fpga [2] AACS Introduction and Common Cryptographic Elements book[Z].
66 MHz AES Intel Inc., Microsoft Inc., Sony Inc., et al. 2006-02-17.
514 Mb/s [3] . No ——AACS [J].
250 Mb/s , 2006, (15): 155-156.

4 [4] Usselmann R. Advanced Encryption Standard Rijndael IP Core[Z].
(2002-05-01). http://www.opencores.org/projects.cgi/web/aes_core/
overview.

sram [5] , , , . 2.56 Gbps
[ , 2006, 32(14): 238-240.
6 sram sram  stm1403
143
0.001
ceqrr ceqrs
[1] Cox | J, Miller M L, Bloom J A. Digital Watermarking[M]. [S. L.]:
Morgan Kaufman Publishers, 2002.
cc12» [2] Wu Min, Trappe W. Collusion-resistant Fingerprinting for
Multimedia[J]. IEEE Signal Processing Magazine, 2004, 21(2):
15-27.
[3 ; ; :
5 1. , 2003, 19(3): 252-255.

—146—

[4] Tzanetakis G, Essl G, Cook P. Audio Analysis Using the Discrete
Wavelet Transform[C]//Proc. of Int’l Conf. on Acoustics and Music:
Theory and Applications. Skiathos, Greece: [s. n.], 2001.

[5] : [D]. : :
2004.



—1—



