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Intelligent Policy Transformation Technique
Based on Knowledge Base

DAI Xiang-dong , CHEN Xing-yuan , WU Bei , WANG Yong-liang
(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract This paper proposes a policy transformation method based on knowledge base, designs the composing structure of the policy
transformation, analyzes the policy knowledge and its specification, builds the dynamic and extensible knowledge base, and develops the flexible
policy compiler and policy assembler. Test shows that the technology implements the intelligent policy transformation, and solves the problem that
policies of various devices can not be uniformly managed.
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4.1 iptables
iptables

Class <iptables >:< >
<“iptables”>

Attribute
<
(D_Operate,-),
(C_ ActPoint),
(C_Protocol,—p),
(C_S_IP,-s),
(C_S_Port,—sport),
(C_D_IP,—d),
(C_D_Port,—dport),
(P_Action,j)
>

Method

< US> >
END
4.2

4.3
iptables

iptables -A OUTPUT -j ACCEPT -p tcp -s 192.168.0.1 -d

25.20.188.129/30 --dport 80:1024 --sport 1050
iptables -A OUTPUT -p udp -s 192.168.0.1 --sport 1050:2000 -d

25.20.188.2/32 --dport 8008 -j REJECT

44
iptables
iptables_policy iptables
ipables —L
ipables —F
iptables —L
ipables iptables_policy
iptables —-L
OUTPUT 2
iptables
3 2
2
P_Action \ ACCEPT C_ActPoint | OUTPUT
A v A v
C_ActPoint | OUTPUT C Protocol | udp
A v A v
C_Protocol | tcp C S IP | 192.168.0.1
A v A v
C_S_IP | 192.168.0.1 C_S_Port | 1050:2000
A v A v
C_D_IP] 25.20.188.129/30 C_D_IP[ 25.20.188.2/32
A v A v
C_D_Port | 80:1024 C_D_Port | 8008
L) v L) v
C S Port | 1050 P_Action | REJECT
A v A v
D Operate | A D_Operate | A
NULL NULL
3
)

iptables PC Snort
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