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Static Detecting Techniques of Software Security Flaws
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2. Department of Computer Science and Technology, Nanjing University, Nanjing 210093)

Abstract This paper summarizes two strategies of software security flaw detection, named static analysis and program verification. Several static

detection methods such as lexical analysis, rule checking, type theory deduction, model checking, theorem proving, and symbol execution are also

synthetically reviewed. It discusses the advantage, applicability and tendency of static detecting techniques.
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