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Design of Single Sign-On Protocol

L1 Ji-yong, TAO Ran
(Information Science Technology Institute, Beijing Institute of Technology, Beijing 100081)

Abstract Kerberos protocol has some security problems, such as password guess, replay attack, and absent authentication. This paper designs a

new Single Sign-On(SSO) protocol based on Kerberos. The SSO protocol modifies Kerberos’s framework, which solves Kerberos problem by using

one time password and authorization. The new SSO protocol is a more secure and expansibile protocol.
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