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Abstract: A fragile watermarking algorithm is proposed to detect malicious modifications of relational databases.In the proposed
algorithm, all tuples in relational databases are divided into different groups,and by sorting secretly the tuples in each group,
group watermarking matrix made up of attribute watermark and tuple watermark is generated for localizing modifications of rela—
tional databases in a group.The watermark is generated dynamically by using one—way hash function and relational data for wa—
termark security and blind extraction.Theoretical analysis and experimental results show that the proposed method can detect tu—
ple insertion, attribute value modification,tuple deletion and attribute variation made to relational database for providing authentic—
ity verification of relational data.
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for i=1 to n do/TEALI RIS
begin
H,=Hash(K,r,.P)
m=H, mod g
group,, =r, /P55 i A TCHIN A E)EE m A
end
for i=1 to g do
begin
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for y=1 to s do
begin
for x=1 to g do
begin
C,=C +copy(group,.r,.A ,1,length(group,.r,.A )-2 VIHERRBE
AN PEABLO A B AR h) J ) 74
end

WA, =ExtractWMBits(Hash(Key,C, ), g )/ C, BB H AR A,
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for x=1 to g; do
begin
group,.r,.A [length(group,.r, A )]=W A [x] /MBI group,.
r A BERAE BRI 0 0 AN Y JE kK Rz
end
end
for x=1 to g do
begin
for y=1 to s do
begin
tuple_sti=tuple_str+copy(group,r.A ,1,length(group, TA )-2)
end
W, T, =ExtractWMBits( Hash (Key, tuple_str) ,s )/ M tuple_str BJIE
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for y=1 to s do
begin
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end
end
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ExtractWMBits( Hash_str,len)
begin

W=copy(Hash_str, 1,len)//len /KEME B E

return W
end
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for i=1 to g do
begin
for y=1 to s do
begin
for x=1 to g do
begin
C,=C, +copy(group,.r,.A ,1,length(group,.r,.A )-2)/Hl
I A R PR 04 TP A FE SRS JE A I 745
WB,A =WBA +group,.r,.A [length(group,.r,.A )] //MEE
AN EPEE R AN 2 F IR 1 A R TR KED
end

WA =ExtractWMBits(Hash(Key, C, ), g /I C, NS FS B



K, % MK

BT R R BCUE W A AR

2008,44(29) 159

Ak g AN JEPEKEND,
if W.A,=WBA, then
Result=TRUE
else Result=FALSE
end
for x=1 to g do
begin
for y=1 to s do
begin
tuple_str=tuple_str+copy(group,.r..A 1 slength(group,.r,.A, )-2)
WB, T .=WB,T, +group,.r,.A [length(group,.r..A )-1)// ]\
BRI A AL ESIC 1 748 2K EN
end
W, T, =ExtractWMBits (Hash (Key, tuple_str) ,s )// )\ tuple_str
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if W.T.=WB,T, then
Result=TRUE
else Result=FALSE

end
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