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Abstract: Most of existing access control models have been studied in centralized and static environment,and they don’t meet
the requirements of some collaborative environments in which the subjects and objects vary dynamically.In this paper,the trust
mechanism of P2P network is analyzed,a scheme is introduced for calculating the peer’s trust value by considering the transac—
tion context factors,and a dynamic trust—based access control model is developed to address to the access security in P2P envi-
ronments.This scheme constructs access control system based on trust degree of P2P members,and dynamically manages the ac—
cess permission according to the trust values of subjects and objects.The concrete strategies are given for access control of differ—
ent access services in P2P applications.
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