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Abstract: In this paper,a Role—Based Access Control (RBAC) model based on XML schema is proposed for solving securi-
ty problems of accessing XML documents. XML schema supports complex constraints for XML components and provides a mecha-
nism to build rich reuse relationships between schemas and elements.Based on these features our model extends the RBAC96,
corresponding algorithm—TDACA (Target Document Access Control Algorithm) is also presented,which provides a fine—grained ac-
cess control and also supports instances—level authorization methods.
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