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Abstract: Actual access control model can’t realize the system’s security effectively.lt presents an access control model for
DBMS based on credible validation in trusted operation environment.The model can satisfy the system’s requirements of security
and integrality,realize the bidirectional flow of information at most,and also support the least privilege security characteristic.It is
a flexible access control model on privilege distributing.
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xeA, Uﬂnﬁﬁﬁ%/l {create , seleet append modify,delete}?'\j%:
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3.3 RAENH
LN RGNS v=(0p,f.p) TR NP 1,iff, X
=t op(r,obj,x,eﬁéct—time ) e OPS, Faif=F T
(Da=s=sl(r) =sl(obj) Nw(r) <w(obj) A Time (trans ,r)<>
effective—time ;
(2)x=a=sl(r) <

slCobj) Nw(r)=w(obj) A Time (trans ,r)<>

effective—time ;

(3)x=m=>s1(r)=sl(obj) Nw(r)=w(obj) N\ Time (trans ,r)<>
effective—time .

N{EIRIEZE A A 1 RGUIRES v=(op f,p i EIRIEZE 420
B 1, TR op(r,0bj,x,effect—time ) € OPS, T AT

(1Dx=s=>s1(r) =sl(obj) Nw(r)=w(obj) N\f,(obj) e I\ Time
(tmns r)‘—’eﬂectwe —time ;

(2)w=a=>sl(r) =sl(obj) Nf.(obj’ ) € L N\ Time (trans,r)<>

effective—time ;

(3)x=a=w(r) <w (obj) Nf,(obj’ ) el \Time (trans ,r) <>
effective—time .
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A 1 SHERE op (r,0bj ,x,effect—time ) € OPS, 5 x=s ,iff,
TR — AL

(1)obj € trans (obj) Nsl(r)
time(tmns , r)‘—’eﬁ”ectwe —time ;

(2)obj e trans (obj) Nsl(r) =sl(obj) Nw(r) =w(obj) N time
(trans ,r)‘-’eﬂective—time ) /\fu(obj) el,

B 2 SHEE op (r,0bj ,x,effect—time ) € OPS, #r x=a,iff,
TR — SR AL

(1)obj etrans (obj)) Nsl(r) <
time (trans ,r)<>effective—time ;

(2)obj e trans (obj) Nsl(r) <sl(obj) Nw(r) <w(obj) N time
(trans ,r)<>effective—time ) \f,(obj") € I

(3)obj e trans (obj) Nsl(r)=sl(obj) Nw(r) =
(trans ,r)<>effective—time ) \f.(obj') € L;

(4)obj € trans (obj ) Nsl(r) =sl(obj) Nw(r) <w(obj) N time
(trans ,r)<>effective—time ) \f.(obj') € L \f,(obj") € I,

B 3 SHEE op (r,0bj ,x ,effect—time ) € OPS, H x=c,iff,
obj" & trans (obj)level (r) =sl(obj’ ) Nlevel (r) =w (obj’ ) Ntime
(trans ,r)<>effective—time o

B 4 SHEE op (r,0bj,x ,effect—time ) € OPS, % x=m,iff,
) — SR AT

=51 (obj)) Nw(r) <w (obj) N

sl(obj)) Nw(r) =w(obj) N

w(obj) Ntime
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(1)obj e trans(obj) Nsl(r) =sl(obj) Nw(r)=w(obj) Ntime
(trans ,r)<>effective—time ) \f.(obj') € L \f,(obj) € I;

(2)obj € trans(obj) Nsl(r) =sl(obj) Nw(r) <w(obj) Ntime
(trans ,r)<>effective—time \f.(obj') e L \f,(obj') eI,

B 5 SHLE op (r,0bf ,x,effect—time ) € OPS, ¥+ x=d, iff,
obj e trans (obj) Nlevel(r) =sl(obj' ) Nlevel(r) =w(obj’) N time
(trans , r)‘-’eﬁ"ective—time o
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(2)HFMNANE RO BIIER AR 1Y op(r,0bj ,x, effect—
time ) € op ' #RANE op W1,
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JERAGIIE RS AN 1.

B op’.i={op (r,0bj ,x,effect—time )lop (r,0bj ,x,effect—time )
€ op.i Nop(r,0bj ,x,effect—time ) AN R T{FIIE 22 2 A3 1),
& (2)op’ Nop=c:

sop’ 1N (opaNop)=(op’ sNop,) Nop .=, B op(r,obj,
x,effect—time) € op, Nop,, A4 op (r,0b] ,x,effect—time) A& T
op’ 1, I op (1,00 ,x,effect—time i EEIIE 2 AR 1

SR op (r,obj,x,effect—time) € op,, A op (r,obj ,x,
effect—time )e op.1Nop,, VAN AR E op(r,obj , X, effect—time )
R (EIIE 2 A 1
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(2)BEANANG 22N 1 1 op (r,0b) 5, effect—time ) €
op " HRANTE op

UEW) [lEBE 1 AIERH .
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W SL3 MRS TIAER (r0) e RxV v iR a1,
AELHN p R R 2e 403 LY, Fodt p(r,0)=(d 0" )RR o
W AR 1,

LA WMERATEA (r,0) € RXV 0 iR BIEZ 2 A 1,
IR p i 2 AT B EIE LS 2 B 1 8, Hor p(ry0)=(d 0")
R o R SR 2 AR 1,

LS B w=lp, - o, NSRS . XHFER re R BUE
deD MRS v, e VA, dow') eWlo) iff d#i BAFLEME
—HEE L 1<ism i p(r,0)=(d, ),

L3 K w R R RN B T NSz, R R
2N RS, BAX(R,D,W(w),z)if e AT 1,

IEW) B3 (v, y,2) € X (R,D,W(w),z,) R T 2220
R

e N, 15 (x,y,2) 8 X (R,D,W(w),z,) FHE DA
WP 1 RS,

(X Yisznza) € W (w), HE X 4 fEEME—BIRLI p e
o, 8115 p(xsz)=(y102,)

H17E SC 3, MU p i e B 1Y, H 2 SR AP
LR 2, BRI A B 1, SIRBAHTT T U AT

EBL 4 1K o SR EIIER 2R 1 RNES 2
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JENEIIE L A AR 1,

HEW] [R)ERE 3 IER

SEL5 B v=Cop,fop iR ZERLNT 1, 0p (r,0b),x,effect—
time ) & op yop'=op U{op (r,0bj ,x,effect—time )}, H v'=(op’ ,f,p ),
B2 v i e 24 S B 1 iff R TR 22— AT

(Dx=s=sl(r)=sl(obj) Nw(r)<w(obj) N Time (trans ,r)<>
effective—time ;

(2)x=a=>s1(r) <sl(obj) Nw(r)=w(obj) N Time (trans ,r)<>
effective—time ;

(3)x=m=s1(r)=sl(obj) Nw(r)=w(obj) N Time (trans ,r) <>
effective—time .

W) R o iR A A B 1 S ARG

2, A1) (2) (B FMEIIRAL, B op” (r,0b) 2 effect—
time) ¢ op’,op'(r,0bj ,x,effect—time ) & op ABBE v I R 2 A N
1, A4 o' WRAEN R 22N 1, B0, 0p’ (r,0bj ,x,effect—
time )=op (r,0bj ,x,effect—time ) ,FRHE(1) ((2) (3 ZAFFNZE4 L
B2 B i A (R

SEBL 6 1B v=(op,f,p R OBEIIEZ & 1,0p(r,0bj,
x,effect—time ) & op ,op'=op U {op (r,0bj ,x,effect—time )}, H.v'=
(op” ofop ) AL 0 HRBRIEZ A AFE 1Ml TR SRR —

(Da=s=sl(r) =sl(obj) Nw(r)=w(obj) A Time (trans ,r)<>
effective—time \f,(obj) € I;

(2)x=a=>sl(r) =sl(obj) Nf.(obj’ ) € L N\ Time (trans,r)<>
effective—time ;

(3)x=a=w(r)<w(obj) Nf,(obj') e I \ Time (trans ,r)<>
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