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Abstract: Role-based access control is a traditional software security technology;Web application framework technology comes
out continually,such as struts and spring,they decouple Web application by MVC design pattern.lt is a challenge to make full
use of these frameworks,and implement a flexibly configured,scalable and maintainable access control mechanism.We present a
novel access control method based on AOP,reflection,context propagation, XML technology.The method can work with MVC
framework seamlessly.It not only makes the access control code be centrally controlled,but also keep Web application loose cou—
pled at the same time.
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create table t_user
(
username varchar(32) not null,

passwd varchar(32) not null,

);
create table t_user_role
(
username varchar(32) not null,
role varchar(32) not null
)3
PP FIRCBR )56 R 2%, AHRTEGE , [l iR 75 2 5 T 4edr,
XML AR FpFRGE M 7 —FpAR SRR . XML &9 B #id
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/NEATE, B A AT LA ) 87 1% Bt ST — A i
PRI o B TIEBORM A CRR AT (security.xml) :
<role>
<administrator description=" R H 717>
<privilege>logic.Control Logic.shutdown</privilege>
<privilege>logic.Control Logic.cutout</privilege>
<privilege>logic.ControlLogic.stop</privilege>
<privilege>logic.ControlLogic.switchpb</privilege>
<privilege>logic.ControlLogic.killall</privilege>
<privilege>logic.setting. UserRoleBean</privilege>

<include>operator</include>

</administrator>
<operator descriplion:“ﬁ'ﬂllﬁﬁw>
<exclude>administrator</exclude>
<privilege>logic.ControlLogic.startup</privilege>
<privilege>logic.ControlLogic.cutin</privilege>
<privilege>logic.ControlLogic.start</privilege>
<include>normal</include>
</operator>
<normal description="3 i F ">
<exclude>operator</exclude>
<privilege>logic.*</privilege>
</normal>
</role>
H p administrator .operator ,normal RS A, logic.
Control Logic.shutdown A 7750 4 #4244, Hoh A8 i Jm 0 61 |
KD KT B AR, logic.k —NRIERX, ERRIHE
logic B 1, <include/>Fll<exclude/>PRic 2 B3 7= fAAAL
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B Web N HIBIBIREBEAT U7 Il . 2EAT s Tl i) 7R 2
FRESINT
String className=target.getClass( ).getName( ) ;
String methodName=method.getName( ) ;
String fullName=className + “.” +
methodName;
String[] roles=SecurityContext.getRoles( ) ;
if(checkRole(roles|i], operation ) )
{
return;

}

else

{

throw new N()PrivilegeExcepti()n( );
}
ST RENE T IR NoPrivilegeException S IR IR v
Web I U7 10) 2 , 75 ZLAE struts (ECE SR IN4 )5 S8
REFREAHR NS -
<global—-exceptions>
<exception
key=""
type="acl.NoPrivilegeException”
path="/jsp/acl/noprivilege.jsp”

« »
scope="request />

</global-exceptions>
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public class AclAdvice

ZCBL, Xl 55 2 2 ARG TR T 7 TR AL 2

implements MethodBeforeAdvice
{
public void before(Method method,
Object[] args,Object target)
throws Throwable

if(checkRole(roles[i], operation ) )
{
return;
}
else
{
throw new NoPrivilegeException( );
}
}

}
checkRole i3 1/j[0) security.xml 7EPNFEHF ) DOM 475
)RR . security.xml 1] LU Web W serviet | T3
il & (servlet context listener) JIZEINTE, IR DOM N4,
public class SecurityContextListener
implements ServletContextListener
{
public static Document document_=null;
public void contextInitialized
(ServletContextEvent event)
{
ServletContext servletContext=
event.getServletContext( ) ;
String securityConfigPath=
servletContext.getReal Path(“/WEB-INF/security.xml” ) ;
DOMParser parser = new
org.apache.xerces.parsers. DOMParser( ) ;
parser.parse( securityConfigPath ) ;

document_ = parser.getDocumenl( );

}
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<bean id="proxyCreator”

class="org.springframework.aop.framework.autoproxy.BeanName Auto—
ProxyCreator”>
<property name="heanNames”>
<list>
<value>controlled_*</value>
</ist>
</property>
<property name="interceptorNames”>
<list>
<value>aclAdvice</value>
</ist>
</property>
</bean>
<bean id="aclAdvice” class="acl.AclAdvice”/>
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public class SecurityContext

{

private static ThreadLocal threadLocal_ =
new ThreadLocal( );
public static void setRoles(String]] roles)
{
threadLocal_.set(roles ) ;
}
public static String[] getRoles()

{
if(threadLocal _.get() ! = null)



EINEC SO

¥ - — A BT ATV 1) 7 B Web BIJR U7 19145 | 07

2007,43(36) 113

return (String[]) (threadLocal _.get( ) );

return new String[0];

}

}
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public class SecurityFilter implements Filter

{
public void doFilter(ServletRequest request,
ServletResponse response,
FilterChain chain)

throws 10Exception, ServletException

HittpServletRequest httpRequest=
( HittpServletRequest )request ;
ifChttpRequest ! =null)
{
String[| roles=
( String|| )hltpRequesl.getSeSSi()n( ) .getAtlribute( "roles" ) ;
SecurityContext.setRoles(roles ) ;
chain.doFilter(request, response ) ;

SecurityContext.setRoles(null ) ;
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