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Abstract: RBAC(Role Based Access Control) is a widely accepted model suitable for access control of organizational information
system.However there is still a gap need to be filled whenever considering practical application of RBAC in development of
trustable organizational system,especially in combination of organizational business collaborative model with RBAC.Based on
RBAC model, elements of obligation and reward/sanction in business collaborative model are proposed to extend RBAC to a new
model called RBAO (Role Based Access and Obligation).RBAO specifies not only the authorizations of roles in an organization,
but also their obligations and associated sanctions or rewards in collaborative business. RBAO is more applicable in trustable
business collaborative system development comparing with RBAC.The analysis and modeling process of using RBAO in trustable
collaborative business system development is illustrated through a case study.
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Role: :="‘concept role’ <name> ‘(‘[‘Super:’<role name>]
{“property: ’ <property name><property type>} {‘operation:’
<content3>}
{“authorization:  <content1>}{‘obligation: ’<content2>} ‘)’
content] ; : =[<name>]’ (‘<subject> <modality> <target><Activity><
constraint>" )’

content2: : =[<name>]" (‘< subject> <modality> <target><Activi—

ty><Event><constraint>" )’
content3: :=[<name>]’ (‘<Moperation>’ )’
name=property name=role name=actor name: :=<label>
label : : =<letter>{<letter>|<digit>}

subject=target : : =”self” I<role name>|<actor name>

modality: :="+"1"-’

constraint: : =<boolean expression>| " ( ‘<constraint> <opl> <con—
straint>" )" not’ <constraint>

opl::="and’I’or’

Moperation: :=<Aoperation>|” ( ‘<Moperation> op <Moperation>")’

op::="3 1"+’ 1"l

Aoperation: : =" ?’ <Event>’! ’<Event>l<attachR>I<deattachR>l<ac—
tivateR>I<suspendR>I<shiftR>

Event: :="ask’|"tell’|” timeout’|” success’ |’ failure’

RPL =% TR A AUR) 5 55 AT i , U7
KA RGAUR 5 X 5555 77 HBG B 00 & Bk . 4. 78 RPL
w2 8822 R H super 3878 AU H authorization F87R
55 H obligation $87R o AUFINZY content] £4% 5 553, 73l
FNECR T R 3 A )8 1) BRI (e iFsZsalk) |
TR (B RE ) BIVERLR . 55N content2 H41
FERAF Sy, H LS5 B P event ik . T3AMAMIT LI E
B B FEAEAE operation , LU By SC 550 S, M1AE A RE L 55
P&, FIHTER AR AR EIE, ] RPL SR AR L5 T

concept role FEFA( Super: {0,

Authorization:jal (self, +, )% , ask EBIIEM) , W1EAIRZS)

Authorization: ja2(self,, +, REHLLE , ask (FEFYETE) , PEBI A
HRED

Authorization:ja3(self, +, RFTHLVE | ask (FIHISTE ) , PR
NIRZE2)

Authorization:jad(self, +, i, ask(HIFIES0) ), FER RS 3)

Authorization:jad(self, +, i, tel I FEFRIE L) ) , PEBICIRZS 4)

Authorization:ja5(self,+, REHLRE tell GRH) , PERIAIRZS 4)

Obligation:jol (self, +, ¥3{H % , ask (FEFIE S0 ), tell (1232) , 3
Pl<=—J#)

)

A LITEIEEEG b, DLVER A S A 6, € SO PE B
fft, RANNTTLLE CRGHALE , 100, B B4 A amBun |
USRI THALERIN . ST ML SERUT  MRTHE R
TERE S A S AAEND 500 R 0 INAEAE , WIREA TAH R B IE
HEWIH RBAO BB 2 — B 1k PRIE RPL fifiid
AL R 7R FAL (T Pellet™) 85 SZHpADTE 5, W2 HEOTHR(S]
LI A T RBAO B — S Esnh R A

AT H P SEBIEE U={ul ,u2,u3, - ,u9), Hoh stk 3
@E’Jiﬁu% A={ul,u2, - ’U7}7ﬂzlﬁ'ﬂj\g§’1ﬂ% R={ul,u8,u9},
WSCSERNEE P=(p1,p2,p3, -+, p7), S AFT Y. wl~uT HIESC, X
MBTE SO TER BB S=(<ul:p2,p4>,<u8:p3,p6>,<u9:p5,
p7>Ye HIT I SCHIVER S SCHRVE T REAEAE NP 58, A A B

PEBN wl 18] G HIEIESC p 1, FJE R A TSI S
FETESLIH(DSD) , Jihl LR
(DYueUNueRNueA-O(paper(u) ¢ reviewPaper(u) ),
ISR R SRIETF I AAREPEE] B S80S 2y sRARER
JE , NSRS, FE i BE LY AT IR 7R AR R
PEATRS 5
(2)VueUNueA-Olpaper(u)l<2);
(3)YueUANueR-O(lreviewPaper(u)l<10);
(4)YueUNueR-ifV¥p ereviewPaper(u)-pl € P,then can
(request(p1) )=true
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RBAC FERYNF 24 i) s il e — b & 3 HORR | SR e 5K
B H e, BRI S 55 2 A T ST, 1B 580 RBAC A5 R0 ip,
FERBE A AL EE RBAC BT 7., SCHRIOPRT RBAC
PTBESY 7E, PRt T M AR ESY TR TRBAC BERY, nl LSRR
0 B B 1) 2 SR Bk A 6 1) 9 B 2R A8E 5 Hansen S5 ONE 9 78
RBAC, 155 0T LIRS AN 156 R 2y 5, i
AHRZE) SRBAC R, AR S MALR 532 AE 1 M EXT RBAC A5
AT 72, BN AR BRI S S5 L 25T, A fii
PR A D) B RIS 52, 0T LU U A e 2 2 B )l 55
HFRASZH. EH0 R A RBAO BB, RIS T B AR
MO FRELY, R TN AAMEIES .. M THE
RBAC B9 AR RBAO A7 HA B RH) RiGt:, &I
AT P RIERSR , BEXTA T St R T B W . o IR
JBATE) LSS5, AR TR § o AU ARAE i ] 4 2
4 RRENL A X 5500 St , IR B R4 224 PRI AY H AR . RBAO A&
T4 4 DpIR) RGER T & SR T AR U0 AT AR LR, AR
HFF RBAO A 0 i HR S B 5 B SBAH B7  S -e vp a)
LRI TS HE AR HEZSII RBAO BRI ZERE , B T
FE TR R MAERS SR 6 _FSCBIE T RBAO iR
BT (SR B DI S5 R 58, (ks H:2007 427 H)
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