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Abstract With the rapid development of cryptography, the strength of security protocols and encryption algorithms consumingly relies on the
quality of random number. This paper presents a new and security random number generator. The philosophy architecture is based on SHA-2 (512),
whose security strength ensures the unpredictability of the produced random numbers. Furthermore, an FPGA-based implementation of architecture
is described. The proposed architecture is a flexible solution in many applications taking into account the performance, power consumption,
flexibility, cost and area.
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OCS( input: bit; output: dac_thr, up, down, discharge)
discharge="1"; wait for Tgsr;
discharge="0’; dac_thr=0;

{ reset:

stagel: while (bit="0" and dac_thr<Nry)
dac_thr++;
stage2: while (1) {
if (bit="0") then

down="1";
else
up="1;
wait for Ts;
down="0"; up="0";}
}
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VHDL XINLINX FPGA
Vertex Device (v300pq240)
1
1 FPGA
Allocated Area Used/allocation Utilization
Fun. Generators 5268/6 144 86%
CLB Slices 2710/3 072 88%
Dffs or Latches 4 182/6 144 68%
Frequency 80MHz
FIPS140-1 SP800-22
10°
SHA-2(512)
FIPS140-1 SP800-22
2 3
SP800-22
SHA-2(512)
2
P P Avg Pass
Low High score Ratio
Freauencv 0.762 0.873 0.805 0.967
Block-Frequency 0.706 0.849 0.810 1.000
Cusum-Forward 0.822 0.861 0.837 0.822
Cusum-Reverse 0.632 0.682 0.664 0.724
Runs 0.242 0.354 0.293 0.872
Long Runs of ones 0.102 0.172 0.135 0.662
Rank(32x32) 0.742 0.812 0.796 0.945
Spectral DFT 0.682 0.752 0.716 0.663
Non-overlapping 0.447 0.506 0.495 0.796
Overlapping 0.114 0.627 0.449 0.801
Universal (L=7,Q=1280) 0.427 0.521 0.483 0.812
ApproxEntropy( m=5) 0.462 0.521 0.793 0.897
Lempel-ziv Complexity 0.842 0.865 0.851 0.915
Linear Complexity 0.345 0.521 0.369 0.925
Serial(m=5), (vy2) 0.632 0.682 0.664 0.724
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3 SHA-2(512)

P P Avg Pass

Low High score Ratio

Frequency 0.768 0.932 0.886 0.995
Block-Frequency 0.811 0.862 0.849 1000
Cusum-Forward 0917 0.943 0.925 0.987
Cusum-Reverse 0.612 0.689 0.668 0.992
Runs 0.323 0.361 0.344 0.961
Long Runs of ones 0.187 0.446 0.213 0.885
Rank(32>32) 0.869 0.887 0.878 0.977
Spectral DET 0.561 0.615 0.573 0.904
Non-overlapping 0.602 0.784 0.671 0.966
Overlapping 0.076 0.083 0.077 0.924
Universal (L=7,Q=1280) 0.437 0.677 0.593 0.992
Approx Entropv (m=5) 0.691 0.740 0.733 0.948
Lempel-ziv Complexity 0.365 0.419 0.396 0.998
Linear Complexity 0.294 0.315 0.310 0.972
Serial(m=5), (vy2) 0.685  0.762  0.746 0.997
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