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Security Mechanisms of Web Service
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Abstract Web Service plays an important role in integration of E-Commerce and business application systems in distributed computing
environments, which loosely couple the computation services across network. With the development of Web Service in different areas, security
issues are being widely focused on. Trough analyzing the Web Service architecture and implementation deficiency of Web service security only by
SSL or firewall, this paper divides the Web service security into three levels: business process level, Web service catalog and registry level, and
communication level. The different security strategies used in different levels and the corresponding implementation methods are also discussed in

detail in the paper.
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<Policy PolicylD="urn:oasis:names:tc:webservice-uddi:3.0:plicy:pol
icyid:permit-serviceProvider"
RuleCombiningAlgID="urn:oasis:names:tc:xacml:1.0:rule-combining
-algorithm:permit-overrides™>
<Rule RulelD="urn:oasis:names:tc:webservice-uddi:3.0:example:ru
leid:2" Effect="Permit">
<Description>Web Service
</description>
<Target>
<Subjects>
<Subject>
<SubjectMatch
MatchID="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#String">
Service Provider
</AttributeValue>
</SubjectMatch>
</Subject>
<Subjects>
<Resources>
<Resource>
<ResourceMatch
MatchID="urn:oasis:names:tc:xacml:1.0:function:xpath-node-match">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">
business_entity</AttributeValue>
<ResourceAttributeDesignator
AttributelD="0asis:names:tc:webservice-uddi:3.0:resource"

DataType="http://www.w3.0rg/2001/XMLSchema#string" />
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMatch
MatchID="urn:oasis:names:tc:xacml:1.0:function:string-equal'>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">
delete_business</AttributeValue>
<ActionAttributeDesignator
AttributelD="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001/X
MLSchema##string"” />
<ActionMatch>
</Action>
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</Actions>
</Target>
<Conditon FunctionID=... />
</Rule>
</Policy>
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