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Abstract The Windows RDP protocol developed by Microsoft Inc. has caused many security problems. The principles of RDP are introduced,
and the security-mechanism adopted by RDP is also analyzed. It points out some improper design methods of the protocol. Some security
improvement schemes of RDP protocol and advices for using RDP application are both offered.
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