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Abstract;

DNA steganography method are proposed and discussed. Due to the limitation of finding
complementary primes, electrophoretic technology and separation technology, attacks

above do not work. The attact by using possible words as primes is also discussed, and

security enhancement methods to prevent such attacks are proposed.

Based on PCR and DNA sequencing technology, several attacks against a

Key Words: steganography;security; DNA
DNA , DNA , N
. DNA 1994  Adleman DNA ( )
’ ( N ) H
. DNA ,
DNA ,  Reif , DNA 10%
; 10% E
’ DNA ’ s Relf
, Celland DNA , “June 6 invasion: Normandy”
DNA C1, ,Celland ,
Celland DNA
:2005-10-19
(973 )(G1999035804)

1974-),



:DNA

1)

,DNA

449
) b ’
DNA s
1
DNA . ,DNA 4
(A, (&), © (). >
4 . DNA , ,
, A T ;G C . DNA
James D. Watson  Francis H. Crick , Watson-Crick
PCR . DNA . N .
. DNA , 2nm, 3.5 nm. DNA
; DNA PCR
DNA . PCR Watson-Crick
DNA 3’ ,  Taq DNA 5'—3' DNA ,
DNA. , , PCR .
, DNA 20 , 10°, DNA
2 DNA
1999 ,Celland “June 6 invasion: Normandy” DNA
DNA Ea
(1) , 3
1 A CGA s B CCA gomenre
(2) DNA ., AB CCGCCA
, 69 DNA , DNA 20
5 3 , DNA .
(3) 50-100 s s
DNA , DNA DNA , s
(4) DNA ,
DNA. s
DNA PCR , DNA , ( ).
1 Celland ,  1(a) , 1) , 1(c) PCR
., 1d) PCR , , F.,P.Z
DNA
3
,  Celland



450 ( ) 33
, Encoded Messaqe , = ¥ Input
F Primer R Primer a es?age npu
—~  (copies/genome)
3
bp S
Encryption Key
A=CGA K=AAG U=CTG 0=ACT
B=CCA L=TGC V=CCT 1=ACC 300
C=GTT M=TCC  W=CCG  2=TAG 200 1
D=TTG N=TCT X=CTA 3=GCA
E=GGC 0=GGA  Y=AAA 4=GAG 100
F=GGT P=GTG Z=CTT 5=AGA
G=TTT Q=AAC =ATA 6=TTA
H=CGC R=TCA ,=TCG 7=ACA
I=ATG S=ACG =GAT 8=AGG
J=AGT T=TTC :=GCT 9=GCG
1 2 3 4 5 6 7
(c)
JUN EG® INVASI ON: NORMANDY
ccct ct tegt cgagt agcaAGTCTGTCTGGCTTAATAATGTCTCCTCGAACGATGGGATCTGCTTCTGGATCATCCCGATCTTTGAAAattcacggecgtacat gaga
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5/ AGTCTGTCTGGCTTAATAATGTCTCCTCGAACGATGGGATCTGCTTCTGGATCATCCCGATCTTTGAAA
AGACCTAGTAGGGCTAGAAACTTT 5142
5141 AGTCTGTCTGGCTTA
TCAGACAGACCGAATTATTACAGAGGAGCTTGCTACCCTAGACGAAGACCTAGTAGGGCTAGAAACTTT 5’
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