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A fair exchange protocol based on short signature
with the off-line semi-trusted third party
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Abstract; Based on a short signature scheme and discrete logarithm problem, a new fair exchange
protocol with the off-line semi-Trusted Third Party ( TTP) is proposed. The off-line semi-TTP
intervenes into the protocol in case of trouble, which makes the fair exchange optimistic. The off-line
TTP need not be completely trusted, since it can get neither signature exchanged when disputation is
solved. Because this protocol is based on short signature, which needs low storage and little
communication, it can be used in low-bandwidth communication and low-storage environments.
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1.1
G Gy p(p ) . e:G XG) =Gy
D) asb € Z, R.S.T € G, e(aR,bS) = e(R.S)*,e(R+S. T) =e(R,
T) e(S,T),e(R,S+T) =e(R,S) e(R,T).
(2) (R,S) € G, XG e(R,S) # 1, I G,
(3 (R,S) € G, XGy, e(R.S).
1.2
G, G, 1.1 P G s, asb,c € Z,.
1 (DLP) (P,Q), Qe Gy, a aP =Q.
2 Diffie-Hellman (CDHP) P,aP ,bP, abP.
3 Diffie-Hellman (DDHP) P,aP ,bP ,cP, ¢ =ab mod p.
4 k- (k-CAAP) k.axe Z, PeaG, (P,Q =xP . hy,h, €Z,,
P/Chy +2) =+ P/Chy +2))s  P/(h4x),  h @ {hy o hy ) B
1.3
[7] ( 7SS ). (Gy,G,,P) 1.2 ,m
LH.{0.1}" =Z; . hash
re Z,, P,, = xP € G,. X P,..
s= (x+HGm) 'P. (x+ HGn)™ Z, .S m
s m e(s,Hm)P + P,,,) = ¢(P,P)
2
(GG, ,P,p,Hy m 1 . G, CDHP.DLP  k-CAAP
, DDHP . A B ;C (Semi-
TTP), s, €Z,  y. =a. P L , L A,B,
C. A B m 7SS JA
(LB Yp.c = XpYcs Ye.c A.
(2) A Y5  Yc Vp.C ( e(ypsye) = elyp.c,P) ). Ysoc ,
A ta = (xa +FHGm)) yges A B; .
(3) B e(trsya+HG)P) = e(yg.c,P) . ,B sp = (g +HGm))'P,
7SS Sp A .
1A e(sp,yp T+ Hm)P) = e(P,P) . LA sa = (xa+HGm)'P
7SS SA B.
3 4 LasSa  Sp , tasSa  Sp.
4|P| . A B P| (
A B 7SS ), | P| P
3

NS ZSS 1 2
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1 th = (xp FHm) yye :
e(tpyya+HG)P) = e(yp.c,P) . @)
s. L m ZSS , L=A B.
3 Za A m" tA
ety y va+HGn" )P) = e(yp.c,P) (2)
, Yp.c = XTpYe = XTeYp.
4 (D 1 ( G ,Gy;sP.p,Hoyasyprye); (2) 2
) yee B xp;(3) 3 . Va.c
C xes(4) 4 s vi.cs B xy C Xe. R
4 4 . LA 4 ( tis A
2» . 4 A, Ay LA
(2) , Ay 7SS sho= (xpxre) 'ty . Ay A
ZSS . , [7] . kCAAP ZSS , XA
LA (2) .
4 C B( C B ) 2 1Al s (1
m 7SS SA-.
Aa C GGy PopsHyyasyssye)  Yocs Ag
YB.C» B 5 Ay YB.C» C .
SA. , [7] , k- CAAP ( A ) SA
’ , ta Sa , [@D)] 7SS Sa
sa = (xexp) g , ta Sas (xexp) ' ,  DLP JAn VB.c
XX p Ap  ye X JAs v Xy .
I SAs C B L SA. , C B , ta
s2+.C B (1) B taC ta (1 C;(2) C VB.c =XCYB ta
(D, , C D, = 'ty D, B;(2) B D, = x3'D,. (D
(2) ZSS D, =s,.
3 (1A B ZSS ;(2) A B ZSS
.B A 7SS , B A taC ty (1»;3)A B ZSS
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4.1
C,A B (
)’ H
(1) B ey = (g +Hm) ™" ya, e I, C.
(2) C e La gy :
eCepyp +HGm)P) = e(y,,P) (3)
3)C D, = xc't, D, B; ,C ep A.
4 B A D, = x;'D, D, = x3'ey 7SS ,
, C A B ZSS . , 4| P| ,
Pl P . A B p|
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5 ey = (ap+HGm) ™ yu. (3) .
6 4.1 D, Ds A B m 7SS
1 B A m” tr (2)
7 , B m” en eCep syg W HGm " )P) = e(y,,P)
8 , C e ep (3 taC 1a
(1 A B m 7SS .
k-CAAP , [7] C A B ZSS . 4
C t4 A m 7SS , B C D, (= xc'ta)(
D, = a5'D)) A m 2SS . k-CAAP . C ep
B m  ZSS . , (3) eCegsyp +HGm)P) =e(P,P)*r, .
. SB sp = (xa)lep. ) e Sg C (xa)7s
XA, , DLP C  ya XA . , DLP k- CAAP ,C
eg I A B m LSS
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