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Abstract This paper gives an analysis of Internet key exchange (IKE) protocol and identifies its security holes and design weaknesses and

proposes an efficient and improved secure key exchange protocol. Compared with existing key exchange protocol, the proposed protocol is more

secure, robust to DoS attacks and has less key exchange time and messages.
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