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Abstract This paper analyses the main design idea of Linux Security Module(LSM) and the problem of the intrinsic access control mechanism of
Linux executable program, and discusses the design of Mandatory Access Control(MAC) mechanism of executable program based on LSM. As the
demonstration, it implements a MAC system prototype based on Linux kernel 2.6.11. The illumination that how to implement MAC of executable
program in operating system is given.
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struct Sos_core_sec_state_type {
struct list_head * fs_list;
void * user_sec_data; };
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struct Sos_fs_sec_state_type {
struct list_head * file_attr_listhead; };

fs_list
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struct Sos_inode_sec_state_type {
unsigned int inode_mac_level,
char acl[16];
+
(inode)

inode_mac_level

acl[16]
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struct Sos_user_sec_data_type {
int user_level;
int user_acl_no;
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user_acl_no acl acl[16]

int Sos_bprm_check_security (struct linux_binprm * bprm){

acl n(0<n<128)( ) Il inode
acl[16] n 1 struct list_head * attr_head;
attr_head = find_elem_with_tag(
acl[16] fs_sec_data -> file_attr_listhead, comp_inodeattr_with_ino, &
acl (ino->i_ino));
4 1
if(attr_head '=NULL) {
1 acl acl
1
. . . if(0s210_acl_test(user_sec_data -> user_acl_no, inode_sec_data ->
Linux struct linux_binprm .
inode_acl)){
LSM return 0;}
hook

else {printk("exec %s denied!\n",bprm->filename);

bprm_check_security (struct linux_binprm * bprm) return -EPERM:}

1
exec() 2 else{printk(" exec %s denied!\n",bprm->filename);
return -EPERM;}
(1)Sos_post_addmount() }
LSM hook
security_operations ( )
(2)Sos_bprm_check_security() hook

struct security_operations Sos_security_ops = {
.bprm_check_security =Sos_bprm_check_security;
2 .sh_post_addmount =Sos_post_addmount;};
register_security(&Sos_security_ops) LSM
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