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Research and Implementation of Linux Parasite Access
to Dynamic Library

XIA Hong, LIU Li-yu
(Department of Computer, North China Electric Power University, Beijing 102206)

Abstract A parasite is defined as code that is injected into a host executable. There are many potential uses for parasite code: binary decryption,
unpacking and copyright protection, to name a few. And the most common form of parasite is the virus. Development of feature rich Linux parasites
is severely limited by the inability to reliably access functions external to the host file. This paper explores the dynamic linking mechanisms of the
Executable and Linkable Format(ELF), and brings up a methodology that allows parasite code access to shared objects. The implementation of this
methodology is presented.
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Linux ELF EIf32_Sword d_tag;
ELF union
{
2 EIf32_Word d_val;
EIf32_Addr d_ptr;
}d_un;
} EIf32_Dyn;
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PLTO: push GOT[1] ;
jmp GOT[2];
nop

PLTn: jmp GOT[x + n]
push n
jmp PLTO
PLTn+1: jmp GOT[x +n +1]
push n+1
jmp  PLTO
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libdl

hn = elf_hash(sym_name) % nbuckets;

for (ndx = hash[ hn ]; ndx; ndx = chain[ ndx ]) {

symbol = sym_tab + ndx;

if ( strcmp(sym_name, str_tab + symbol->st_name) == 0)
return (load_addr + symbol->st_value);

}
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malloc() free()
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Linux glibc libdl dlopen()
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glibc
Iproc/self/maps
glibc ASCII
4001b000-400ff00 r-xp 00000000 03:01 390597 /lib/libc-2.1.3.50
1 2
.
w X p 3
glibc
for (i = 0; i < nread; i++)
{

start = end = buffer + i;
while ((*end++ = \n’) && (*end) && (i++ < nread)) ;
*end = 0;

Iproc/self/imaps nread buffer
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