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Design of Intrusion Detection Systems Based on Process Behavior

WU Yu, LU Xiaojun
(Communication School of Anhui University, Hefei 230051)

Abstract Based on neural network classifier of multilayer perceptron and Bayesian classifier of probability prediction, the classification method
is given of system call short sequence of description system process behavior, to identify whether the system call is normal or not in the performance
process of monitor system key programs. The running and monitor problems of many system key programs in the system are researched and IDS
prototype is put forward based on process behavior classifier. Based on system configuration, the system prototype can monitor the performance of
many system key programs in the system.
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