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Abstract According to the current problems of terminal data protection, this paper puts forward a kind of terminal categorial data protection
scheme based on trusted computing and DBLP. It gives some read or write rules based on DBLP, and security principles to the objects which are
written in mobile mediums. It can avoid information leak by unimplemented process isolation. The security of objects in cryptograph set is provided

by TSS interfaces based on TPM.
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2.2 DBLP(Developed BLP)

BLP *-
6 TPM
7 C C, C,
C=CuG, C - 77 Gy (
> > ) Cu( )
C C,
4 *- v=_O,M,f,H)eV *- iff
(s,0,x)eb

1) x=r=>f,(s)= f,(0)

(2) x=a=> f,(0)= f(s)

(3) x=w=> (-30'€0, f,(0) =f,(0)A((sT0)v(SWO)A f,(s)=f,(0)
(—30'e€0,s'€S,5e(0) = Se(0) A ((s' r0) v (S WOD) A f (s)=f,(0)

S 0

o' O' 0 s cc 3 cc ?3 0‘

BLP

1 voeOnaf,(0)eC,, 0 o'
f,(0) = f,(0)
Clm

2 YoeOAaf,(0)e(C,UC,)
o' f,(0)eC,

3 VoeOAf,(0)eC, 0 o'
f,(0) € (C,UCy,)

4 Vse§;

23 DBLP BLP
DBLP BLP
@) “
> BLP

DBLP



(2) “ 7 BLP

DBLP

DBLP
smlogsvc.exe

®3) BLP
BLP
DBLP
UNSEAL
3
31 TPM TSS
TPM
TPM
(SEAL, UNSEAL
)
TPM
TPM TCB
TSS(TCG ) TPM TSS
TPM TSS
( )
(SRK) / TPM
(SEAL )  TPM
(UNSEAL ) TPM
TPM TSS
3.2
X3 ,’( ) /
/
DBLP
2
NO
TPM
y
l l
2

TPM

1
s )
1) S ) s
0 2)
2)
TSS TPM
UNSEAL
(2
s 0

1) o
((f,(0) < f,(0) A (f,(0)eC)))
LX) 7 2)

2) ) f,(0)

3) 0( fo(o)eclpucz) 0‘( fo(o‘)eclm )

4) 0
f,(0) eC,

TSS
SEAL
TSS
SEAL
4
DBLP
cc BLP™”
UNSEAL
UNSEAL

[1] TCG. Trusted Computing Group(TCG) Main Specification Version
1.1a[EB/OL]. (2001-09-10). http://www.trustedcomputinggroup.
org/ downloads/tcg spec 1.1b.zip.

[2] Trusted Computing Group. TPM Main Specification: Design
Principles v1.2[EB/OL]. (2003-10-20). https://www.trusted comput
inggroup.org.

[3] Bell D E, LaPadula L J. Secure Computer System A Mathematical
Model[R]. The MITRE Corporation, Technical Report: M74-244,
1973.

[4] . Key
com.cn/2006-10.

[5] . [EB/OL]. (2006-10-20). http://www.jetsec.

[EB/OL]. (2006-10-20). http://www.westone.

com.cn.

—3—



