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Analysis and Study of Buffer Overflow Attack Detection Technology

XU Qi-jie, XUE Zhi
(School of Information Security Engineering, Shanghai Jiaotong University, Shanghai 200030)

Abstract Buffer overflow attack is one of the most threatening attack types and it jeopardizes information security a lot. According to the
principle of the attack, this paper generalizes three necessary steps of a buffer overflow attack. It divides the most popular technologies of buffer
overflow attack detection into three types in light of detecting the three attack steps, and also analyzes and studies those technologies.
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