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Abstract To give the solution of the Web Service security and performance, this paper issues a trustworthy and high efficiency Web Service
processing model by integrating the technology of PKI, data compressing and Web Service. And it provides a platform independency, application

transparent realization.
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1.1.1 X.509

BinarySecurityToken Base64

<wsse:BinarySecurityToken ValueType="wsse:X509v3"
EncodingType="wsse:Base64Binary"
xmlIns:wsu="http://schemas.xmlsoap.org/ws/2002/07/utility"
wsu:ld="SecurityToken-d27a5215-0837-4620-ad40-ca4ff02d33f4">
MIIBtDC...
</wsse:BinarySecurityToken>
1.1.2
<Signature xmlIns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="#1d-aba44a7d-34f4-4614-bbe0-5c904a6637d8">
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>0A/iw6 AUp40Bkwcu0AnxkrSZmc0=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>NPb3V4euxhjgqP4tP7f7ybutluo/1...
</SignatureValue>

<KeylInfo>
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<wsse:SecurityTokenReference>

<wsse:Reference
URI="#SecurityToken-d27a5215-0837-4620-ad40-ca4ff02d33f4" />

</wsse:SecurityTokenReference>

</KeylInfo>

</Signature>

Signature 3

<SignatureValue> <KeylInfo>

<SignedInfo>

<SignedInfo>

Canonicalization
W3C  ““Exclusive XML Canonicalization””
XML XML
XML

Exclusive XML Canonicalization

XML
Exclusive XML Canonicalization W3cC
““Canonical XML~”
SignatureMethod RSA-SHA1
<RefernceURI>
<DigestMethod> SHA1
<DigestValue> <SignatureValue>
<KeylInfo> SecurityToken
URI X.509
1.13
2 Session Key

Session Key
<xenc:EncryptedData
Id="EncryptedContent-ddf2320c-9596-4f32-8hef-4b73389dcf34"
Type="http://www.w3.0rg/2001/04/xmlenc#Content"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-chc" />
<xenc:CipherData>
<xenc:CipherValue>saUOvIu9oKoRJ3Jw...
</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>
<EncryptedData>
TripleDES
<xenc:EncryptedKey
Type="http://www.w3.0rg/2001/04/xmlenc#EncryptedKey"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5" />
<KeylInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<wsse:SecurityTokenReference>
<wsse:Keyldentifier
ValueType="wsse:X509v3">e4k6bOdyzuPSAUKyrl+nwdXtNGo=
</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
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</KeylInfo>

<xenc:CipherData>

<xenc:CipherValue>0Ip60Zz5N2HIXO....

</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferenceList>

<xenc:DataReference
URI="#EncryptedContent-ddf2320c-9596-4f32-8bef-4b73389dcf34" />

</xenc:ReferenceList>

</xenc:EncryptedKey>

<EncryptedKey> RSA <Keyldentifier>
<CipherValue>
<DataReference> <EncryptedData>
1.14 SOAP
SOAP
SOAP session key
SOAP Body Web Service
SOAP SOAP
1.15
SOAP Web Service
Web Service Web Service
SOAP
Web Service SOAP
Web
Service
1.2 Web Service
XML Web Service
Northwind orders XML
454kB Web Service
base64
1.33 SOAP
80%
SOAP SOAP
SOAP SOAP Body
SOAP SOAP
2 Web Service
1 Web
Service
Web Service
SOAP
SOAP
SOAP SOAP
SOAP
SOAP
Web Service SOAP Web Service



Web Service

HTTP JL
o~

\
!
SOAP

Web

SOAP

Web
A

=

1 Web Service
SOAP

J2EE  .NET
SOAP

Web Service .NET
SOAP
SOAP
NET
Web Service Enhancements
Web Service

SOAP

J2EE

.NET J2EE .NET

HTTP Web
Server HTTP

HTTP
Web Service SOAP
SOAP Web Server
HTTP
HTTP

SOAP

Web Service

Web Service

Web Service
PKI Web Service
Web Service

1 Bartel M, Boyer J. XML-signature Syntax and Processing[Z]. W3C
Proposed Recommendation 20, http://www.w3.0rg/TR/2001/PR-
xmldsig-core-20010802, 2001-08.

2 XML Encryption Syntax and Processing. W3C Candidate Recommen-
dation[Z]. http:/www.w3.0rg/TR/2002/CR-xmlenc- core -20020802,
2002-08-02.

3 Atkinson B, Libera G D. Web Services Security(WS-Security) Version
1.0[Z]. http://www.ibm.com/developeworks/library/ws-secure, 2002-
04-05.

4 Box D, Ehnebuske D. Simple Object Access Protocol (SOAP) 1.1[Z].
W3C Note, http://www.w3.0rg/TR2000/NOTE-SOAP-20000508,
2000-05-08.

5 Gailey J H. Encrypting SOAP Messages Using Web Services
Enhancements[Z]. http://msdn.microsoft.com/library/default.asp?url=
library/enus/dnwse/html/wseencryption.asp, 2003-03.

226

DRM
DRM

1 . Internet [D].
, 1999-12.

2 Olin S. Securing the Content, Not the Wire, for the Information
Commerce[Z]. http://www.intertrust.com.

3 Koch E. Copyright Protection for Multimedia Data[C]. Proc. of the
International Conference on Digital Media and Electronic Publishing,
1994: 6-8.

4 Microsoft Palladium. Trusted Computing[Z]. http://www.microsoft.

com.

5 Roscheisen D M. A Network-centric Design for Relationship-based
Rights Management[D]. Stanford University, 1997-12.

6 Goldstein P. Copyright’s Highway: The Law and Lore of Copyright
from Gutenberg to Celestial Jukebox[M]. New York: Hill and Wang,
1994.

7 Stefik M. Letting Loose the Light: Igniting Commerce in Electronic
Publishing, Draft[Z]. Xerox PARC, CA., 1995.

8 Stefik M. The Digital Property Rights Language, Manual and
Tutorial[Z]. Xerox PARC: CA., 1996.

9 Choudhury, Maxemchuk. Copyright Protection for Electronic Pub-
lishing over Computer Networks[EB/OL]. ftp://ftp.research.att.
com/dist/anonce/copyright.epub.ps.z.

10 Shivakumar N. SCAM: A Copy Detection Mechanism for Digital

Documents[C]. Proc. of DL, 1995.

—229—



