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Abstract In order to solve the security issues of the binding update message in the IPv6 route optimization process, this paper presents a new
security mechanism based on Cryptographically Generated Addresses(CGA) through the analysis of the Return Routability Procedure (RRP) and
CAM protocols. Security analysis proves that the mechanism can authenticate the nodes based on IPv6 address without PKI infrastructure, and
prevent the forged binding update messages and the reflecting attack.
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