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Optimizing and Realization of the Finite Field Inversion Algorithm
Based on FPGA
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(College of Computer Science, Jiangsu University, Zhenjiang 212013)

Abstract Finite field inversion, an important module of elliptic curve cryptosystems and hyper-elliptic curve cryptosystems, is introduced.
Through analyzing and comparing three inversion algorithms that have been invented, an optimized fast algorithm based on FPGA is put forward.
According to the optimized algorithm, an inversion module is designed and realized with VHDL. This design is compiled, synthesized, and fitted
into Altera’s EP1S10F780C6 FPGA, using its Quartusll software. The result indicates that this optimized algorithm has advanced performance in
both speed and area than other past algorithms.
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1 EEA Field Inversion
Input: aeGF(2")
Output: b=a™ e GF(2")
1 belc«Oueave f
2 While deg(u) =0
2.1 j<«deg(u)—deg(v)
22if(j<0) then uov,beoc, je—j
23 u«u+(v<<j)b«(c<<]j)
3return b
2 MAIA Field Inversion
Input: aeGF(2")
Output: b=a" e GF(2")
1 belcOueavef
2 While x divides u do:
21 u<«u/x
2.2 if x divides b then b« b/x
else b« (b+f)/x
31If u=1thenreturn(b)
4 1f deg(u) <deg(v) then: uev,bec
5 u«<u+v,b«b+c
6 Goto step(2)
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2 case Uu[L..0] is
2.1 when “00” =>
U«u>>2;
b«Db>>2+1f,eb[0]
+ f, o (b[1]f [1] + b[1]b[0] + b[1]b[0] f [1])
goto 2;
2.2 when “10” =>
Uu<«u>>1;
b« b>>1+ f eb[0];
2.3 when others =>;
end case;
3if U =1thenreturnb;
4 if deg(u)<deg_v then u<>v;b<>c;deg_u<«>deg_v;
5 u«u+vib«b+g;
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3 Modified MAIA Field Inversion
Input: aeGF(2")
Output: b=a™ e GF(2")
b<«1lc«0u<«av<« f,deg_v<«deg(f),
beb>>2f«f>1Lf,=f>2
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6 Goto step(2)
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