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Design of Network Forensic System Based on Intrusion Tolerance
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(1. Department of Computer Engineering, Huaiyin Institute of Technology, Huaian 223003;
2. Institute of Information Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 210016)

Abstract All the present network forensic systems assume that the system is still working on reliable state when intrusion occurs, and the effect
of system state changes is not considered. This paper proposes a network forensic system with intrusion tolerance ability, INFS. Mechanisms and
modules of this prototype system are presented, such as intrusion tolerance, forensic control based on SMP, security transition, forensic agent, attack

trace agent and so on. This paper discusses different forensic analysis methods corresponding to different states, and brings forward the concept of
cooperating forensic.
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