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Abstract This paper presents a method of information hiding algorithm based on optimal LSBs substitution and image visual perception. In this
method, according to the characteristics of human vision sensitivity, the hard c-means cluster is used to identify the complexity of the cover-image.
To improve the quality of embedding result, an optimal pixel adjustment process is applied to the stego-image. The scrambling technology based on
spatiotemporal chaos mapping can be used to solve the problem that the hiding algorithm can not provide the way of protecting the secret
information. The initial parameters of the spatiotemporal chaos mapping can act as the private keys, which can provide larger key space.
Experimental results show the proposed algorithm can make a great improvement in both the imperceptibility and the quality of the cover-image.
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2
PSNR(dB
(120%120) | (bits) PSNR(dB)| PSNR(dB) (@B)
Baboon | 13917 12.08% 36.62 37.97 1.35
barbara | 12353 10.72% 40.54 41.73 1.19
Sailboat | 12317 10.69% 40.14 41.54 1.39
Lena 12 000 10.41% 40.47 42.06 1.59
Airplane | 11663 10.12% 41.50 43.03 1.53
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X509 REQ *req; X509 NAME*subj; int nid; X509 NAME
ENTRY *ent

struct entry {char *key "countryName";unsigned char value[1024]

"CN";}

nid = OBJ_txt2nid(entry.key)// countryName
//NID

ent=X509_NAME_ENTRY _create_by NID(NULL,nid, MBSTRIN
G_ASC,entry.value,-1) // NID ENTRY

X509 NAME add_entry(subj, ent, -1, 0)/ subj

X509 REQ_set_subject_name(req, subj)/ req

req

pRsakey
X509 REQ_set_pubkey(req, pRsakey);//
//
//
X509_EXTENSION *ext;
STACK_OF(X509_EXTENSION) *extlist;
char *name = "subjectAltName";
char *value = "DNS:bupt.edu.cn";
extlist = sk X509 EXTENSION new_null();
ext = X509V3_EXT conf(NULL, NULL, name, value);
sk X509 EXTENSION_push(extlist, ext);
X509 REQ_add_extensions(req, extlist);
sk X509 EXTENSION pop_free(extlist,509 EXTENSION_free);
/l req
digest = EVP_shal();/
X509 REQ_sign(req, pRsakey, digest)

//
PEM_write_bio_X509 REQ(bioreq, req)// BIO

SIP VoIP
SIP
SIP

Windows SIP

C OpenSSL
ANSI C

Linux
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