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Abstract The paper proposes an information-hiding method based on the structure of XML, based on analysis of the data structure of XML file.
The secret data is preprocessed, then according to the structure of the elements, the secret data is hided by replacing the element name with
thesaurus. Experimental results prove the method is easy to implement, and has high expansibility and high security.
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{*DOCTYPE LIST SYSTEW "list.dtd">

<DOCUMENT>

<{CUSTOHER>
<NAME>
<LASTHAHE>Andy</LASTHAME?
<FIRSTHAME>Fickle</FIRSTHAME>
<{/NAHE>
<DATE>October 26,2806</DATE>
<ORDERS>

<ITEMW>
<PRODUCT>Bread</PRODUCT>
<NUMBER>3</HUMBER >
<PRICE>$3.5</PRICE>
</ITEM>
<ITEM>
<PRODUCT>Cucumber</PRODUCT>
<MUMBER>6</NUMBER >
<PRICE>$1.5¢/PRICE>
{AITEM>
</ORDERS>
</CUSTOMER>
<{CUSTOHER>
<NAME>
<LASTHAME>Jim{/LAS THAME> ~
3 XML

<*DOCTYPE LIST SYSTEM "list.dtd">
<DOCUMENT>
{CONSUMER>
<NAmeZ>
<FAMILYNAME>AndYy {/FAMILYNAME >
<FIRSTHAMe>Fickle</FIRSTHAHe>
</HAme>
<DATe>0ctober 26,2886</DATe>
<0RDers>

{LIST>
<PRODUCT>Bread</PRODUCT>
<HUMBEr>3</HUMBEr>
<PRIce>$3.5</PRIce>

</LIST>

{LIST>
<PROAUCT>Cucumber</PROMUCT>
<SUM>6</SUH>
<PRIce>$1.5¢</PRIce>

</LIST>

</0RDers>
</CONSUMER>
<CONSUMER>
<NAmeZ>
<FAMILYNAME> Jim</FAMILYNAME>
4 XML
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