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Network-based Intrusion Detection System Using Rough Set
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Abstract Most of current products and models are poor at detecting novel attacks without an acceptable level of accuracy or false alarms. In
order to figure out this problem, a network based intrusion detection system is established, and many up-to-date attack tools are used to attack the
network. On the basis of the intrusion experiment, 29 variables are chosen as intrusion features to characterize the status of network connection. At
the same time, the rough sets theory is exploited as a detector of network connection. The experimental results indicate that the features extracted
from network connection are good indicators of the status of network and the rough sets theory is powerful in multi-class classification as well as
effective in unknown attack detection.
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Feature S type
name Discription
D_time Sampling time/connection lasting time(us)
RF Connection not finished 1 finished 0 0/1
Fn Normal ended (to complete connection)
The features from source to destination h
Snum Packets number sent within Tms int R
Shyt Bytes sent within Tms int h= HZ{ZC [ceC,and a(x)<(x)<c<a(y)and d(x)=d(y)
Sfrag Proportion of packets with “fragment” flag real (xy) a
Surg Proportion of packets with “urgent” flag real S M
Ssyn Proportion of packets with “syn” flag real h
Sack Proportion of packets with “ack” flag real d (X) X
Sfin Proportion of packets with “fin” flag real Xy
Srst Proportion of packets with “reset” flag real
Spsh Proportion of packets with “push” flag real a X y
Slen_mu  Mean value of packet length real
Slen_sig  Standard deviation of packet length real
Stime_mu  Mean value of packet network delay real 2.3
Stime_sig  Standard deviation of packet network delay real
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)1 f(B)=(1-a)x(A~[B))/|B+axmin{z, s in S | SNB=2]/|S}
Rough Set A B A
S={My (i, )pa IMp (i, D)o # S}
NP £ a 1
B 2
Naive Scaler Semi Naive Scaler B S
[2] Semi Naive Scaler [3] 3
[4] . .
Nguyen  Skwron Windows  Linux 3
010 512 2 498
242 890
270 885
1 510
Stime_mu([153648.00,*]) AND Dlen_sig ([757.19,1248.07])=>
Wroblewski [ intrusion_id(0)
ce_y7s
Rough Enough Rosetta [2,3]
2
2 94.07%
29 5.93% 99.09%
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