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An Intrusion Detection Method Based on Reasoning Fuzzy Petri Net
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Abstract According to the characteristics of the concurrence of network intrusion and the uncertainty of an attack action, a kind of intrusion
detection method based on fuzzy Petri net model is extracted to express the knowledge and the reasoning rules. Firstly, the paper defines 6-tuple as
the fuzzy Petri net structure. Secondly, two basic types of the fuzzy production rules are extracted from a number of practical rules. And then a fuzzy
reasoning algorithm is programmed. Using a practical instance to test the algorithm at the last, the results show that the algorithm is simple,
high-powered and universal. Specially, it has parallel reasoning ability and fits reasoning for the large-scale FPN model. It is an efficient method for
intrusion detection.
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(1) wpn
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[3,4,7] FPN ke1;
[3.,4] while(true)
{ KNS k ps
[7] if ps=END { ) // END
for(int i=1;i<=m;i++) //m tbf t;
( ifps BP(t) //BP(t) tbf
{ pg—FP(t); //EP(t;) tbf
wpgew(ps)*F(t); //w(ps) wpn
if  w(pg)=0//w(pg) wpn
FPN w(pg)—wpg; // w(pg)
[3,4,7] elseif FP() pg =1 //[FP(t) tbfj=12,...,m
3 n F(z) w(pg)—min(wpg,w(pg)); // 1

) [3,4,7]

—120—



else w(pg)«max(wpg,w(pg));
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