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Misuse intrusion detection system based on user trust degree
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Abstract: In this paper, a misuse detection model for IDS based on user trust degree (UTD) was firstly presented. This
model improves the architecture of IDS, the strategy of signature matching, and the cooperation mechanism. UTD-IDS presents
a means of graded partition that based on UTD whereas there is a lack of graded partition in the architecture of CIDF, so it
improves the rationality of the system. The safety level of misuse IDS was defined and the IDS of lower safety level may prevent
unknown intrusion from damage by the early-alert principle. In addition, was reformed full advantage of local principle were

taken in UTD-IDS, then the strategy of signature matching, so it improves the efficiency and accuracy of signature matching.
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