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Research on Intrusion Detection System Based on System Call

DAI Xiaopeng®, YU Fei*?, ZHANG Lingfen®, SHEN Yue!
(1. School of Computer & Information Engineering, Hunan Agricultural University, Changsha 410128;
2. Institute of Artificial Intelligence, Zhejiang University, Hangzhou 310027)

Abstract Intrusion detection is an efficient way to protect information system. This paper explains a new anomalous intrusion detection method.
It uses system calls as input, and creates a FSA for the functions in the program. Then the FSA is used to detect the attack. It finds the place where
the vulnerability exists in the program. This can help alter the source program. Experiment proves the method is effective in many intrusion events.
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ptrace PTRACE_ATTACH

CPU ptrace
PTRACE PEEKDATA  PTRACE GETREGS

PTRACE_CONT

3.2
Linux
ELF ELF .symtab
/proc/ ID/maps
0
4
Linux 8.0 ftp
3
in.inet
fip
ftp
( 135 )

"\xCF\xDA\xCD\x66\xCC\x6 1\xCF\xF3\xF7\xF \xFF\xF6\xE9\xF
C\xCD\xC9"

"\x66\xCC\x65\x10\xEC\x4D\x 1 0\xEC\x4 1\x 1 0\XEC\x45\x 10\xEC
\X79\xSF"

"\xDC\x4D\xFA\xSFAxDC\x4C\xA3\x5F\x DC\x4F\x C5\x5F\x DC\x
4E\XEE\x5F"

"\xDC\x45\xEE\x 14\xC4\x45\x CA\x 14\xC4\x4D\x CA\x66\x49\x 1
2\x7C\xC4"

Shellcode Windows 2000 spl
Windows XP sp2
2.3
Shellcode - ””
CPU 1.6GHz
Vmare Windows2000 sp1
Red Code I:
GET

default.ida? NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNN%u9090%u6858%ucbd3
%u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u78
01%9090%u9090%u8190%u00c3%u0003%u8b00%u531b%u53ff%u00
78%u0000%u00=a HTTP/1.0 0Dh,0Ah

Content-type: text/xml',0Ah

HOST:www.worm.com 0Ah
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