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Abstract A new mobile routing protocol using Hash function and iterative method is proposed in this paper for solving mobile agent routing

security problems. User hosts are able to ensure routing information transporting to the others securely by the unidirectional feature of Hash function,

and verify each other by the iteration of Hash function. The analysis shows that the computational complexity of the routing protocol is drastically

reduced, especially in the condition of transporting large number of data. The normal and the strand space models are adopted to prove the security

of the protocol.

Key words mobile agent; iterative; Hash function; strand space; computational complexity

[3-4]

[1-4]

(1)Hq IP
(2)H; IP
(3)PK; Hi
(4)SK; H;
(5)ENC; ()
(6)Sigi ()
Ml

—154—

[1-4]
(4]

Hash

@
(9)C0dei Hi
(10)Hash ()
(11)HMAC()
12)T
[5] 1
1
( ) ) ( ) (G
[1] n(n+1)/2 n(n+1)/2 n(n+1)/2 n(n+1)/2
[3] n(n+1)/2 n n n(n+1)/2
[5] n+l n+l 3n 3n
1 (4]
2n+2
(
) ( [4] RSA
1 024 b)
(2006KJ046B)
(2972 )

2007-05-10 E-mail tianxu27@126.com



Hash
MD5, SHA

Routeri HC;
HS;
D
Hash

Stepl Ho S
( MD5, SHA) S

2n+l  (n )
Hash®""(S)=Hash(Hash(Hash?"(S)))
2
Hash?!(S)=Hash(Hash(Hash?"3(S)))

n Hash(S)

Step2 Ho Ro, Ra, 4 Ry
Hash®(S), Ry, Hash(S), Hash(R..1), R,

) Ho
Mi=[Hi.1, Hi, His1, Ho, Codei]
Router1=[Hash?""*(S) @ Hash*(Ro)]||

If M; >

ENCi(M;, Sigo(Hash®?*¥(S) @ Hash?"2*Y(S), Hash(Ri.1), Ri, T,

Hash(M;)))
Else

ENC;i(Ho, Sige(M;,Hash?"#*%(S) @ Hash?"#*}(S), Hash(Ri.1), Ri, T))

®)
Stepl Hy Routerl
Step2 H; 2
Hash(Ro) Hash3(R,)
Hash®"*(S)
Hash?™(S) Hash*(s)

Step3 H;
Hash?'(S)=Hash(Hash?(S))

HC1 =[Hash®'(S) @ Hash?(Ro)]
Ho Ro Hash?(R,)
Hash®(S)
Hash?"*}(S)=Hash(Hash?'(S))
Hy
Step4 Hy

HS,=[HMAC(Hash?'(S)||PKo|[Hash(Ro )|IPK]lt, PK), t]

Hy H; HS;

HS; H, HS; Hg H,
Step5 H; H,
Router2=[Hash?"*(S) @ Hash*(Ry)]||
ENC,( Il
ENCy( )

Step2~Step5 H,

Routern=[Hash®(S) @ Hash*(R,.))]IENC, (Ho, Hni, Hn Ho,

Hash®(S) @ Hash(S), Hash(R,.1), Rn, T, Codey)]
Hy
[HMAC(Hash?(S)||(Hash(Ry.1)|IRullt, PK,), )

Ho H.
Routerl

[Hash®'(S)0 Hash?(Ro)]

=]

[HMAC(Hash®(S) || PK, || Hash(Ro) || PKy || t, PKo) , t

Hn
[HMAC(Hash*(S) || Hash(R,.1) || Ra || t, PK) , ]
1
4
1)
Ho Routerl n n
3n+1  Hash H,
4
2n 2
2
( ) ) ( ) (
[1] n(n+1)/2 n(n+1)/2 n(n+1)/2 n(n+1)/2
[3] n(n+1)/2 n n n(n+1)/2
[4] n+l n+l 3n 3n
n n n n
(@)
4
6
2n 2
@)
3
Hash 1 R t
k(k=2)
2k k+1
3

—155—



3 (k=2)

( ) ) ( ) )
1 n(n+1)k/2 n(n+1)k/2 n(n+1)k/2 n(n+1)k/2
[3] n(n+1)k/2 kn kn n(n+1)k/2
[4] kn+1 kn+1 kn+2n kn+2n
kn+n n n kn+n
5
51
(1) H;
Hi+1 i
Hash® %1 (S) @ Hash®(R;)
Hi+1 Hi+1
Ho His1
@)
@)
4) Hash
(%)
Hash Hash(x)
X
Hash ( MD5 128 SHA-1
160 )
Hash
5.2
3
[5]
@)

Initi[Hi. , Hi.,, Hi, PKig, PK;, Hash®*(S), Hash?"%(S),
Ri.1, Hash(R;.,), t ]=<+Routeri, -HC;, +HS;>

2 _ _

Respi[Hi.1, Hi, His1, PKi1, PK;, Hash?#(S), Hash®?"%(s),
R;, Hash(R;.1), t]=<-Routeri, +HC;, -HS;>

@)
SK; & Kp(lzl, 2, n), Ri#Ry# Rh1#R,
2
M)
c z S SKieKp

—156—

1)

H;=ENC;(M;, Sigi(Hash****(S @ Hash 2"2"(S), Hash(R;.,),
Ri, T, Hash(M;)))

Hash(R;.1) <H;, 2> 2 <H;, 2>
=*<H;,3> Riy
2) 1 N,N" C
term(N)=(Hash?"2"(S) ® Hash?(Ry.1 ))
N='N" R,
3) 2) N N
<Hj., 2>

Hix  [HizHis,HiRiPKi, PK;, Hash?™#*4(S), Hash?%(S),
Ri.1, Hash(R;.1), t]

N='N"  <H;2>=<H;;3>
C-hight(H;)=3
2
Hit Hi

[Hash®™?*3(s)NHash*(Ri.)]

Y

[Hash?"2*2(S)NXHash?(Ri.1)]

[HMAC(Hash™2*%(S) || PKy.1 || Hash(R) || PK; || t, PKi.1) , t]

[y
-

[1] Domingo J. Mobile Agent Route Protection Through Hash-based
Mechanisms[C]//Proc. of INDO-CRYPT’01. Berlin: Springer-Verlag,
2001.

[2] Sander T, Tsehudin C F. Protecting Mobile Agents Against Malicious
Hosts[C]//Proc. of Conference on Mobile Agents and Security.
Berlin, Germany: Springer-Verlag, 1998.

[3] Mir J, Borrell J. Protecting General Flexible Itineraries of Mobile
Agents[C]//Proc. of ICICS’01. Berlin, Germany: Springer-Verlag,
2002.

[4] , . . [91.

, 2005, 28(7): 50-54.

[5] Guttman J D, Fabrega F J T. Authentication Tests and the Structure
of Bundles[J]. Theoretical Computer Science, 2002, 283(2):
333-380.



