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Proxy Mechanism Oriented Role-based Access Control

XU Qian?, LEI Yongmei', CAI Hongxia?
(1. School of Computer Science and Engineering, Shanghai University, Shanghai 200072;
2. CIMS & Robot Center, Shanghai University, Shanghai 200072)

Abstract Although it makes the authorization easier, role-based access control (RBAC) model will cause authorization problem when combining
with proxy mechanism. This paper discusses the authorization problem and defines the conception of covered role, presents a proxy mechanism
oriented role-based access control (PRBAC) model. In the model, it introduces some notions to describe PRBAC model. In PRBAC model, user’s

role can be appointed by kinds of coalition policies and role appointed unit. This model can efficiently resolve the covered role and enhance
authorization of service nodes.
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2.1 PRBAC
PRBAC
1 (Grid Role)
k gr(k)
GR
2 (Local Role)
LR
3 ( Threaten Degree)
[1,...,10]
k TD(k)

4 (Grid-Role Appointed)
5 (Local Role Appointed)
6 - (Grid Role Appointed Unit)

GRAU
7 - (Local-Role Appointed Unit)
LRAU
8 - (Grid Role Local Role

Mapping Rules)

9 (Mapped Local Role)
k mlir(k)
MLR
10 (Appointed Local Role)
k
alr(k)
ALR
1 (User Local Roles Unit in
Certificate Chain)
UC UC=ALR+MLR
12 (Temporary Role)
TR
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1) - LRA(k)
(k )
k LR(k) mlr(k)= GLM(gr(k))
2) -
k LR(k)=
alr(k)=LRA(K)
3) -
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LR(k) =mIn(k) n—alr(k) = GLM (gr(k)) N —LRA(k)
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1) (Strong Appointed Control Policy):
SACP
TR
TR = SACP (UC )= SACP ({ Y LR ()}
ieU
=(ZAamin())u (X valr (i), | # i
leU ieU
2) (Strong Trust Control Policy)
STCP

TR=STCP(UC)=LR(start) start U
3) (Strongest Control Policy)

TR = SCP (UC ) =SCP {3 LR ()} =
ieU

(T Aamin(l)) A (3 Aalr (i), 1 =i

leU ieU

4) (Threaten Degree Control Policy)
TDCP
TR =TDCP (UC)=TDCP ({ ¥ LR (i)})
= LR (k), (TD (k) = MIN (TD I(Eit;), ikeU)
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