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Abstract: At present,chain model adopts serial integrity measurement means to solve the problem of the transfer on application
layer which can increase the overhead time and affect the efficiency of the system.This paper brings forward a new chain of trust
model which uses virtualization technology to advance a method called parallel sorting integrity measurement which can reduce
the overhead time of the integrity measurement and decide which program can run.n the end,formal verification is given to the
presented model which shows the new model can meet the requirement of the trust transfer.

Key words: trusted computing;parallel sorting integrity measurement;model of chain of trust;formal verification

i W BRSSP R AT R B R B T R G eh 1A T4, R R sk
BRI E T I EEAEEAAR AR R B AR B TR R EWRE Sk KT R BT R
8 AV F R ) AN, R BT R AT AARE B S8 E Kok B R E AR R AR B AT ; At s BT IR AR 69 T XA IR, RO AT A
bR TR E R,

SR AT AT K B T S AR AR 5 XA
DOI:10.3778/j.issn.1002-8331.2009.31.029 334 5 : 1002-8331(2009)31-0098-04

Xukbr i A vp RS S5 TP309

1 515

ETHENEA SRR BN R E P E e —ME
AR, BT — SR AE AR BE, —JUE RINE—2%, — G HE—%,
USSR RY KRB EM RS, N R EHLR G BT
51, (B XFERZE RGEHR T A M)A, R 4 (5
AREEAEEG BB 2, AT CRIER 2R WS , AMLEE T A
REBATHI N, FRE T A T Se B A A, IR0 . AR 7 N2 )
IR | TR SO A T RE S B AR RS TR ZH A
BEATRERH, BRI I R AR T RGBT 8808, IRk
Pl SR 2 A B AT HEA G i SR BT SR 32 5L

Demetrios LambrouP$ H T 5T LSM 528w 7 &,
G RN HZE, R LSM 1) X L6581 ok
IS UE PIAZAR L u] BUAT SCEF 5 vl s s IMASI( Integrity Measure
Architecture) #& IBM [f) Reiner Sailer 2 AJF & HIEET TCG 1)
a[Y R SRR BB A5 . IMA 7E Linux R4 FSEHL, BTEE
FEAGEE BN )25, 0 RGBT AT B A mEs |
NAZARRER LUK BT HRATHAIAS BEAT B B SR ORAIE R GEIBATIN B 554

Pho (HAXPIRPTT 2R TR ATEE R 73X, e
[HIFHR o

SO AU BARSR T — T 70 JAG AR B b A
R BRI A BORSR  T 25 F17 0 28 e B R R 7
%, BITERE TRAE RS B =N ERIRAE RSE(Guest 09),
R FX BEREAU 5 AR SR BB SN 7 A e e R P B A 56
HIF (SIS R A Gl AT IR
55 TEPR R T REAR 2RI IR, S TR R T4
B P e RO I P T LU B ST
RO VR R PIB1T s fieda e h BRI T 1K
ABSIIE .

2 JETIBRAE B M I 7 50 JeAvi (LR AL i B0
2.1 JFT o ReKEE N

ZAZF AN B WA 1T FAL 0 — A Settkin), Bl A
PEF=SAE S ASEAR Bz ST, R B AR BE S — 2 &
P BB ) A2 8] 0 4T 1 , A I S AZ AL B SR O PERE 7

L0 H - E R 3% FFFK 4 (the National Natural Science Foundation of China under Grant No.60633020); P42 Hi F-RHE K EHLILE 515

S22 VR A S 2 T ( No.2007CNIS-06)

PEB R r AREEHE (1986-) , 22, W LBHFFE A , EEEWF G I AE T TOLM 2 % 4 s SRR (1968-) , 55, Wik, BIBeR , 25 77 0] b w1t

E EAWEGREAR . BIEN 4.
WS 11191 :2009-05-26 f&191 1191 :2009-07-13



A, RIRE TR HEEEEER

2009,45(31) 99

F1o EISINT BRI 32 T HI 72 e B N 7
%o FIHERWLEAEI VMWare 1648 FH:E R SE Linux FRy#E
EANERIEEE RS (Guest 0S), & REERIAHEMALBIT, AT
P, XL Guest OS SREES 2N TR P 28 M A i——
SR ERBTE Guest OS1 WHEFT, BB SCIENERAE
Guest OS2 HHEIT, RIS G B BAE Guest 0S3 AT w]
PATIRAD S PAZASTHL ) B B A TRV E RGP AT, Guest 0S
FER AN TS, TSR RIC AT B, R
A e S REbR s e B SCIRES .

FA PRI LIARE B OB T BRI E A SRR B T
TSR P RS — AN R AR I R PR s et I A N
T ZARYE Guest OS1 [ EE EAEFORHAE A RFFRFIZTT, K
s s ISR P e A AN ARG e nsh AL R
AL SO, 384 KB TN R0 e PR B IR , Pt
HILLUZITRETIBAT: AR A XX =AY se R i e
i B2 GE AR SR G L T P LLETT, 750
BRI T TR B Rh, IR BRI
VR T) Ay 1, PR B SCAR A ST )y o, , 5 AR R TR 2 i
[812A7 ¢, BB PR SV FE S I T B B 1) 2 =& i s R
&, Bl i=max (14, t,,1,) 5 W SCHR[S -6 )T 7 HOBTTB] 1=t +t,+1, , EHIEVT
DL %7 ZERRAR T SEREE BT TR ) . REERI R R4
1 7R

3 R fir R
Hesih RS ES

Guest OS] Guest 0S2 Guest 0S3

s 10 L )
B 1 LR )
R,
ﬁﬁﬁ%,w—@om os1(C ML IR )]
Pibith
( PR RS ]

F 1 Roik R4

2.2 SEPIBUMEEABIE T o RAGERERG BB

HI L1 9T BUR H TCG MRS SR B b A 22
AR T, TR B AR, BT IERMEEAREIE T
I AAFAEHERRLNIE 2 PR

ISHERIE S PC S SE s B B AT AT (5 %0k , &k

CRTM BIOS MBR GRUB 03
Kernel

TPM

[EES

BB BL - 55— P BOR A Ze sl i B E R (RS
519 M BURE— AT E I B — U A, 1hi HL BIOS
515k MBR . #4E RG4eHEs GRUB LUSHRAE RGN —
FRARRERRE , MR E &I 1 RN S e B BARRT 252 55 55—
Wy B A T HRVE RGeS T 2 LU AE FHRAE RS EE
LR RGBT gy BB %

()RG5 T E

MERWLSATTERE LN, AU U 2 T RAR AR 5532
Fro DI HAT BV G, WFEH S TR Rl — 2 A
HIAE, RUET A 60 AR B ST E e i 42 25 0F , whifE
PLEY RIS Nl REE 51 P BORGKIE , REE51 S B ikd e lgl 3
s

‘ ) i i Kgrne 0S

B

(I

TPM
B3 gl SR

O PAEERESRAER) USB $211 Hrli AFFHLEG &5

QWG hIE, TPM & & AT 0iG b ;

GTPM % H P FEAL B BEA TINIE , A0S i FEAL S0y
WIIE, RN OTE 5 S B R s Lotk i 5 | S R ) ;

@CRTM HHlF3ZH5 0I5 T 5H) BIOS MY5E8t:, WSRIHIE
JER, P TS BIOS;

OFE TPM B A F BT BIOS Bk MBR( 556X )M
SEREME i RN 4E MBR;

@OMBR Il GRUB MY 53, I e HUTHss 4
GRUB;GRUB &ilE OS Kernel ) 5E5M: , 50 10F 8 i JE A AL
245 0S Kernelo

(2) B T 5 G R B

N7 FH T {E ARy B F SR AR IE i 34 R G 30 hE 5 v H
JZHE I FRLL K TS FHE R B BRIV LSS VMM, 3
FERRAE RGAL IS SRR AT G . %R B RA ZRRERUE P
SR L AerF e N 2 A PR R AL A A TR R A M A
VB SCAESCHR[4-6]0) FE il |, & T Linux 22453 LSM (Linux
Security Modules ) J#ES7. Linux “F & F #) M H TS 1B AR
f£ Linux JR3I)G, WREMAS KRGV H RS A AL R AR,

P2 B FREWME S A IR IFAT 5 S AT RO



100 2009,45(31)

Computer Engineering and Applications THEN TR 5 A

RERUMLIE L B IRENFEIF B A L1 A AL HLES R FUpLaE
FIRAE  Guest OS S5 R HUATSCMF, AR 23, 0 B SO/ e
BN S, ek RE BASRLTN EIRET A B T EE
LSM 2 — AN R0 0438 FH B U ) P8 1) 2044 o 2 P AZAR 22 H 5 i
B THTF R, TEFTH SO 5 S E 2 A B AT
PR o AR P IMA BT LG T LSM HIASEER keeper A1 H LSM #Y3X
SRR PR BRI TIE NAZASEHR T AT SO TN 1) e
PO, R RZME 4 PR,

[ v,

/

!
SHELL
)
AN ]

P4 RONIZE R TR

WES

%7 2T B Tk BRI R —— N R AR
BB K 2 AW MER) GRS s v BT SO A ——T
PUATCHE S R A ARNE, S S RERh AS I E
s EELE SO R —— 0 (S S AR B A A )
1B; B ERY R —ah S R AR S L AW E
TR G5 e —— R FE AT S B A2 e L2 MBI X 3R T
BRI E RG LARAS, DR A2 AR E e 5
HILAAER TR PS4 RS Ja I i X 2051 6 2o B 3
AHRZ A IRAE RS8P,

N AZAS T O] LU AN B2, XA T (SR ARl E o]
REMEIEIR , DM G5 AR N BB P A AT R B0 RV 15
S PR EIRAS . SRS — A A ERET Keeper 15
PRSI MY LSM 59F iR A, XA AZ AR AL
L= ) NI K e A K LGS = R A vt s (| B S U
FEVEINZR s QSRR , PR T SR SR 4 Nz ;

QBT HHAT SO H AH R 1 P 25 00 38 30 8 SR AT e 3k
B M IREEER T AT ST, Keeper AEHL SRS LSM
BT ER B XA RS HZ R AT SO R B s AT
FER SRJGHETE EHAE RS0 th 288 B B v $U 710 5 Guest
OS1 Fll Guest OS2 Fil AT T AT SCHFF 3 v ) 30 353k 2 )42
42 ST A B AR A 8 T S X S T AT S e 7 £ T S
PE 58 S R A TIRIE 5

QRTINS G/ th shell & FHAH R iR 2 R A REShA T , 72
Guest 0S3 ", Shell Ja HRAIAS g REas B, S0 il R TR G ik
TTIRIE , SR Jo P FEAH B ) A

3 BALLIE
31 ARG5S HhE
SCHRI91 H — DR BRI S T LU T AH SR o
Ak T A S ——2H A0 B v SRIE
A E AT A U ——— A SR L R T
BT R AT, R AR A AR R B, BIZ ARG SEE Rtk
R EBS, HhE AT AT LI

e M 2R SERE RS VT B LS B —— AR AR Y e
PERZS  FEATATIZ T 7 H 2 BRRE M B A EL L S

& X 1CAME D) Trusted (C), R —ANHM: € R0 {E
A 5 54006 /2 18R] : Meet (B, conditions ) 7% B i /2 5544 condi-
tions o

TERE G IR 50 LLE M B9ZRPE A el fE 4, Bi 2
A1),

Meet(C,I) AMeet(C,E) AMeet(C,M)—Trusted(C) (1)

WG R A RN A IR SR A R
ik, & IaZh S — BT A R E AL 5 A, B
CRTM. —#¢iAA CRTM 2015 Hhfg E6f i AT 24 R
P, eI LU & ZORIEE R E A ST S SN bRE, N
CRTM i )R O E AR =N 50 1. E M2, BIL:

Meet(CRTM, 1) A Meet(CRTM, E) A Meet(CRTM,M)—

Trusted(CRTM) (2)

SCHRL01Z5 H T LA e 2

EAL T —N RS M YR T 3 AN SRR

(1M MTERIFIRIZT T

(2)M H il SRR 2 SR B PR PR B 5

(3)M 1§ e REALEE T

I MR ETAE RS
e 1 RSP B B R TR
HERH :

(1)FH1(2) AT 50, CRTM 454 AT SRR

(2) R ML B BAE R GRS H R — AN 2 il i 7
B R TE G ST N — AR R IR T
(9 AN SRR 2 TN JE B B 2 P SR L Bl 2 P

() Af— AN IFRRERIE G — AR, ISR IR IR £ SR AN T Y
EAHTE], WIZRBH )G — R T (E , i 2 n S 5B PR, it
B S8 RGO T AL AL 26 S ThT ) 1R

RNZ 2405 SRy BB B i R e fE R
3.2 P AIAG b

SCHRIL TR H S P w5 00 S 2 2 37 A v A A A 4
N7 PR B SERE M T (E R T R T (E o i ke i AR ) SE etk
HAE, BRI A T N BB RIS AR , X P N A= B
EACHDERREA RBTTE, MM CRBEEAN N HIREE Y SE ] {5
T PRBE R B4 T A eI AE o] LA R 1 R AL RIS ) 1%
1 SRR R BRI, S5 R AL T E X

w3 BGEM AE—ANTIedH<S, P, D, PE,R>;S: ZELIR
BES AE— NGRS s0 e S ST HRARBES  Hs0e
ST;SF=S-ST AL ARSES  P: RGBT TH N TR T4
G Pd: RGN INB SIS ZIEES P : RGN RFRRINS
RIS Pe: REVELE TN ES R SRR, L5
{True, False}o Z9EMH 5,1, - REFERGIRSES PR,
BIR R A RGUIRAS /NG pLg, - RERFK BTN H
FRFEESTICE  WRIRA N HFLT A po.q. REN T
p.q T EMBRNSILZFENES p..q, 75 NREN TR
poq M RIFRRERID RINE S 5., q. P RFER LT p g 1
FHBOBC B S B A

&L 4 HE—N R p ASEEMER, YHW R AT



A, RIRE TR HEEEEER

2009,45(31) 101

A

int(p,py>pe,p,)=True

E LS5 HE— N HRRT p WTHUT, M HACY s T
&1,

WL 6 F— N R p ASERMTEN, WAL M AR
s e Sp AT p JERRIRS AR SERE T AE

SCHRI1-121285 B PL T R S

X T X RGAVFBITIN R T, R
R FFR PP TIAIAS | 2258 B 1 AR R 2 ARG 7, wT LA
CRUER AT AR

5E L 8 W RERR P NSEA TR, VT AR 1F A R R
P

SEBL 2 ARG M AT N AR R SE R T
WIRSE M 2 5e ] (50,

HEB 2 ARG M SEBERE, WHRATHT g 1 i 8 i/
IR 55 1  SEEEMET A |, BIREHS CRUEAS HEAE N H IR s

B3 FYHT RS M SRV AE, MR TT LA IE R T
TR ARSI R AL -

HEW 3 S TS A5 M B BT REAS (RIIE S, 1Y) 5281
WAEHTAAIE

HERH :

(DTER 2SR B, 1 e BT A 1B 7T M R 7
B SRV TR A, R SERE PR IR AE — 0 B AR P A i
21T 5 FLYCH B R P IR A B A , e S0, W TR
TR, IR 7 RS AUV INZR A B A3, X L se s
TR, A7 AR A S el it H , 5 WA Se i sl
s [RIB i SR R S ORIE T R LSRR R e
THICA L JERWLIEALES BRI TR  Guest OS SR 5E%%
T MY X 4, 2 2, HE1E 2 RETRENE (HIEN F B SE3 T {5

(2) RGE LRI 1 NP SERE T IR e B 3, RS
REZ I IE AR BT ARG 0 BRGNS 5

(3)TEN FHZ DTS By B, X fif R o 42 110 5 4tk g
TR, NS S PR A B R, DU BRA T 45 DU 4, AR A
7,8 WL, RGEREHEHT 1L AR FE L AL PRUER. AT
nfE;

HI5E S 2 AT N RIS AE R B Bt RERS R IE R H )

(k397 70)

[5] Verma D.Simplifying network administration using policy based
management[J].IEEE Network Magazine,2002:20-26.
[6

—

Basile C,Lioy A.Towards an algebraic approach to solve policy

conflicts[C]//FCS’ 04, Turku, 2004 :319-338.

[7] Dulay N,Lupu E,Sloman M,et al.A policy deployment model for
the ponder language[C]/IEEE/IFIP International Symposium on In-
tegrated Network Management, London,2001:529-543.

[8] van Lamsweerde A.Goal —oriented requirements Analysis with

KAOS [C}/The First International Workshop on Policies for Dis—

tributed Systems and Networks (POLICY 1999),Bristol, United

Kingdom, 1999:31-37.

[9] Bandara A K,Lupu E C,Moffett J,et al.A goal-based approach to

—

policy refinement[C]//The Fifth IEEE International Workshop on

SEREE T ERITT A

4 HigGh

e Hh B AT B AL b AR RE RS PRALE s W] 5 L TT 4R 2
RGBT R 22 EN:, HARR AR
T IR SR R PR T R 2 R R R i
SCREVEE RN TRITEY . ASRIAEBUA IO b, AkEE 58385
TR HEL IR P  SE B B R , PR SE BT R T 70 28 e e

BRI,

%75 3k :

[1] TCG.TCG Specification Architecture Overview [EB/OL].(2005-02).
https : //www.Trustedcomputinggroup.org.

[2] skMelE, D5, SR TR TR R ] s DUR S5 B

2006,52(5):513-518.

TCEAE, SR D8 A5 B iR P ERME: E,37(2) : 129-

150.

L BR AR AT Linux SCEELAAFIRIETT 22 B 72 )] T EAL LR,

2006,32(22).

Lambrou D.TCPA enabled open source platforms.

3

4

[5

—_
[=))
= =

Sailer R,Zhang Xiaolan,Jaeger T,et al.IBM Reaseach Report,De—
sign and Implementation of a TCG-based Integrity Measurement
Architecture[C]//13th Usenix Security Symposium,San Diego, Cali-
fornia, August 2004.

TCG.TCG Infrastructure Working Group Architecture Part II In-
tegrity Management Specification Version 1.0[EB/OL].(2006).http://

[7

www.trusted(:()mputing.org.
[8] IR, JEHR . —FhIAT ol B w5 n st Be i it 5 Se L+
HUEFY,2007,34(10).
[9] ZEAT, W5 PR, Bt ZE T B AR 00 vl 51 S S AR d A ).
MR, 2008, 35(4).
[10] BXEE, Yo EFE, XU i, 55 ST 0B e 10 o] (5 BER A 01 5
HUF5E 5 & B, 2008,45(6).
[11] &, X2, Pk B FE B w5 s SRR 5T )]  H R L TRE 5 )
F,2007,43(29):1-3.
[12] BREER, Yo B FE A R 25 55 2 L B R SR e AR 5[ T H AL TR 5
M H,2004,40(19) : 29-30.

Policies for Distributed Systems and Networks,London,2004:229-239.

[10] Fontaine P J.Goal-oriented elaboration of security requirements|D].
Université Catholique de Louvain, Belgium,2001.

[11] He Qingfeng.Requirement—based access control analysis and poli—
cy specification[D].Department of Computer Science,North Caroli—
na State University,2005.

[12] R3AF S RG24 FHE TART[D]. B 20 K2, 2006.

[13] ks 2% 22 AR e SR I SAGN 5 B AR AR 7 [ D] AR - A
TCFAR R TR, 2008.

[14] Wies R.Using a classification of management policies for policy
specification and policy transformation[C]//Proc of the IEIP/IEEE
International Symposium on Integrated Network Management,San—
ta Barbara, California, USA,1995:1-14.

[15] Sethi RFZFVEIIESHEARLERIM].R52HE , 262 BLAL ST ALK
TolkHiR#t, 2002:25-35.



