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Abstract. Signcryption is a cryptographic primitive that fulfills both the functions
of digital signature and public key encryption simultaneously, at a cost significantly
lower than that required by the traditional signature-then-encryption approach. In 2008,
Barbosa and Farshim introduced the notion of certificateless signcryption (CLSC) and
proposed the first CLSC scheme [3], but which requires six pairing operations in the
signcrypt and unsignerypt phases. In this paper, aimed at designing an efficient CLSC
scheme, we propose a new efficient CLSC scheme from bilinear maps, which requires
only two pairing operations in the signcrypt and unsigncrypt phases and is more efficient
than all the schemes available.
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1 Introduction

In a traditional public key cryptography (PKC), any user of the system who wants to communicate
with others must obtain their authorized public key, that means any public key should be associated with
the owner by a certificate, which is a signature issued by the trusted Certificate Authority (CA). However
this brings a large amount of computation, communication cost and certificate management problems. In
order to solve those problems, Shamir [21] firstly introduced the concept of identity based cryptography
(ID-PKC) in 1984. A user can use an email address, an IP address or any other information related his
identity, that is publicly know and unique in the whole system, as his public key. The advantage of an
identity based cryptography is that anyone can simply use the user’s identity to communicate with each

other. This can be done even before the user gets its private key from the Key Generation Center (KGC).
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However, the user must completely trust KGC, which can impersonate any user to sign or decrypt of
any message. This issue is generally referred to as key escrow problem in identity based cryptography.

In 2003, AL-Riyami and Paterson [1] introduced the concept of certificateless public key cryptog-
raphy (CL-PKC), which eliminate the use of certificates as in the traditional PKC and solve the key
escrow problem that is inherent in identity based cryptography. In a certificateless cryptosystem, the
KGC is involved to issue a user partial key djp for a user with identity /D. Then the user independently
generates his public/private key pair (pk;p, skip) use d;p and a secret value x;p chosen by himself, and
publishes pk;p. Since AL-Riyami and Paterson [1] proposed the first certificateless signature (CLS)
scheme, but unfortunately it was found insecure by Huang ef al. [16], there are many CLS schemes
proposed in the literature later on.

In 1997, Zheng [24] proposed a novel cryptographic primitive which he called signcryption. Sign-
cryption is a new paradigm in public key cryptography that simultaneously fulfills both the functions of
digital signature and public key encryption in a logically single step, and with a cost significantly lower
than that required by the traditional signature followed by encryption. The original scheme in [24] is
based on the discrete logarithm problem but no security proof is given. Zheng’s original scheme was
only proven secure by Baek et al. [2] who described a formal security model in a multi-user setting.

In 2008, Barbosa and Farshim introduced the notion of certificateless signcryption (CLSC) and pro-
posed the first CLSC scheme [3], which requires six pairing operations in the signcrypt and unsigncrypt
phases. And aimed at designing a efficient CLSC scheme, Wu and Chen proposed an new efficient
CLSC scheme [23], which requires four pairing operations in the signcrypt and unsigncrypt phases, but
unfortunately it was found insecure by Sharmila ez al. [20]. We note that in pairing based cryptosys-
tems, the computation of the pairing is the most time-consuming. Although numerous papers discuss
the complexity of pairings and how to speed up the pairing computation [5, 15], the computation of the
pairing still remains time-consuming.

Our Contribution. It is fair to say that devising an efficient certificateless signcryption still remains
an important problem. In this paper, motivated by identity-based signcryption scheme proposed in [6]
and certificateless public key encryption scheme [14], we present a new efficient certificateless pairing-
based signcryption scheme, which requires only two pairing operations in the signcrypt and unsigncrypt
phases. The new construction can benefit from the most efficient pairing calculation techniques for a
larger variety of elliptic curves than previous schemes. Indeed, as mentioned in [6], observations [22]
pinpointed problems arising when many provably secure pairing based protocols are implemented using
asymmetric pairings and ordinary curves. Our proposal avoids those problems thanks to the fact that it
does not require to hash onto an elliptic curve cyclic subgroup.

Organization. The rest of this paper is organized as follows: In next Section, we describe some prelim-
inaries, including bilinear maps, our complexity assumptions and the notion of certificateless signcryp-
tion scheme. We describe its security models in Section 3 and propose our new efficient certificateless
signcryption scheme in Section 4. In Section 5, we present its security and efficiency analysis. Finally,
we conclude this paper in Section 6.



2 Preliminaries

2.1 Bilinear Map Groups

Let k be a security parameter and p be a k-bit prime number. Let us consider groups G, G, and Gr
of the same prime order p and P, Q be generators of respectively G, and G,. We say that (G, G,, Gr)
are bilinear map groups if there exists a bilinear map e : G; X G, — Gr satisfying the following

properties:

Bilinearity: Y(S,T) € G| X G, Ya,b € Z,, e(aS,bT) = e(S, T)*.

Non-degeneracy: VS € Gy, e(S,T) =1forallT € G, iff § = O.

Computability: Y(S,T) € Gy X Gy, e(S, T) is efficiently computable.

There exists an efficient, publicly computable (but not necessarily invertible) isomorphism :
G, — Gy such that y(Q) = P.

Such bilinear map groups are known to be instantiable with ordinary elliptic curves such as those sug-
gested in [8] or [18]. In this case, the trace map can be used as an efficient isomorphism ¥ as long as G,
is properly chosen [22]. With supersingular curves, symmetric pairings (i.e. G; = G,) can be obtained
and y is the identity.

2.2 Related Complexity Assumptions

Definition 1. The Discrete Logarithm Problem (DLP) in G; is, given (Q, aQ)e G% for unknown « € Z,,
to compute a.

The advantage of any probabilistic polynomial time algorithm A in solving the DLP in Gy is defined
as
Advyl” = PriA(Q.aQ) = ala € Z)).

DLP

The DL Assumption is that, for any probabilistic polynomial time algorithm A, the advantage Adv

is negligible.
Definition 2. The Computational Diffie-Hellman Problem (CDHP) in G, is, given (Q, aQ,80)e Gg for
unknown a, 8 € Z}, to compute aB0.

The advantage of any probabilistic polynomial time algorithm A in solving the CDHP in G, is
defined as
AdvGP"T = PriA(Q, @Q. Q) = aBQla.B € Z;.
The CDH Assumption is that, for any probabilistic polynomial time algorithm A, the advantage
Advg{DHP is negligible.
Definition 3. The g-Strong Diffie-Hellman Problem (g-SDHP)[11] in the groups (G, G;) consists of,
given a (q + 2)-tuple (P, Q, aQ, %0, ...,a70)e G; x Gg” for unknown « € Z;‘,, finding a pair (c, L p)

cta
with ¢ € Z;.

The advantage of any probabilistic polynomial time algorithm A in solving the g-SDHP in (G, G»)



is defined as

AdV;-ISDHP = PrlAP, 0,20, %0, ...,a’0) = (c, Ola.c € Z}).

c+a
The g-SDH Assumption is that, for any probabilistic polynomial time algorithm A, the advantage
Adv?{SDHP is negligible.

Definition 4. The g-Bilinear Diffie-Hellman Inversion Problem (g-BDHIP)[10] in the groups (G, G,,
Gr) consists of, given a (g + 2)-tuple (P, Q,aQ,a’Q,...,a’Q)e G, X Gg“ for unknown « € Z,,
computing e(P, Q)'/* € Gr.

The advantage of any probabilistic polynomial time algorithm A in solving the g-BDHIP in (G, G,
Gr) is defined as

AP = Pr{ AP, 0, 00,070, ....a"Q) = e(P, Q) "la € Z;].

The g-BDHI Assumption is that, for any probabilistic polynomial time algorithm A, the advantage

AdyEPHIP

A is negligible.

2.3 Certificateless Signcryption Scheme

A certificateless signcryption scheme is defined by seven algorithms: Setup, Partial-Private-Key-
Generation, Secret-Value-Generation, Public-Key-Generation, Private-Key-Generation, Signcrypt,
Unsigncrypt. The description of each algorithm is as follows:

Setup: This algorithm takes a security parameter k as input and returns the system parameters
params and a secret master key master-key.

Partial-Private-Key-Generation: This algorithm takes params, master-key and a user’s identity /D
as input. It returns a partial private key d;p corresponding to the user.

Secret-Value-Generation: Taking params and a user’s identity /D as input, this algorithm generates
a secret value x;p.

Public-Key-Generation: Taking params and a user’s identity /D and his secret value x;p as input,
this algorithm generates pk;p for the user with identity /D.

Private-Key-Generation: It takes params, a user’s partial private key d;p and his secret value x;p
as input, and returns the user’s full private key sk;p.

Signerypt(skip,, IDr, pkip,, m): This algorithm takes as input the sender’s private key sk;p,, the
receiver’s identity /Dy and public key pk;p., and a message m. It returns a ciphertext o-.

Unsigncrypt(IDs, pkip,, SKip,, 0): It takes the sender’s identity /Ds and public key pkjp,, the re-
ceiver’s private sk;p, and the corresponding ciphertext o as input, and outputs the message m if the
ciphertext o is valid, or the symbol L otherwise.

params, as an implied inputs to Signcrypt and Unsigncrypt algorithms, is omitted. The Setup and
Partial-Private-Key-Generation algorithms are performed by KGC. Once a partial private key d;p is
given to a user via secure channel, the user runs Secret-Value-Generation algorithm and generates his
own public/private key pair.



3 Security Model for Signcryption

In [3], Barbosa and Farshim defined the formal security notions for certificateless signcryption
schemes. These notions are natural adaptations from the security notions of identity-based signcryption
[12, 13] by considering two different type adversaries, a Type I adversary A; and a Type II adversary
Ay, and include the indistinguishability against adaptive chosen ciphertext attacks and the existential
unforgeability against adaptive chosen message attacks. The adversary ‘A; represents a normal third
party attacker against the CLSC scheme. That is, A; is not allowed to access to the master-key but
A; may requests public key and replaces public keys with values of its choice. The adversary Aj;
represents a malicious KGC who generates partial private key of users. The adversary Ay, is allowed
to have access to the master-key but not replace a public key. Note that, as in [3, 12, 13], we do not
consider attacks targeting ciphertext where the sender and receiver identities are the same. In particular

we disallow such queries to relevant oracles and do not accept this type of ciphertext as a valid forgery.

3.1 Confidentiality Model for Certificateless Signcryption

The confidentiality property (indistinguishability of encryptions under adaptively chosen ciphertext
attacks (IND-CCA?2)) required for certificateless signcryption is captured by the following two games
against A; and Aj;.

Game IND-CCA2-I. Now we illustrate the first game performed between a challenger C and a Type

I adversary A, for a certificateless signcryption scheme.

Initialization: C runs the algorithm Setup on input a security parameter &, and obtains master-key
and params, and sends params to A;.

Find stage: The adversary (A; performs a polynomially bounded number of queries. These queries

may be made adaptively, i.e. each query may depend on the answers to the previous queries.

— Hash Queries: A; can request the hash values of any input.

— Partial Private Key Extraction: A, is able to ask for the partial private key d;p for any ID. C
computes the partial private key d;p corresponding to the identity /D and returns d;p to A;.

— Public Key Extraction: On receiving a public key extraction for any identity /D, C computes the
corresponding public key pk;p and sends it to Aj.

— Private Key Extraction: For any /D, C computes the private key sk;p corresponding to the identity
ID and sends sk;p to A;. Here, A; is not allowed to query this oracle on any identity for which
the corresponding public key has been replaced. This restriction is imposed due to the fact that
it is unreasonable to expect that the challenger is able to provide a full private key for a user for
which it does not know the secret value.

— Public Key Replacement: For any identity /D, A; can pick a new secret value x),, and compute
the new public pk},, corresponding to the new secret value x},,, and then replace pk;p with pk;,.

— Signcrypt Queries: A, produces a sender’s identity /Ds, a receiver’s identity /Dy and a message
m. C returns ciphertext c=Signcrypt(skip,, IDr, pKip,, m) to A; as the response of signcryption
oracle’s answer. Note that, it is possible that the public key pk;p. has been replaced earlier by Aj,



In this case, to correctness of the signcryption oracle’s answer, we assume that A; additionally
submits the corresponding secret value to C. And we disallow queries where IDg = IDg.

— Unsigncrypt Queries: A, produces a sender’s identity /Ds, a receiver’s identity /Dy and a cipher-
text 0. C sends the result of Unsigncrypt(IDs, pkip,, SKip,, o) to A;. Note that, it is possible that
the public key pk;p, has been replaced earlier by (A;. In this case, to correctness of the unsign-
cryption oracle’s answer, we assume that A; additionally submits the corresponding secret value
to C. Again, we disallow queries where IDs = IDg.

Challenge: At the end of Find stage, A, returns two distinct messages m, and m; (assumed of equal
length), a sender identity /Dy and a receiver identity /D, on which it wishes to be challenged. The
adversary must have made no partial private key extraction and private key extraction on IDj. C picks
randomly a bit 8 € {0, 1}, computes 0*=Signcrypt(sk|D§, ID;, pkm&, mg) and returns it to Aj.

Guess stage: A; asks a polynomial number of queries adaptively again as in the Find stage. It is
not allowed to extract the partial private key and private key corresponding to Dy, and it is not allowed
to make an unsignerypt query on o™ with sender /Dy and receiver /Dy, unless the public key pk;p; of
the sender or that of the receiver pk;p; has been replaced after the challenge was issued.

Eventually, A, outputs a bit 8 and wins the game if 8=0".

Ap’s advantage is defined as AdviyP~ > = 2Pr[B = g1 - 1.

Game IND-CCAZ2-II. This is the second game where C interacts with adversary A;; as follows:

Initialization: C runs the algorithm Setup on input a security parameter k to generate master-key
and params, and sends master-key and params to A;.

Find stage: In this stage, A;; may adaptively make a polynomially bounded number of queries as
in Game IND-CCAZ2-I. The only constraint is that A;; can not replace any public keys. Obviously, Ay,
can compute the partial private keys of any identities by itself with the master-key.

Challenge: At the end of Find stage, Aj; returns two distinct messages mg and m; (assumed of
equal length), a sender identity /D and a receiver identity /Dy, on which it wishes to be challenged.
The adversary must have made no private key extraction on ID;. C picks randomly a bit 8 € {0, 1},
computes O'*ZSignCI’yp’[(Skmg, ID%, pkip;, mMp) and returns it to Aj;.

Guess stage: A, asks a polynomial number of queries adaptively again as in the Find stage. It is
not allowed to extract the private key corresponding to 7D} and it is not allowed to make an unsigncrypt

query on o with sender 1D and receiver 1Dy,
Eventually, Aj; outputs a bit ” and wins the game if S=4".

Ayr’s advantage is defined as AdviP~C4> 11 = 2Pr(g = g - 1.

Note that the security models described above deals with insider security since the adversary is as-
sumed to have access to the private key of the sender of ciphertext 0. This means that the confidentiality

is preserved even if a sender’s private key is compromised.

Definition 5 (IND-CCA2). An CLSC scheme is said to be IND-CCA2-I secure (resp. IND-CCA2-
II secure) if no polynomially bounded adversary A; (resp. Aj) has a non-negligible advantage wins
Game IND-CCA2-I (resp. IND-CCA-II). A CLSC scheme is said to be IND-CCA2 secure if it is both



IND-CCA-I secure and IND-CCA-II secure.

3.2 Unforgeability Model for Certificateless Signcryption

The authenticity property (existential unforgeability against chosen message attacks (EUF-CMA))
for certificateless signcryption schemes is captured by the following two games against A; and Ay,
respectively.

Game EUF-CMA-IL This is the game where A; interacts with its Challenger C as follows:

Initialization: C runs the algorithm Setup on input a security parameter k to generate master-key
and params, and sends params to A;.

Queries: The adversary A; performs a polynomially bounded number of queries adaptively as in
Game IND-CCA2-I game.

Output: Finally, A; produces a new triple (IDg, ID;,0™) (i.e. a triple that was not produced by the
signeryption oracle) where the partial private key and the private key of /D; was not extract and wins
the game if the result of Unsignerypt(ID3, pkip:, skip;. o) is not the L symbol.

The adversary A;’s advantage is its probability of victory.
Game EUF-CMA-II. This is the game where Aj; interacts with its Challenger C as follow:

Initialization: C runs the algorithm Setup on input a security parameter k to generate master-key
and params, and sends params and master-key to A;.

Queries: The adversary A;; performs a polynomially bounded number of queries adaptively as in
Game IND-CCA2-II game.

Output: Finally, A; produces a new triple (IDg, ID;,0™) (i.e. a triple that was not produced by the
signeryption oracle) where the partial private key and the private key of /D; was not extract and wins
the game if the result of Unsignerypt(ID3, pkip:, skip;. o) is not the L symbol.

The adversary Aj;’s advantage is its probability of victory.

Note that this definition allows the adversary have access to the secret key of the receiver of the
forgery, which guarantees the insider security.

Definition 6 (UF-CMA). An CLSC scheme is said to be EUF-CMA-I secure (resp. EUF-CMA-II
secure) if no polynomially bounded adversary A; (resp. Aj;) has a non-negligible advantage wins
Game EUF-CMA-I (resp. Game EUF-CMA-II). A CLSC scheme is said to be EUF-CMA secure if it
is both UF-CMA-I secure and UF-CMA-II secure.

4 New efficient CLSC scheme

In this section, we propose a new efficient CLSC scheme which consists of the following seven
algorithms.



Setup: Given a security parameter k, the algorithm works as follows:

Outputs descriptions of bilinear map groups (G, G,, G7) of same prime order p > 2.

Chooses an arbitrary generator Q of G, and sets P = y(Q) € G| and g = e(P, Q) € Gry.

— Randomly picks s € Z; and sets P, = sQ as, respectively, master-key and system public key.
— Selects three distinct cryptographic hash functions H, : {0, 1}* — Z;, H, : {0, 1}"><G2><GT><G§ —
Z; and H; : Gy x G, — {0, 1}" where 7 is the length of message to be signcrypted.

The system parameters are params =< Gy, G, Gr, e, p, P, Q, g, Ppup, ¥, Hy, H2, H3 > and pub-

lishes params.

Partial-Private-Key-Generation: Given params, master-key and an identity /D € {0, 1}*, this algorithm
works as follows: Compute Q;p = H|(ID) € Z;‘, andd;p = @P and sends d;p to the user with identity
ID as his partial private key via a secure channel. The user can check its correctness by checking whether
e(dip, Ppuy + Qip@) = g. For convenience, we define T;p = Py, + H(ID)Q.

Secret-Value-Generation: This algorithm takes as input params and a user’s identity /D. It picks a

random value x;p €p Z;‘, and outputs x;p as the user’s secret value.

Public-Key-Generation: Given params, a user’s identity /D and the secret value x;p, this algorithm
computes his public key pkip = xip(Ppu, + Hi(ID)Q).
Private-Key-Generation: Given params, the user’s partial private key d;p and his secret value x;p € Z;‘,,

and output a pair (d;p, x;p) as the user’s private key sk;p.

Signcrypt: To send a message m € {0, 1}" to Bob with identity B and public key pkg, Alice with private
key skq works as follow:

— Randomly picks ry €g Z;, and computes u = r1 (P, + Hi(B)Q) and ¢ = m @ H3(g"', r1 pks).

n

— Computes iy = Hy(m,u, g", v, pkg, pka, pkg), v = +th dyand w = xahy + 11

r
— Sets ciphertext o = (c, u, v, w).
Unsigncrypt: To unsigncrypt a ciphertext o = (¢, u, v, w) from Alice with identity A and public key pkg4,
Bob with private key skg acts as follows:
— Computes g"’ = e(dp,u) and m = ¢ ® H3(g"’, xpu).
— Sets hy = Hy(m,u, g"’, xpu, pka, pkp) and | Ty = wT'p — hypka.

— Accept m if and only if e(v, | T4) = g" ’g”2 hold, return L otherwise.

Consistency: The correctness of the proposed scheme can be easily verified with following:

1
g" = e(dp,u) = E(ER ri(sQ+ Q0pQ) = g",

xpu = xpr1(sQ + 0p0) = rixp(sQ + QpQ) = r1pkp

and P
+
e(v,wTy — hopkp) = e(v,r1T4) = e(rl—2
r S+ QA

P ri(sQ+ 040)) = g"g".



5 Analysis of the Proposed Scheme

5.1 Proof of security

In this section, we will provide two formal proofs that our scheme is IND-CCA?2 secure under the
g-BDHI Assumption and CDH Assumption and UF-CMA secure under the g-SDH Assumption and
DL Assumption. We now present the security analysis of our proposed scheme in the random oracle
model [9].

Theorem 1. Under the g-BDHI Assumption and CDH Assumption, the proposed CLSC scheme is
IND-CCAZ2 secure in the random oracle model.

This theorem follows from Lemmas 1 and 2.

Lemma 1. Assume that an IND-CCA2-I adversary A; has non-negligible advantage & against our
scheme when running in time 7, asking ¢; queries to random oracles H; (i = 1,2,3), g, Signcrypt
queries and g,,, Unsigncrypt queries. Then there is an algorithm C to solve the g-BDHIP for g = ¢q; + 1
with probability
’ 2 2612 +q3+ 2613 Qun
& 2> — (s )(1 - _)
a@ra vy o 2K 2k

within a time 77 < 7 + O(q1 + g5 + @u)T mutr + OGQun)T exp + 0245 + 93G5 + q2Gun)T p, Where T

and 7, are respectively the costs of a multiplication in G; or z1q1qz1G, and an exponentiation in Gz

whereas 7, is the complexity of a pairing computation.

Proof. Suppose that there exists an adversary A; can attack our scheme. We want to build an algorithm
C that runs A, as a subroutine to solve g-BDHIP. Assume that C gets a random instance of g-BDHIP
in as follows: Given (P, Q, aQ, azQ, alQ)e Gy x Gg” for unknown «a € Z;“,. And its goal is to
compute e(P, Q)'/% € Gy by interacting with adversary A;. In the preparation phase, C randomly picks
Wo, W1, ,Wy-1 ER Z;‘,. As in the technique of [6], it builds a generator G € G such that it knows g — 1
pairs (w; + wy, ——G) fori € {1,2,--- ,q — 1}. To do so,

a+w;

— Itexpands f(z) = [1%,(z + w;) to obtain co, c1, -+ , ¢qo1 € Z} so that f(z) = 30 ¢iz'.

— It sets generator H = Z;’:—OI ci(@Q) = f(@)Q € G, and G = Y(H) = f(a)P € G,. The system
public key is fixed to Py = 12| cio1 (@' Q) — wo(Zf’;Ol ci(@'Q)) so that P, = (@ — wp)H although
C does not know @ — wy.

— For1 <i<gqg-1,Cexpands fi(z) = f(2)/(z + w;) = Z‘j;é djzf and

Q

)
; 1
d@iQ) = fimp=TD p- 1 g (1)

a + w; a + w;

Il
o

J

1
a+w;

The pairs (w; + wy, G) are computed using the left member of (1).

Throughout the game, we assume that Hy Queries are distinct, that the target identity /Dj is sub-
mitted to H; at some point and that any query involving an identity /D comes after a Hy Queries
on ID. To maintain consistency between queries made by A;, C keeps the following lists: L; for
i = 1,2,3 of data for query/response pairs to random oracle H;; Ly of data for query/response pairs
to Public Key Extraction oracle. Then, C randomly picks u €g {1,2,---,¢q;} and runs A; on input of



<G,G,,Gr,e,p,G,H, g, Ppyp, ¥ > where g = e(G, H), and answers various oracle queries as follows:

Hi Queries: On the j-th non-repeat query /D ;(from this point on we denote the j-th non-repeat
identity query to this oracle with D)), if j # u, C sets Qip, = w;+wp. ltthen adds < IDj, Op,, M—leG >
to the list L; which is initially empty and returns Op;- Otherwise, it returns Oip, = wp and adds
<ID,, Q,D#, 1>to L.

H, Queries: For each query (m, S 1, S2,S3, pkip., pkip, ), C proceeds as follows:

- If <m,S1,52,83, pkipg, pkip, .S 4, ha, ¢ >€ L, for some (S 4, Ay, ¢), returns h;.

— C goes through the list L, with entries < m,S,S2, L, pkip,, pkip,,S4,h2,c >, for some
(S84, ha,¢), such that e(Y(S1), pkip,) = e((S4),S3). If such a tuple exists, it returns /s, and
replaces the symbol L with S'3.

— If C reaches this point of execution, it returns a random h, €g Z;. Then, sets hz = H3(S,,53) €
{0, 1}* and updates L, with input < m, S1,S2,S3, pkips, pkipg, L, ho,c = m @ h3 >.

Hs Queries: For each query (S, S3), C proceeds as follows:

- If<8,,83,h3,51,54,S5 >€ Lj for some (h3,S1,S4,S5), returns A3.

— C goes through the list L3 with entries < S, L, h3,51,54,55 >, for some (h3,S51,54,S5), such
that e(¥(S1),S5) = e(¥(S4),S3). If such a tuple exists, it returns h3 and replaces the symbol L
with S3.

— If C reaches this point of execution, it returns a random k3 € Z;, and updates the list L3 with input
<87,83,h3, L, 1L, 1>

Partial Private Key Extraction: For each new query IDj, if j = u, then C fails. Otherwise, finds

1
at+w;

1 : _
<IDj, Q;Dj, (H—ij > in L; and returns d,D/. =

Public Key Extraction: For each query ID;, C checks in list L, which is initially empty, if <
IDj, xip,, pkip, >€ Ly for some pkjp,. If so, returns pkjp,. Otherwise, C picks xip; €r Z; at random,
sets pkip, = xip,(Ppup + H1(ID;)H), then returns pk;p, and adds < IDj, x;p,, pkip, > in L.

Private Key Extraction: For each new query ID;, if j = u, then C aborts the simulation. Otherwise
finds < ID;, Qip LG >and < IDj, xip,, pkip; > in Ly and Ly, respectively, and returns sk;p, =

77 atw;
(ﬁwj 0, xp,).
Public Key Replacement: For each query < IDj,pk;Df >, C checks in list Ly, if L, does not
contain < IDj, xip,, pkip; >, adds < ID, J_,pk;Dj > to Lyy. Otherwise, finds < IDj, xip,, pkip; > in Ly
and sets pkjp, = pk}Dj and x;p, =L.

Signcrypt Queries: For each query (ID,, IDy, m), where a,b € {1,2,---,q,}. We observe that, if

1
a+w,

a # u, C knows the sender’s private key sk;p, = ( G, xip,) and can answer the query according to
the specification of Signcrypt algorithm. We thus assume a = u and hence b # u by the irreflexivity
assumption. Observe that C knows the receiver’s partial private key d;p, = ﬁwa by construction. The

difficulty is to find a random triple (c, u, v, w, hy) € {0, 1} X G, X G; X Zj;, X Zj;, for which
e(v,wTp, — hapkip,) = e(dip,, u)g"

where Tip, = Py + Hi(ID,)H. To do so, C randomly secrets 1, 72,73 €g Z; and hs € {0,1}" and
sets v = ridp,, W = 1y, hy = r3, u = rnnnTip, — rnrspkip, — r3Tp, and ¢ = m ® h3. Then, C sets
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S, = e(dID,,, u), adds < S,, L, 3, u, TID;,s pleh >and < m,u,S,, J-,kaDH’ pleh, TID;,s hy,c > to L3 and
L, respectively (C fails if H, or H; is already defined in the corresponding value but this only happens
with probability small than (2¢, + g3 + 2¢q;)/p) , and returns ciphertext o = (c, u, v, w).

Unsigncrypt Queries: For each query (ID,, IDy, o = (c,u,v,w)), where a,b € {1,2,--- ,q1}. we
assume that b = u (and hence a # u by the irreflexivity assumption), because otherwise C knows

the receiver’s private key skip, = G, xip,) and can answer the query according to the speci-

1
(a+w;,
fication of Unsigncrypt algorithm. Note that, for all valid ciphertexts o = (c, u, v, w)), lOngb u =
logT,D WT'p, — hapkip,), where hy = Hy(m,u, 8", xip,u, pkip,, pkip,) 1s the hash value obtained in the

Signcrypt algorithm. Hence, we have the relation

e(W(Tip,),u) = eW(Tp,), wTip, — hapkip,).

C finds < IDg, xip,, pkip, > and < IDy, xp,, pkip, > in Ly, and searches through list L, for entries of
the form < my, u, Sk, Xip, U, pkip,. Pkip,, S 4.k, hax, ¢ > (Here, we needn’t to consider the entries in L
with 3 =1, because of a # p) indexed by k € {1,2,--- , g2}, where x;p, is the secret value of the IDj, (if
pkip, has been replaced by A;, C gets it from A;). If none is found, o is invalid, returns L. Otherwise,

each one of them is further examined: for the corresponding indexes, C chicks if

eW(Tip,),u) = eW(Tip,), wT'ip, = haxpkip,)- 2

Note that, if (2) is satisfied, means that /4  is the correct hash value obtained in the Signcrypt algorithm.
And after gets the correct hash value A, C tests if

e, wTip, — haxpkip,) = 248", 3)

meaning that S, = g" € Gy is the correct random value used in the Unsigncrypt algorithm. If the
unique k € {1,2,---,¢g»} satisfying (2) and (3) is detected, the matching my is returned. Overall, an

inappropriate rejection occurs with probability smaller than ¢,,/p across the whole game.

At the end of Find stage, A; outputs two distinct messages my and m; (assumed of equal length),
a sender identity /D and a receiver identity /Dy, on which it wishes to be challenged. If ID; # ID,,
C aborts. Otherwise, it randomly picks ¢ €g {0, 1}*, ri,w g Z;‘, and v €p G, sets u = rH and
o* = (c,u,v,w), and sends o to A; as the challenge ciphertext.

At the end of Guess stage, A, outputs its guess. Note that, A; cannot recognize that is not a proper
ciphertext unless it queries H3 on (e(dp,,u), xip,u). Along the guess stage, A;’s view is simulated
as before and its eventual output is ignored. Standard arguments can show that a successful A, is
very likely to query Hj on (e(dip,,u), xip,u) if the simulation is indistinguishable from a real attack

environment.

To produce a result C fetches a random entry < S,,S53,%3,51,54,5s > from L;. With probability
1/(q> + q3 + g5) (as L3 contains no more than ¢, + g3 + g records by construction), the chosen entry
will contain the right element S = e(dp,, u) = e(éG, nH) = e(G, H)"® = e(f(@)P, f()O)" /@ \where
f@ = ;’:_01 c;z' is the polynomial for which H = f(a)Q. Then, g-BDHIP solution can be extracted by
noting that, if y* = e(P, 0)"%_ then

q-2 q-2
oG, )" =y De(coP, Y cia(@'Q)e( Y cip(@' Q), H).
i=0 i=0

11



In an analysis of C’s advantage, we note that it only fails in providing a consistent simulation because
one of the following independent events:

Ey : A; does not choose to be challenged on ID,,.

E, : A Partial Private Key Extraction or Private Key Extraction query is made on /D,.
E5 : C aborts in a Signcrypt query because of a collision on H, or Hs.

E4 : Crejects a valid ciphertext at some point of the game.

We clearly have Pr[-E;] = 1/g; and we know that —E; implies —E,. We also already observed that
PrlE;] < 2qr + g3 + 2qs)/2k and Pr[E4] < q,m/Zk. We thus find that

2g> + q3 + 2q; Gun
T)(l - ?)'

We obtain the announced bound by noting that C selects the correct element from L3 with probability

1
Pr[=E; A —Ey A—=E3 A=E ]l > —(1 — g5
q1

1/(g> + g3 + g5). Its workload is dominated by O(q + ¢s + qun)7T mu: multiplications in the prepara-
tion phase and its simulation of Public Key Extraction, Signcrypt Queries and Unsigncrypt Queries
oracle , O(qu,)7T.x, €xponentiations in its simulation of Unigncrypt Queries oracles, and O(g2g,s +
G395 + 924un)7T , pairing calculations in simulation of Ho Queries, Hz Queries, Signcrypt Queries and
Unsigncrypt Queries oracles.

Lemma 2. Assume that an IND-CCA2-II adversary A;; has non-negligible advantage & against our
scheme when running in time 7, asking ¢; queries to random oracles H; (i = 1,2,3), g, Signcrypt
queries and ¢, Unsigncrypt queries. Then there is an algorithm C to solve the CDHP with probability

& 2q2 +q3+ 26]3 qun
g > (1- a--=--)
ngtata) T ok 2k
within atime 7 < 7 + O(q1 + 45)T it + OQun) T exp + O(qs + q2qun)T p Where T is, Toxp and T, denote
the same quantities as in Lemma 1.

Proof. Suppose that there exists an adversary A, can attack our scheme. We want to build an algorithm
C that runs Aj; as a subroutine to solve CDHP. Assume that C gets a random instance of CDHP as
follows: Given (Q, @Q,B0) € G; for unknown @, 8 € Z,,. And its goal is to compute aQ by interacting
with adversary Ay;.

Throughout the game, we assume that Hy Queries are distinct, that the target identity /Dj is sub-
mitted to H; at some point and that any query involving an identity /D comes after a Hy Queries on
ID. To maintain consistency between queries made by Aj;, C keeps the lists: L; for i = 1,2,3 and
Ly as in the proof of Lemma 1. C randomly picks s €g Z;, as the master-key, computes P, = sQ,
and sends < G, G,,Gr,e,p, P, 0, 8, Ppup, ¥ > and the master-key s to A;;. Then, C randomly picks
wnegr{l,2,---,q} and answers various oracle queries as follows:

Hi Queries: On the j-th non-repeat query /D; (from this point on we denote the j-th non-repeat
identity query to this oracle with /D;), C randomly picks Q;p; €r Z,*) and adds (IDj, Q;p;) to L;, which
is initially empty, then returns Qp,.

H, Queries: For each query (m, S, S2, S3, pkip,, pkip, ), C proceeds as follows:

- If <m,S1,52,83, pkip,, pkip,, ha, ¢ >€ L, for some (h,, ¢), returns h;.
— Otherwise, C returns a random h, €p Z;. Then, sets hs = H3(S,,S53) € {0, 1}" and updates L,
with input <m, S 1s S2, S3,Pk1DS,Pk]D-_v hz, c=meo /’13 >,
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Hs Queries: For each query (S,,S53), C returns the previously assigned value if it exists and a
random h3 €p Z; otherwise. In the latter case, C adds < S5, S3,h3 > to L3, which is which is initially
empty.

Public Key Extraction: For each query ID;, C proceeds as follows:

- If<IDj, xp;, kaDj >€ Ly for some kaDJ., returns pk,Dj.

— Else, if j = u, C returns pk,D/ = (s + Hi(ID;))aQ and adds < ID;, J_,plej >in L.

— Else C picks x;p; €r Z; at random, sets pk;p, = x;p,(Ppuy + Hi(ID;)Q), then returns pk;p, and
adds < ID;, XIDj,kaD, >in L.

Private Key Extraction: For each new query ID;, if j = u, then C aborts the simulation. Otherwise

: 1
finds < IDj, XID;» plej > 1n ka, and returns Sk[Dj = (WP’ )C[Dj).

Signcrypt Queries: For each query (ID,, ID;, m), where a,b € {1,2,---,q,}. We observe that, if
a # u , C knows the sender’s private key sk;p, = (@P, xip,) and can answer the query accord-
ing to the specification of Signcrypt algorithm, we thus assume a = u. Observe that C knows the
receiver’s private key sk;p, = (WP, x1p,) by construction. The difficulty is to find a random triple

(c,u,v,w, hp) € {0,1}"' X G, X Gy X Z;; X Z;; for which
e(v,wTp, — hapkip,) = e(u,dip,)g"

where Tip, = P, + Hi(ID,)Q. To do so, C randomly secrets ry, 72,73 €g Z;‘, and h3 € {0,1}" and
sets v = ridip,, w = 12, ho = r3, u = riraTp, — rirspkip, — r3Tp, and ¢ = m @ h3. Then, C computes
S, = e(dip,,u) and S3 = xip,u, adds < S,,S3,h3 > and < m,u,S»,S3, pkip,, pkip,. h2,c > to Lz and
L, respectively (C fails if H, or H; is already defined in the corresponding value but this only happens
with probability small than (2¢; + g3 + 2¢,)/p), and returns ciphertext o = (¢, u, v, w).

Unsigncrypt Queries: For each query (ID,, IDy, 0 = (c,u,v,w)), where a,b € {1,2,--- ,q,}. we
assume that b = u, because otherwise C knows the receiver’s private key sk;p, = (mP, xyp,) and can
answer the query according to the specification of Unsigncrypt algorithm. Note that, for all valid cipher-
texts o = (c, u, v, w)), logT,Db u= IOgT,DH(WTIDa — hapkip,), where hy = Hy(m,u, 8", xip,u, pkip,, pkip,)

is the hash value obtained in the Signcrypt algorithm. Hence, we have the relation

e(W(Tp,),u) = e(y(Tip,), wIT'p, — hapkip,).

C searches through list L, for entries of the form < my, u, e(mR u), S 3k, pkip,, pkip,, hox, ¢ >
such that e(y(u), pkip,) = eW(Tip,), S 3x), indexed by k € {1,2,---, g2}, If none is found, o is invalid,
returns L. Otherwise, each one of them is further examined: for the corresponding indexes, C chicks if

e(W(Tip,),u) = e(Tip,), wT'p, — hoxpkip,). “4)

Note that, if (4) is satisfied, means that s is the correct hash value obtained in the Signcrypt algorithm.
And after gets the correct hash value £, C tests if

1
wTp — hyypk = e(————— P u)g"*, 5
e(v,wTp, — hoxpkip,) e(s+H1(IDb) u)g @)
meaning that o = (c,u,v,w) is a valid ciphertext from /D, to ID,. If the unique k € {1,2,---,q»}

satisfying (4) and (5) is detected, the matching m; is returned. Overall, an inappropriate rejection occurs

with probability smaller than ¢g,,/p across the whole game.
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At the end of Find stage, A;; outputs two distinct messages mg and m; (assumed of equal length), a
sender identity /Dg and a receiver identity /Dy, on which it wishes to be challenged. If ID; # ID,, C
aborts. Otherwise, it randomly picks ¢ € {0, 1}", w €g Z:‘, and v € G, sets u = (s + H(ID,))5Q and

o* = (c,u,v,w), and sends o™ to Aj; as the challenge ciphertext.

At the end of Guess stage, Aj; outputs its guess. Note that, Aj;; cannot recognize that is not a proper
ciphertext unless it queries H3 on (e(djp,,u), x;p,u). Along the guess stage, Ay’s view is simulated
as before and its eventual output is ignored. Standard arguments can show that a successful Aj; is
very likely to query Hs on (e(dip,,u), xip,u) if the simulation is indistinguishable from a real attack

environment.

To produce a result C fetches a random entry < S5, S3, i3 > from L3. With probability 1/(g2+g3+g5)
(as L3 contains no more than g, + g3 + g, records by construction), the chosen entry will contain the right
element S3 = x;p,u = (s + Hi(ID,))aBQ. Then, C returns B0 = (s + H| (IDy))’lS_g as the solution of
CDHP.

In an analysis of C’s advantage, we note that it only fails in providing a consistent simulation because

one of the following independent events:

E; : Aj does not choose to be challenged on ID,,.

E, : A Private Key Extraction query is made on /D,,.

E; : C aborts in a Signcrypt query because of a collision on H; or Hj.
E4 : Crejects a valid ciphertext at some point of the game.

We clearly have Pr[-E] = 1/g; and we know that —E; implies —E,. We also already observed that
Pr[Es] < (g + g3 + 2q,)/2" and Pr[E4] < qu,/2*. We thus find that

2q> + q3 + 2q;
2k

qun

1
Pr[—E| AN =Ey A =E3 A =E4] > a(l — g5 )1 T

We obtain the announced bound by noting that C selects the correct element from L3 with probabil-
ity 1/(g> + q3 + ¢q5). Its workload is dominated by O(q; + q;)7 mu: multiplications in simulation of
Public Key Extraction, Private Key Extraction and Signcrypt Queries oracle, O(q,n)7 ., €xponentia-
tions in simulation of Unigncrypt Queries oracles, and O(qs + ¢2¢.)7 , pairing calculations in simula-
tion of Signcrypt Queries and Unsigncrypt Queries oracles.

Theorem 2. Under the g-SDH Assumption and DL Assumption, the proposed CLSC scheme is EUF-

CMA secure in the random oracle model.
This theorem follows from Lemmas 3 and 4.

Lemma 3. Assume that there exists an EUF-CMA-I adversary (A; that makes ¢; queries to random
oracles H; (i = 1,2,3), g, Signcrypt queries and ¢, Unsigncrypt queries. Assume also that, within a
time 7, A; produces a forgery with probability € > 10(gs + 1)(gy + g2)/2F. Then, there is an algorithm
C to solve the g-SDHP for g = ¢; + 1 with probability

q-—1

’
>
E 2 ok

- )

1
9q1

. . T +0(q1+95+Gun) T muts+ O(Gun)T exp+O0(G295+9395+42qun)T
in expected time 77 < 23, L- 0+t i E((lq_qin o (924:+434:+4240) Ty here 7, Texp and T, de-

note the same quantities as in Lemma 1.
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Proof. Suppose that there exists an adversary A; can attack our scheme. We want to build an algorithm
C that runs A; as a subroutine to solve g-SDHP. Assume that C gets a random instance of q-SDHP as
follows: Given (P, Q,aQ, @0, ...,a?Q)e G, x Gg” for unknown a € Z;. And its goal is to find a pair

1
G

P) by interacting with adversary A;. In the preparation phase, as in the technique of [6], C builds

a generator G € Gy such that it knows ¢ — 1 pairs (w;, ——G) fori € {1,2,--+ ,q — 1}. To do so,
— It randomly picks wi,wz, -, w41 € Z, and expands f(z) = Hl.qz_ll(z + w;) to obtain
Co,C1ye e, Cqt € Z so that f(2) = X0 iz,

— It sets generators H = Z?:_()] ci(@Q) = f(@)Q € G, and G = Yy(H) = f(a)P € G;. The system
public key is fixed to Pp,, = Z?:] ci—1(a’ Q) so that Py = aH although C does not know a.
— For1 <i<g-1,Cexpands fi(2) = f(2)/(z+ w;) = Z‘Jl.;g djzj and

-2

=

; (@) 1
diy(@’ Q) = fila)P = f P = G. (6)
0 a + w; a + w;
The pairs (w;, #@G) are computed using the left member of (6).

Throughout the game, we assume that Hy Queries are distinct, that the target identity /Dj is sub-
mitted to H; at some point and that any query involving an identity /D comes after a H; Queries on
ID. To maintain consistency between queries made by Ay, C keeps the lists: L; for i = 1,2,3 and
L,y as in the proof of Lemma 1. Then, C randomly picks u € {1,2,---, g} and runs A; on input of
<G,G,,Gr,e,p,G, H, g, Py, > where g = e(G, H), and answers various oracle queries as follows:

Hi Queries: On the j-th non-repeat query /D; (from this point on we denote the j-th non-repeat

identity query to this oracle with D)), if j # p, C sets Qyp, = w;. It then adds < IDj, Oip,, ﬁG > to
J

the list L; which is initially empty and returns Orp;- Otherwise, it returns a random w* €g Z; and adds

< IDH, QID# =w*, L>to L.
A;’s queries to other oracle (except Hi Queries oracle) are answered as in the proof of Lemma 1.

Eventually, A; outputs a valid ciphertext o = (¢, u,v,w) from IDg to IDg. If IDg # ID,,, C aborts.
Otherwise, having the knowledge of sk;p,, C computes hy, = H,(m*, u, e(dip, , u), Xip, u, pkip., pkip, ),
where m* = Unsigncrypt(IDs, pkip,, Skip,, o) (For simplicity, we denote o = (¢, u, v, w, hy) as A;’s
outputs). Then, using the oracle replay technique [19], C generates one more valid ciphertext from
o = (c,u,v,w, hy) which is named as ¢’ = (c,u,V',w’,h}). This is achieved by running the turing
machine again with the same random tape but with the different hash value.

Since o = (c,u,v,w, hy) and o’ = (c,u, V', w’, h) are both valid ciphertext for the same message m”
and randomness 7|, we obtain the relations
nTip, =W Tip, — Wypkip, = wTip, — hapkip, = 11T ip,,

W =w)Tip, = (b —h)pkip,.

Hence, C can compute x;p, = (W' — w)/(h, — hz). From the specification of Unsigncrypt algorithm, we
know that
e, wTp; — hapkip,) = g 8" = e((r + )G, H)

and
e(V' ., W Tip, — Wypkip,) = g"g"™ = e((r) + )G, H).
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Hence, we have

e, wTip,)e(v, —hypkip.)e(=h2G,H) = e(V',w'Tip,)e(V',—h,pkip,)e(=h,G, H),
e(wv, Tip,)e(=hav, pkip,)e(=h,G, H) = eW'V', Tip,)e(—=h5V', pkip,)e(—h,G, H),
e(wv —w'v', Tipe(hoV' — hov, pkip,) = e((hy — )G, H),
e(wv = w'v', Type(xip (hyy" — hov), Tin,) = e((ha — )G, H),
e(thy — h'z)_' wv —w'V' + xip,(Wyv' — o), Tip,) = e(G, H).

Hence, C can compute ——G = (hy — 1) [wy —w'V' + (W — w)R,V — hov)/ (K, — hy)]. From ——G, C
P atw 2 2 2 a

+w*

can proceed as in [6] to extract ——P: it first obtains y_,¥o,- - ,¥4-2 € Z}, for which f(2)/(z + w*) =
vo1/(z + w*) + 27:_02 v;z" and eventually computes

1 1 1
a+w Y-1 | @+ w*

q-2
G- (@0
i=0

before returning the pair (w*, —— P) as the solution of g-SDHP.

at+w*

In an analysis of C’s advantage, we note that it only fails because one of the following independent
events:

E; : A; does not choose to be challenged on ID,,.

E, : A Partial Private Key Extraction or Private Key Extraction query is made on /D,.

Es : C fails in using the oracle replay technique [19] to generate one more valid ciphertext.
E,: o =w;forie{l,2,---,q—- 1}

We clearly have Pr[-E] = 1/¢q; and we know that —F implies —=E,. We also already observed that
Pr[-E3] > 1/9[19] and Pr[E4] = (g — 1)/2*. We obtain the announced bound by noting that

qg-—1
ok

1
Pr[=Ei AN —=Ey A=E3 A —=E4] > —(1 — ).
94

From the proof of Lemma 12 in [19], we know that the total running time 7 of solving the g-SDHP

1 —1 - T +0(q1+95+Gun) T imuti+0(qun) T exp+0(q295+9395+92qun) T,
o (1 = £+) is bound by 23¢, ‘ ! e o 24s7 930y Podun P p
desired. Thus, this completes the proof.

with probability € > as

Lemma 4. Assume that there exists an EUF-CMA-II adversary Aj; that makes ¢; queries to random
oracles H; (i = 1,2,3), g, Signcrypt queries and ¢g,, Unsigncrypt queries. Assume also that, within a
time 7, A;; produces a forgery with probability € > 10(g, + 1)(¢, + g2)/2*. Then, there is an algorithm

C to solve the DLP with probability
1

g>—
9g1
T +0(q1+45)T mutr+ O(Qun)T exp+O(qs+q2qun)Tp
€(1-qun /2%)

in expected time 7' < 23¢, where 7, Texp and 7, denote the

same quantities as in Lemma 1

Proof. Suppose that there exists an adversary (A, can attack our scheme. We want to build an algorithm
C that runs Aj; as a subroutine to solve DLP. Assume that C gets a random instance of DLP as follows:
Given (Q,aQ) € Gg for unknown « € Z,,. And its goal is to compute « by interacting with adversary
A
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Throughout the game, we assume that Hy Queries are distinct, that the target identity /Dj is sub-
mitted to H; at some point and that any query involving an identity /D comes after a H; Queries on
ID. To maintain consistency between queries made by A;;, C keeps the lists: L; for i = 1,2,3 and
Ly as in the proof of Lemma 1. C randomly picks s €g Z), as the master-key, computes P, = sQ.
and sends < G, G,,Gr,e,p, P, 0, 8, Ppup, ¥ > and the master-key s to A;;. Then, C randomly picks
uegr{l1,2,---,q1} and answers various oracle queries as in the proof of Lemma 2.

Eventually, A; outputs a valid ciphertext o = (¢, u, v, w) from IDg to IDg. If IDg # ID,,, C aborts.
Otherwise, having the knowledge of sk;p,, C computes hy, = Hy(m*, u, e(dip, , u), Xip, u, pkip., pkip, ),
where m* = Unsigncrypt(IDs, pkip,, Skip,, o) (For simplicity, we denote o = (c, u, v, w, hy) as A;’s
outputs). Then, using the oracle replay technique [19], C generates one more valid ciphertext from
o = (c,u,v,w, hy) which is named as ¢’ = (c,u,V',w’, k). This is achieved by running the turing

machine again with the same random tape but with the different hash value.

Since o = (c,u,v,w, hy) and 0 = (c,u, V', w’, h’z) are both valid ciphertext for the same message m*

and randomness r;. Then, we consequently have

nTip, =W Tip, — Wypkip, = wTip, — hapkip, = 11T ip,,
W =wTip, = () —h)pkip,,
(y =)' W —w)Tip, = aTyp,.

Hence, C can compute @ = (k) — hy)"'(w’ — w) as the solution of DLP.

In an analysis of C’s advantage, we note that it only fails because one of the following independent
events:

E; : Ay does not choose to be challenged on ID,,.
E, : A Private Key Extraction query is made on /D,,.

E5 : C fails in using the oracle replay technique [19] to generate one more valid ciphertext.

We clearly have Pr[-E|] = 1/g; and we know that —=E| implies =E,. We also already observed that
Pr[—E3] > 1/9 [19]. We obtain the announced bound by noting that

1
Pr[—E{ AN —Ey A nE3] > —.
91
From the proof of Lemma 12 in [19], we know that the total running time 7 of solving the g-SDHP
with probability €’ > gL is bound by 23, T+t Tt My 10U, | g desired. Thus, this

= 9q1 €(1=qun /2)
completes the proof.

5.2 Efficiency

There are almost three CLSC schemes in the literature [3], [23] and [17]. And the CLSC scheme
proposed in [23] is insecure [20]. We now compare our CLSC scheme with the scheme proposed in [3],
[23] and [17] from the aspect of computational cost in Table 1. In Table 1 we use Hash, Mult, Exp, and
Paring as abbreviations for hash operations, point multiplications in G; or G,, exponentiations in Gr

and pairing computations respectively.
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Table 1: Comparison of the CLSC Schemes

Schemes Hash Mult Exp Paring
Barbosa-Farshim [3] 6 5 1 6
Wu-Chen [23] 3 3 8 4
Liu-Hu-Zhang-Ma [17] 2 3 1 5
Our Scheme 4 7 2 2

According to the result in [7, 4], the pairing operation is several times more expensive than the
multiplication in G; or G, and exponentiation in Gr. Hence reducing the number of pairing operations
is critical. As shown in Table 1, our CLSC scheme only requires two pairing operations in signcrypt and

unsigncrypt phases. Above all, our scheme is more efficient than all the schemes available.

6 Conclusion

Certificateless public key cryptography is receiving significant attention because it is a new paradigm
that simplifies the traditional PKC and solves the inherent key escrow problem suffered by ID-PKC.
Certificateless signcryption is one of the most important security primitives in CL-PKC. In this paper, we
proposed a new efficient certificateless signcryption scheme based on bilinear pairings, which requires
only two pairing operations in the signcrypt and unsigncrypt phases. The security of our scheme is
based on the hardness assumptions of DLP, CDHP, g-SDHP and q-BDHIP.
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