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Abstract: The current IEEE 802.11 protocol is aimed at single Access Point (AP) environments and many
problems related to the wireless meshed interconnection of APs and Mobile Terminals (MTs) remain to be
solved. Some proposed solutions to build such mesh architectures are based on single—channel ad—hoc orient—
ed schemes in which IEEE 802.11 protocol has been modified. The main problem with this type of schemes,
however, lies in the very low performance of the single—channel architecture itself. An improved multi—channel

mesh architecture is presented which works using a Distributed Coordination Function (DCF)-based technique
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for interconnecting APs. The simulations results obtained in OPNET 8.1 show a good performance of our pro—

posed scheme in terms of throughput and channel utility.

Key words: Wireless Mesh Networks; Hidden Terminal Problem (HTP); multi—channel Medium Access

Control (MAC)

1 Introduction

Recently Wireless Mesh Networks have been
attracting a great attention from both academia and
commercial world. The low price and wide use of
IEEE 802.11 Network Interface Cards (NICs) make
the mesh architecture based on this technology a
very attractive and cost—effective alternative to real—
ize the service area extension of WLAN hot zones
in both outdoor and indoor environments. However,
the IEEE 802.11 infrastructure networks are aimed
at supporting services for a number of stations con—
nected to a single AP but neither at supporting
terminal mobility nor at providing wireless intercon—
nections among a group of APs and their respective
Mobile Terminals (MTs). Based on methods applied
on ad-hoc environments, most of the solutions found
in the literature to create a mesh architecture for
IEEE 802.11 infrastructure networks use a single
channel and work over a modified MAC protocol of
IEEE 802.11 that generally add newly defined pack-
ets to the standard. However, the main problem
with single channel solutions lies on the scarce net—
work capacity of the single channel architecture it—
self.

The IEEE 802.11 WLAN allows a number of
non —overlapping frequency channels to be used si-

bandwidth

available to end—users. However, bandwidth aggrega—

multaneously increasing the aggregate

tion is rarely used in the context of multi—-hop net—
works based on IEEE 802.11. The idea of using
multiple channels is particularly appealing in the

context of mesh networks due to the great amount

of backhaul traffic forwarded by APs located in the
central area of the network.

In this paper, we propose an improved commu—
nication scheme which allows adjacent APs in a
Wireless Mesh Network to exchange data packets by
simply using the Distributed Coordination Function
(DCF) procedure of IEEE 802.11. In the proposed
system every AP has only 1 NIC and uses a num-—
ber of channels provided for IEEE 802.11a/g. From
the implementation viewpoint, a great advantage of
the proposed system is that, putting routing issues
aside, it does not introduce any change into the
MAC protocol of ITEEE 802.11 and its AP to AP
transmission mechanism is also able to work on a
it has

single —channel network, that is, a very

strong compatible trait.

2 Related Works
2.1 Review IEEE 802.11 MAC Protocol
IEEE 802.11 is an international WLAN stan—
dard which covers the specification for the Medium
Access Control (MAC) sub layer and the Physical
(PHY) layer. One commonly used function to coor—
dinate channel access for wireless STAtions (STAs)
in the IEEE 802.11 MAC protocol is called Dis—
tributed Coordination Function (DCF). Firstly, we
briefly review the IEEE 802.11 Distributed Coordi-
nated Function (DCF)". As described in [1], trans—
mitting mobile station must first sense an idle chan-
nel for a time period corresponding to the Distribut—
ed Inter Frame Spacing (DIFS), after which it gen-

erates a random back off timer chosen uniformly
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from the range [0,w-1], where w is referred to as
the contention window. At the first transmission at—
tempt, w is set to the minimum contention window

CW ... . After the back off timer reaches 0, the mo-

a short Request-To—Send (RTS)

bile station transmits
message. If successfully received, the receiving mo-—
bile station responds with a short Clear —To —Send
(CTS) message.

hear either the RTS or CTS message uses the dura—

Any other mobile stations which

tion field of this control message to update their
Network Allocation Vector (NAV) containing infor—
mation about the time period during which the
channel will remain busy. Thus, all mobile stations,
including hidden nodes, can defer transmission so
as to avoid collisions. Finally, a binary exponential

back off scheme is used such that the value of w is

n+5
2 -1 (retry counter n=0,--,

5), beginning with an
initial value of 31, up to a maximum value 1 023.
Fig.1 presents the sequence of packets transmitted
with DCF in IEEE 802.11 ad hoc mode.

SIFS

<
RTS W DATA .
SIFS SIFS .
> < <
CTS W ACK .
DIFS
»| <
| NAV(RTS) T
| NAV(RTS)
| NAV(RTS)

Fig.1 Transmitted with DCF in IEEE 802.11

ad hoc mode
B 1 AEIEEE 802.11 F14lMZ& i h HAy
3 A X W JR S 116 1 1

2.2 Problem Definition
If all

transmissions among STAs are taken

place on a single channel, signal interference will

limit network throughput and we should face lots of

other Erroneous Reservation
Problem (ERP).
From Fig.2 (a),

nication with STA D, if STA A and STA B are al-

problems, such as

STA C cannot start commu—

ready establish a communication link between them.
Let’s take another situation into account, it’s as—
sume that STA B is a sender and STA A is a re-
ceiver, as we clearly see that STA C’s sending
message cannot influence reception of STA A. Un-
fortunately, continuously data transmission between
STA A and STA B breaks handshake of STA C and
STA D, so we conclude, in single channel, STA C
and D cannot start communication if STA A and B
are currently communicating with each other. Fig.2(b)
shows us something worse when STA A and B es—
tablish a through  double
handshakes (RTS/CTS), STA A sends a RTS packet

to notify STA B, STA B replies CTS packet to STA

communication session

A, because of some serious noise existing or some

other reasons, CTS control packet transmitting
through link B to A missed, so the session estab—
lishment fails. But STA C is in the transmission
range of STA B, so it also can sensor CTS packet
sending by B, when it captures CTS, it will reserve
the bandwidth for STA B and renew its Network

Allocation Vector (NAV).

Channel
-CTS» - /1

STA A STA C STA D

555D

STA A ™58 grA B STA C STA D

STA B

(b)
Fig.2 Single channel problem

Bl 2 i o) s
2.3 Previous Solutions

Because of the disadvantages of single channel
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protocol, multi—channel proposal has been deduced.
There are two general approaches: dedicated control
channel and common control period. Fig.3 shows. In
the first approach, one or more control channels are
dedicated to exchange control packets for negotia—
tions. The remaining available channels are called
data channels. Any transmission pair can do negoti—
ations anytime on the dedicated control channel and
then switch to the commonly selected data channel
for data exchanges. Examples of this category in—
clude AMNP®, DCA®, DPCH™, RBCSF, MCDAM
and MCMAC". In the second approach, there is no
dedicated control channel but one data channel
(called common channel) will temporarily act as a
control channel. All STAs will synchronously alter—
nate between control and data periods. During a
control period, all STAs have to switch to the com—
mon channel and do negotiations with the destined
STAs of pending data packets. A transmission pair
after successful negotiations has to wait for the end—
ing of the current control period and then will
switch to the commonly selected data channel for
data exchanges. Note that the common channel can

be selected as a data channel for data exchanges.

Examples of this category include MMAC® and MAPP.

& Channel & & Channel &
PEE— <«
1 2

STA A STA B STA C STA D
Fig.3 Multi-channel
K3 &l

The advantages and disadvantages of these two
approaches are summarized below.

(1)Dedicated control channel

Advantages: The dedicated channel can serve

as a broadcast channel. Channel negotiations can be

done anytime.

Disadvantages: The dedicated channel on which
only control packets are transmitted may have low
channel utilization. The data capacity is dependent
on the bandwidth of the dedicated channel, which
can not be dynamically adjusted.

(2)Common control period

Advantages: The common channel can be used
to transfer data packets during data periods, which
increases channel utilization. The hardware cost is
low because only one transceiver is needed. The da—
ta capacity is dependent on the length of a control
period, which can be dynamically adjusted.

Disadvantages: Time synchronizations among
STAs are needed. It takes high cost to transmit any
broadcast message during a data period. Channel
negotiations can not be done anytime, and hence
this may cause a long delay on the delivery of any
pending data packet.

Furthermore, multi—channel MAC protocols su-—
ffer from some problems such as multi—channel hid-
den terminal, deafness and broadcast problems. The
key is that when the STAs are located on different
channels and are unaware of the channel activities
of their neighbors. A STA is called multi —channel
hidden terminal if it causes interference on one of
its neighbors by attempting transmission after switch—
ing to the same channel, this neighbor is currently
used. We can see this problem clearly from Fig.4.
A deafness problem occurs when a STA continuously
attempts to contact with another STA which is located
on a different channel. The sending of broadcast
messages to the STAs which are located on different
costly, since multiple unicast

channels becomes

messages should be sent instead.
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Fig.4 Multi-channel hidden terminal

3  Multi-Channel MAC Protocol
3.1 Basic Idea

Because of hardness of times synchronization
among the STAs, many previously proposed multi—
channel MAC protocols are based on the idea of
dividing the radio channel into two or more sub-—
channels with one sub—channel working as the con—
trol channel, others working as the data channel(s).
In the TIEEE 802.11b and the TEEE 802.11a sys—
tems, there are totally three and twelve non-over—
lapping channels available, respectively. Among the
channels that are able to be used simultaneously,
one channel is reserved for control messages, and
the remaining channels are available for data trans—
fer. By monitoring the control channel, a node can
obtain the global status of data channels. Control
messages are sent through the control channel and
real data is sent through the data channel negotiated
during RTS—-CTS exchange. In addition to RTS,
CTS and ACK messages, a new control message,
CONFIRM™ | is introduced for channel negotiation.
CONFIRM message confirms which channel number
is used for the following data communication. Each

node maintains a channel table that stores channel-

related information for all of data channels. The
control channel is channel 0.

When a node has data to send, it first sends
RTS control packet (Fig.5) to notify the destination
node its intention of communication. The Dst re—
trieves the list of available channels from its chan—
nel table. Then it sends the list to the sender in
side the CTS message (Fig.6). The sender selects
one channel (which is idle at both nodes) and in-
forms the selected channel number inside the CON-

FIRM (Fig.7).

«——D—ple—D—ple—6—>—O(—>e—4

Cul | Duration | p Sre FCS

Time

Fig.5 RTS control frame
Pel5  RTS Fehllii

D —ple— D — P> OH—Ple—]6— >4

Cud Dur.ation Dst Sre Idle Channel FCS
Time table

Fig.6 CTS control frame
6 CTS $ il

«—2—pla—— 2Pl 6 Pl 6 Pl 22— pa—4

Cil Duration Dst Sre Select FCS

Time Channel

Fig.7 CONFIRM control frame
P17 CONFIRM 2l

Now the two nodes can start data transfer
through the selected channel (Fig.8). At each data
transfer, an ACK is transmitted over the common
control channel. But how we resolve the HTP (Hid-
den Terminal Problem)? As described in [10], the
MTT (Maximum Transmission Time) is defined for
each data channel. The MTT is the maximum time
allowed for a packet to be transmitted over the
associated channel. If a mobile station wants to
communicate with some other station, it waits for a

length of time equal to the MTT (Fig.9(a)), before

declaring the data channel to be available. This is
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Fig.8 Timeline of multi-channel protocol
8 %l il )
because if the data channel were in the busy state,
it would receive an ACK through the control chan-
nel in its MTT. That is, a mobile station can know
the associated channel utilization status in at least
each MTT, if the station in a state of waiting MTT
has already retrieves ACK, then it reduces the back
off timer and prepares to send message. Fig.9 (b)
clearly shows us the timeline of multi—channel MAC

protocol using MTT.

DATA
>

CW

MTT o
ACK<—F>§ g

P

\ RTS \ ‘CON‘ DATA \

CTS ACK

A\

Fig.9(a) Multi-channel protocol using
MTT to resolve HTP
Pl 9Ca) JI MTT itk HTP (1) 2 5l BpiX

DATA_CH1
MTT CH2

ACK|  MTT CH3'

A\

|RTS| |CON DATA_CH2 |

CTS ACK

>

Fig.9(b) Different MTT means transmitted priority
9Cb) AIWff) MTT EEWKA % 4 S L o 2%

Different MTT is used for providing different
level services. A channel with a shorter MTT is
used for higher priority traffic. The short and delay—
sensitive packets are transmitted through a high prio—
rity data channel, in order to minimize the duration
of the transfer, while large packets are transmitted
through a low priority data channel, for which the
MTT is sufficient to allow the transfer to be com—
pleted.

3.2 Make the Solution Robust

Multi — channel media access control protocol
perfectly resolves the multi —channel HTP and en-
hances the throughput of networks. Unfortunately,
the dedicated channel on which only control packets
are transmitted may have low channel utilization.
Even worse, if data transmission duration time or
MTT value is set a small value, some data chan—
nels may be wasted. That is, during data transmi—
ssion time, it is unable to set up enough negotia—
tions to make a full use of data channels.

Let T, and T, respectively denote the average

time to complete negotiations and the average time
to complete data exchanges for a transmission pair.
M denotes total number of channels. Suppose that

T <T,, there are at most min (7T,/T, ,M-1) trans—

mission pairs that can finish negotiations on the

control channel during one 7, on the data channel.

Hence the data capacity is min (T,/T, ,M-1).

If T,/T,<M-1, means that several data channels
may not be used, as we see clearly from Fig.12,
the transmission data length sets too small, there is
not enough time to make any more handshakes, so
STA C and D cannot communicate concurrently
when STA A, B, C, D are communicating, data

channel 3 is wasted (Fig.10(b)). If T,/T >M-1,

means that the dedicated control channel is not



506 Journal of Frontiers of Computer Science and Technology JTENBIZESHEE 2008,2(5)

make a full usage, as Fig.11 shows us. Clearly to

see, the best case is that T,/T =M-1.

(a) (b)

Fig.10 Communication using multi—channel protocol

Pl 10 )1 2 3 i Bpist it £

Control channel
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E } Data >
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c AT -
D SR 20| Data I,

. Control channel |_!Data channel 1
[ ] Data channel 2 [ Data channel 3
Fig.11 Long data transmission length’s impact

on control channel

P11 KB S fe sl b 5% m

There is not enough time to
make any handshakes. Data

771)?;521777% channel 3 is wasted
A>B— e g
. A}l—i‘W\ >
F vi vl | >
|
C — >
D | >

I ' Data channel 1

[ Data channel 3
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Fig.12  Short data transmission length’s

impact on data channel
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Should we make T,/T, =M-1? Obviously not,

12

because the equation is correct only when the nego—

tiation packets come in order. Frame collision

should be taken into account.
We assume that there are N stations in the

network, each station wants to send a message base

on a probability P(0O<p<1).
N-
P=Cyp(1-p)" (1)

0=(1-p )jp (2)
P and () respectively denote the probability of suc—
cessfully sending a packet and fails j times but next
time succeeds to transmit. So we can deduce AFCC

(Average Frame Collision Counts):
AFCC= Zj(l—p)jpzl—;p— (3)
Jj=1
From formula (1), we can get the max value P, =

[1-1/N]" =~0.368 when p=I/N. So AFCC,. =3. Let’s

L, and L, respectively denote the data transmission
length and negotiation frame length (L, =RTS+CTS+
CON). We also equally divide channel into m sub—

channels, so each one has the same data transmis—

sion rate.
&_&_ 3 AFCC VS
T,,,_L,,_(m 1+ 5 x(m 1)_2 (m-1) (4)
=minl, =5—m— 1L, (5)

2

Another problem is that different MTT settings
for different priority services, as describe in [10],
A channel with a shorter MTT is used for higher
priority traffic. The short and delay-sensitive packets
are transmitted through a high priority data channel,
in order to minimize the duration of the transfer,
while large packets are transmitted through a low
priority data channel, for which the MTT is suffi-
cient to allow the transfer to be completed. For ex—
ample, suppose that the MTT of channel 1 (highest
priority) is 2 units, while that of channel 2 is 5
units and that of channel 3 is 8 units. If a node
has a 4-unit long packet to send, data channel 2
or 3 can be used. In order to increase the channel
utilization, packets are sometimes assigned to higher

priority channels. For example, when channel 1 is
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continuously idle, while channel 2 and 3 are both
overloaded, packets for channel 2 are fragmented and
sent over channel 1. Such channel migration is acti—
vated in two different situations; Firstly when the
waiting time for the current channel exceeds the
predefined channel access threshold timer, and se—
condly when the utilization of the high priority chan-
nel is below the utilization threshold. Fragmented
packets are transferred in a row. For each fragment,
an ACK is returned through the control channel.
This may cause unfairness for end —users who re—
quire the same highest priority service. For exam-—
ple, there are 3 users in the BSS, they want the
same kind service,such as video service, packets
transmitting over 3 differ streams content the same
sub channel (data channel 1) which is the highest
priority sub channel. Because of this, data sub
channel 2 and 3 keep idle all the time. The reason
leading this problem is channel priority pre-allocation.

It can be seen from the basic DCF mechanism
in section 2, that at least two parameters can be
used to provide channel access differentiation: The
defer time DIFS and CW ,based on which the ran-
dom back off timer is generated. Lower DIFS and
CW values give higher priority for channel access.
This is essentially how EDCF is developed!'. In-
stead of treating all traffic with a single DIFS value

and a single (CW_. ,CW__) set, EDCF defines that

the channel access has up to four Access Categories
(AC),each with its own defer time called Arbitrary
Distributed Inter Frame Space (AIFS) and CW . /

CW _ values.

max

According to the draft, one or more user prior—
ities can be assigned to one AC and normally
packets belonging to the same priority share one
buffering queue. Multiple instance of these enhanced
variant of DCF shall be running simultaneously in

each STA as shown in Fig.13.

High priority ———

AC3 AC2 ACl ACO

Low priority

<

o g el]

B0 ey

o YRy |«

&
—>

v ! v !

‘ Virtual collision ‘

v !

Fig.13

Internal contention of different

Access Categories
Pl 13 Al R g e 4

Therefore ,there exist two levels of channel ac-—
cess contention: internal contention among traffic of
different priorities internal contention among traffic
of different priorities inside the same STA and ex-—
ternal contention among traffic from different STAs.

Collisions may happen at both levels and are
resolved similarly such that higher priority traffic
will most probably obtain the channel first and lower
priority traffic will have to back off. In short, di-
fferent values of defer timer and back off timer are
used to enable prioritized channel access for differ—
default

ent traffic. Specifically,the draft provides

QoS parameter set for the four ACs as shown in

Table 1.

Table 1 Recommended values of AIFS and CW
A1 L ALIFS Fi cw i
AC AIFS CW CW
0(Best Effort) 2 31 1023
1(Video Probe) 1 31 1023
2(Video) 1 31 63
3(Voice) 1 7 15
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Fig.14 Timeline of this multi—-channel MAC protocol based on QoS

P 14

We can use this mechanism to set up a new
multi —channel MAC protocol based on QoS. Fig.14
shows us the timeline of this multi —channel MAC

protocol based on QoS.

4 Simulation

We simulated DSR extended with 802.11DCF,
multi —channel MAC protocol and improved multi -
channel MAC based on MTT and QoS using the OP-
NET 8.1 simulator. Our simulation included 6 flows
in a random topology consisting of 16 nodes. Each
of 6 flows belonged to one of 3 possible service
classes: Class A for premium service (Exponential
B for
(Pareto distribution) and class C for best—effort ser—

on/off distribution), class assured service
vice (CBR). We measured the throughput and chan—
nel utility for each service class in a multi—channel
network for 600 s. The multi—channel network was
composed of 5 channels and RTS CTS and CON-
FIRM control frame is set as we see in Fig.15~17,
the other network parameters were the same as those
defined in IEEE802.11b. We can calculate the best
data packet length from formula (5). Fig.15 shows
the total throughput for three MAC protocol. Better
throughput was obtained by improved multi—channel

MAC protocol based on both QoS and MTT, and
high utility of both data channels and control chan—

nel can also be obtained.

JET QoS M Z il MAC BRilifng )y

A

1 000

500

\ >

100 200 300 400 500 Time line

—— Improved multi—channels MAC based on
MTT and QoS

——— Improved multi-channels MAC based on MTT
———————— 802.11DCF
Fig.15 The throughput for different

data transmission length

Pl 15 A [l Bcdhe £ i 0 2 i v o et

A

88.30%
o 80.64%

45.85

Control channel usage

0 802.11DCF
[ Multi—channels MAC based on MTT

B [mproved multi-channels MAC based
on MTT and QoS

Fig.16 The control channels usage for

different data transmission length

Pel 16 A [l Bcdi £ i 1< B Fg 45 il e 3 5
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90.32%

74.32%

50.33%

Data channels usage

0 802.11DCF
1 Multi—channels MAC based on MTT

B [mporved multi—channels MAC based on
MTT and QoS

Fig.17 The data channels usage for

different data transmission length
Pel 17 A [l S £ i 12 1y 2t e 383 52 1
S Conclusion

In this paper, we present the multi —channel
MAC protocol and its use in mobile ad hoc net-
works to improve network performance. The advan—
tages of this protocol are that several communica—
tions can occur concurrently using multiple channels
without any interference and fully usage of every
sub—channel. Furthermore, the proposed protocol
solves the hidden multi —channel problem that can
occur in a network environment involving the use of
multiple channels. We evaluated the use of the im—
proved multi —channel MAC protocol in mobile ad
hoc networks using the OPNET simulator. The eval-
uation results show that better network throughput

can be obtained and that fully utility of each sub-
channel (Fig.16 and Fig.17).
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