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Fine-granularity discretionary access control based on user’s role

WEI Li-feng, MENG Kai-kai, HE Lian-yue
( College of Computer Science, National University of Defense Technology, Changsha Hunan 410073, China)

Abstract: Fine-granularity discretionary access control based on Access Control List (ACL) may grant authority to one
user or group, but it may grant unapt authority or remove authority not timely. Based on Role-Based Authorization (RBA) of
trusted Kylin OS, introducing user’ s role restriction in discretionary access control, a fine-granularity discretionary access
control mechanism to user’ s role was given. It can which may grant authority to the user with special role, and remove
authority from the user without special role, therefore solves the problem of granting unapt authority.
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