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[ Abstract] Crowds anonymous communication system based on next hop rerouting mode has a lot of the drawback. This paper proposes a Crowds
system based on IPv6 protocol, which solves the problem of secret sharing between sender and the last hop. Theoretical analysis and experimental
results demonstrate that this system has the same ability of attack againsting as source rerouting mode, achieves receiver anonymity and reduces the

communication delay.
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packet request = encrypt2(client.request, request.receiver, K)
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my_path_id = new_path_id()
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forward_request(my_path_id)
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else

send reply to client

subroutine submit_request(keynode)

K = decrypt1(‘Crowds’ option2) //f# %53 K

client.request = decrypt2(request, K)

send request to destination(client.request)

reply = await_reply(timeout)

send reply to client
32 BKHESR

Crowds6 RZER[PATE—EfEE ERHBUHESL. HE
WATEAG RS R R IE T %, %% HE R keynode
S/ 1| R R B N A R 7 e S B 2 e
keynode {3 Fi] H LW FABA AR 2% th 05 25 8, O % TR
BB N ARG T Hi k. 72 Crowds6 £ 4t i 3 % i i 42
B, RAERETIM keynode 2 M ABERMEWCEFEE, &



PR R A i3 keynode A RBIR1S B Hubk, BT Ak
BEMBGE A, fE—ERE LRE THREEEZHBUR.
3.3 MBEBHE

Crowds6 RZMXTIEA Crowds ZRE WAL TN MHE T
K, HE A E AT SRR AR FR N, R A
F A TR N T 1 N AR o N8 5 MR 3 AR AU R AR AETY
BINEEH K FE B 215K keynode B, HAthrh 4k R 505
KB o AR T5 SR WD (8 R G5 92 B B blender (#4751
FHEBENRR N AFEHUERREW .
4 RGBS
4.1 RIRBEHEA

MR ERBERGERT M —EBHNEIERR, Y46
B TR R R A L — A AR I, AR RE AL G R R e
KW, AR K DL — e b g b O E R b AR LR B
BT, WA LG0T R A A A DL T BB 3 R A B
FR, AR RBHEMN T ZERHEZ NS 1 ANETIEK
R, BEBEHAES LAAHRRMRTENEE RS,
M # ¥ D — SRR R iR F bk, AP RS &
SRR T AP LNl STEE, MR 3 e
WA, B R — AN P LR A ) A 390 P % R g o Ay E 8 P
BRBORNR, WL RAREMAE 1 AAEHR R RE,
ARG B R BRI R .

B E ARG R EECH n, Hf, AEBRECH ¢
B Matthew Wright By 487, % 2T T —Bk# b7 XM
Crowds £%i, 7ERBEMT, BdimIWMEERN c/n, |
MR AR EN E 2 E R O ((nfc)Inn)e X JEF-J5 % i 5 3X
ffj Onion Routing & 45 , 76 340 5 UL F , Bk IR A (c/n)?,
s i R R AR B 2 B 2 O ((n/c)?Inn).

1£ Crowdsé £4iH, MIHHLIMED:, £ KESTE R
keynode AMEYHAM A TEILEFRIHE WA WRFEEN
Mg B b, W) K35 T ¥ ik B — BT Ry jondo /B A keynode. 7E
HREIT, RAEYKRE LS 1L Mh4k5 keynode [/ R &ift
B, WhEA e IENAINNE Lk, Hit,

m%mmw%%ﬁiggom%eﬁmﬁﬁ&@ﬁmamﬁ

A [7) JE 0 P9 B ST Y E B p B AR SR I , AROR BN T Tk
AR, PR K ph B AR R O S 2 R O ((n/c)?Inn), 3k
B 7 5EF U E h 75 XA Onion Routing £ 4t 19 [ %K F- . A
Bk, Crowds6 % Z5HKAAT3K T AR 1 3 3 T )54 Crowds
3

XFF Crowdsé R, AR BATEELHENAK
HEhEERPER, HE-FEBHBEL, HTHRAH
kT DL3RAS keynode ByMihL, HAE—RE A2 RS
keynode J2& [ & 48 1, BRI 35 B 5 AT DAAR 4R keynode 3 it
RBREEBWE 1 A RRRARE R LEE. A,
Crowds6 2 &t 1S A1 i 3K ¢ 5 1) AB 7 WIS T 25105 % | 5 =R
Onion Routing &% -
42 BWEWESYE

T ¥ ERUEW Crowds6 2 45 20k % B 4 8+ )5
Crowds &%i. RXARFZLA n MRK, EHERFH c MEIE
BB, BEKEN Lo BTERBEHBEZE LGNSR UE
FEMCE R L, PRk A R R B PR R

L
— n-c n-c n-c_ n-c
’ n n n
L

XFF Crowdsé £%, HT HE%HEE L RA keynode 45
BRI LS B, R A R & B AU

$%m:%,%l;lw,ﬁr{%§j=%,ﬂmﬁ%mm
T

L-1 L
n—c c n-c 2nc —c?
1_%>531_%>T

c

O A et PR P U

n n n nt
It , Crowds6 % 45 2 1 B 5% B T fig kT Crowds & 45
43 ARGEHEFER
BT Crowds6 Z 4t W I % /e R & e B K ik #H
R AERGE keynode BF, KL TEMGEER, BET
ARG EEMRE. B 3 Al T —4K/ADN 4 KB By HTTP
T B, Crowds Z 45 it Crowds6 2 45 i i 57 i 1] o 2B
MLAECE A . Intel Pentium 4 CPU 3.00 GHz, 1 GB 1%, 1817
Windows XP SP2 4/ & 45 . BIfIRR)FBITEREEM F : CPU
Hfd BN 0~1%, WHLNIE 5 471 MB~480 MB,

3000
7
//
7
//
£ 2000 ~
4 et
= -,
| s
£ 1000 =
r'd "
-—-RR%
— AKX RS
0 1 1 1 1
2 3 4 5 6
B

B3 ASCR SRR R 450w B
5 #XE
AL FR YR MR EH A EkBE keynode 3 L],
54 Crowds RGEAH L, H AR IR S i B RE ) E 3. T —
A AR A7 3 5 P 44 PR DU ISt ek O Rl 2 E A R
2%

[1] Goldschlag D, Reed M, Syverson P. Onion Routing for Anonymous
and Private Internet Connections[J]. Communications of the ACM,
1999, 42(2): 39-41.

[2] Reiter M K, Rubin A D. Anonymous Web Transactions with
Crowds[J]. Communications of the ACM, 1999, 42(2): 32-38.

[3] Shields C, Levine B N. A Protocol for Anonymous Communication
over the Internet[C]//Proc. of the 7th ACM Conf. on Computer and
Communication Security. New York, USA: ACM Press, 2000:
33-42.

[4] Freedman M J, Morris R. Tarzan: A Peer-to-Peer Anonymizing
Network Layer[C]//Proc. of the 9th ACM Conf. on Computer and
Communications Security. Washington D. C., USA: [s. n.], 2002:
193-206.

[5] Rennhard M, Plattner B. Introducing MorphMix: Peer-to-Peer Based
Anonymous Internet Usage with Collusion Detection[C]//Proc. of
the Workshop on Privacy in the Electronic Society. Washington
D. C., USA: [s. n.], 2002: 91-102.

[6] R, BRE: . HbKHE LW RS PR TR B S A E
R[] LIS S K R, 2005, 42(10): 1660-1666.

CIL S

_3_



	1  概述
	2　Crowds匿名通信系统
	2.1  Crowds实现机制
	2.2  Crowds系统存在的问题

	3  基于IPv6的Crowds6系统
	3.1  实现机制
	3.2  接收者匿名
	3.3  加解密方案

	4  系统性能分析
	4.1  前驱攻击抵御
	4.2  接收者的匿名性
	4.3  系统通信延迟

	5  结束语
	参考文献


