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Trust model for mobile P2P network
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Abstract: Since the mobile P2P network is characterized by large-scale distribution and high dynamics, a trust model
based on dynamic feedback mechanism was proposed. Two new parameters, distance factor and recommend factor, were
introduced to control the size of chain of recommended trust, so as to improve the veracity of recommend trust. In addition, the
feedback mechanism and punishment mechanism were integrated into the calculation of the recent trust and long-term trust, so

the trust model has better adaptability to the dynamics of trust. Simulation experiments show that the model has very good

dynamic adaptability and is able to effectively isolate the malicious node.

Key words: mobile P2P; recommendation trust; dynamic feedback; trust model

0 3%

P2P YR — M A AR R, B R I E T
FRIEEAMES BRI AT Rt L B HR MRRA L L 33
wETHEAR BN, BAET,EE P2P K2 AT
LMBHARK LR, P2P R BRI RY REEE 2% 307t
BFUR, R A  R) P2P R SR T S, B, AP X RS
BFFE R P2P B 5T B — A BT 9 B 5% U, %
P2P AR GBI ARG S, LA P2P 1 5 R MR 3 M 4%
Y IR R RS B IR R K

SE5EH) P2P PIZAR LL , B3 3R5E 9 P2P 2% B A LA
THHE™

1) RS B3I P2P MM BEE 1Y
RIS BIPE T SR , 3X & 38 B 55 2 TR 2 Y 38 M 45 i
HORSATTAC ;55 mUIA IR H 9 45 B 45 1 5 B AL 14 B8
R, X &SRB L2 IR

2) BERRHN AT SE Y BB 3 R 45 R R M A 1L, S R Y
AR

3) W R B IR A PR - X9 78 3h i 4 B I R, B RIS
SR THE AL B RE ) 78 RE ) L RE LN 45 32 B RR ), X
FEHAE TR BT IR R %5 18 B B RERE S R R

A LSX SRS B IRST P B P2P WIGEARFAE , £ 7512 9 4 3R 358
THRFEEEER A XA B SIS E MRS . BAR

Y75 H H5:2009 - 04 - 07 ; &[] H #A :2009 - 06 - 10,

KL% P2P (G AERRERY B A X0 [ 18 P 4%, T ELX 25 Fh &2 i
RERRNISHERELTER XMOBIMEERET -1
HTHZ B A3 A E R, HE X SR N i [ 22 £k
B R R B E DL RE I ER M. T[4 1E
R —FRENSHEFERE, EE—ERELZETH
3 P2P M p4EtE, [BREREFFEHTBERTERSNN =
T8 R B R B8 BT RS SR TR B AT R A

BB MEIRGE T ) P2P RA L SF AT EZIEE]
P2P W25 E A R, R i 5 255 B s M4 RS pr A A
B BRI . AR SR —Fh BT B R LR B (5 AR AL R
BB P2P MET A Z B ERNFEERR, X
fRAERRECR A T RS 07 3, 7 nUE A PRI A& 1% U8
JRERT 4 ARBRREAN 1Y s R (R AR BE , R, AR B 10
SR B AR AR SR R BB R A A A (AR BE A
FEZ P, XETTEE+E S T RIS P2P M4&{F
EEH,

1 ETHSRBAMNEEREE

L1 HEXE&

RIBEEIHS 454 3h P2P M4 M RRE , B JB4
— SR E RS RR

EX 1 FEERRFENERRR, ERRT I AHE
RERHEEREE . A SOR AR T REYEJ7 B R0 B A LR

EEWE FEK A RPN (60573142 ) 5 _E¥#gH 2R B0 H (S30504) 6
TEE R BRUEF (1964 - ) 55 WL B 10, FBEBTSE 05 10 : P2P SHAE TS ML 438 15 L Bt e iR s E4EA (1983 - ),
B VAN B, RS P2P AL SRR (1980 - ) , 5B WIVLGEN AL, EEBST 1 HRAALR S .



2604

AR A

529 %

BREEW,0 AR, 1 FRTLWE, HRRF AR
B o

EX2 BHEGEEEMERESER ETIOMEF AT
SRR B H AT O B D SR T A R 53 A — N R
TR A E(Q,,Q;) FARTR Q M/ Q; ZIHKE
AR, ERT R QR A RS TR O HENTE LK
%o

EX 3 MEFFEERAT RELED S =07 # ) E A
TR G AR BE AR A E R AREF R BRI
BEME 1 PR, AT R Q WEMMEHHAMS 0, AT E
EXHHTAER Qo MEEE, WA, 5 0 FEEE
ZEFE A Q, T LIESFESE 0 — Q, — 0, HEI—1xt
TR Qo FIIEFSERE AP A Q; FIY AR Q) Z IR HERF
fRAEEEM PR(Q:,Q;) R 4 L1 Q, B fFEHE 0 — 0
— Q; BEIWMEEFEETHM T AKXIHE PR(Q,,00) =
r(Q,Q7) xE(Q;,Q) , KA HERFE K FEREIE T (0, ,
Q7) =r(Q,0,) xr(0Q5,07)0

AL
—T 1111

Bl —MEEXRRM%

EX 4 HEET e R— MR E LRI R
EHSHER—RTHT 1 FBEH SEHNRENT ¢
i, W ORI R R 4 BT RBE TR, B IR R I
LB, W Q BRFITR @ WIEEREE, e = 3. W%
RS Bh 4 AT LAARYE B B AL 3 B8 ) AAF A4 BE ) e i B A
JEISA T 2830 B A 0 F 1 4 B 8 4 5 W [N 3R A5 2 B B
FHIR/D, X REBAT i (R AR S B R R AR B R &
BHHERE

EXS HHEET n BWRXHEREE R EEE T 8B
fH,n e [0,1] ABREHEENFRERT r =0 0, ZHEEEK
AR R R FER, WA @ 372 B, AT TAT LA
DR GHEERT SRS AR AT O, (R B o RE R HE R
RAERE TR AR 2 I8,

X6 RARMEIER R BRI AR (R AR B R A
V3R Q; A A Q; ZIRIM EAFAEE A R(Q:, Q) FRo

EBXT YRR RT(Q;,Q,) FmTim Q MHyH Sk
e RV ) 30 398 £ 2 B SR 5% 5 B [ AR A AR BE PR 7 T
SGAEZBRFIRN R O WFIEE,

B8 KMMREE FT(Q;,Q;) FmTi R Q; X HH 4t
o DB ) 4 A £ BE SR 53 5 B [ R A AR BE W 5 T
SGEZER/BNT R Q; WFEHE.

EX9 BIET s RA—MWRAESH IR
B, TS REE (g R, BEEAERES) TR
SRR R X R ETI R E S

X0 PP IRE d RPN R AT S HPE
25 EW R QAT R Q; ZER FB n RN AR H A

Z | En(Qi’Q;) - En(Qj’Q:) |

d:e6

£E CHITLRMH °

H G d =

1.2 EIrfEEER
TR Q; MR Q TEETHELWA RIBN B BT
FERGEHEE TN, DEEGFEEES E00.,0) =
{E,(0;,0,),E,(0Q;,0,) ,-,E, (Q;,0,) } ,n > 0,n TRt E}EL
TR QAT BRI HAT XA Q; MTEY, BMEEE T
B EREGHRERE R EE N ERE, VR 0 IRIESH
HWERE £ fo, 0 of, FIXMIE a,,a,, 0, TTHEEH

Fo=| ; fuay | SHERRRENT ST o 0,45 500 0, IR

FHEREREVR 1, = 7 RS A, R SRR
RERET r, f(1) HER.

d-0
Mot Tact gy g7 d=0
r, = (1 ) (1)
_rn—l 0—(1
Ty +—2 _d+0’ d<@6

H 0 N ER A B IR 22 5 408 T AR R IR 1
R B SEIHEREGEER T, RIS FE R SRR
HAEFASAE T o 8 3 BT AT LA i A0 3 BT i 4 5
FEA POUIR T R SR AL B N R AR T B SR R R o 38
i X SRR R, A TR BN SR L AT R IR
HEHEE P, RAMER(Q2) HEEEGEE:

Y r.(Q:,P,)E,(P,,Q,)
PR,(0,,Q;) = *— (2)
;muhh)

AR X6, 95 0, X158 eI n B0 24K
FERERTK(3) AL
0, E,(Q:,0,) +,PR,(0;,0)
R (Q.0) = 2ntlels teelLI00) ()
$b 0,0, SR R OB ER T
BIET
£(0.,0)

8:(QQ) = 000 +£.(0.0) (4)
oo, (,,0) TR A Q) FIH A Q A B8 I,
£.00,,0,) A 0, FIH A 0, BEMER AWK
AT PR T (5 4 AT K M 2 o X
AR SR A MERRS 3 S 4 TAET,

78 n BRI, 955 Q, X5 O, M NS AL e
R LU (5) 2K

RT,(0,,0,) = a,RT,,(0,,0) + (1 - a,)R,(0,.0,)

(5)

HRBET

o = {an—19 £.00:,0,) = £,.(0:,0))

o, [1-68,(0:,0)]1,£.(0:,0) > f,1(Q:,Q;)

SR F, SeRTHE T 5 s A 5 B 2w, X R B
TIRERBRES N, TiE RSN R E LR ER R
LHACFERMZ EH RBHLH B 5| A B R R T iRk
WS, EFEREHEEEXN BT RA N LB A REH
BB, RS TR R RS A& RLRE S -

FE2 n A EVB B2, 35 A Q, X R Q; MR HAGEE
BB RR AT LAME R (6) HHE IR

FT,(Q,,0,) = (n - I)FTn-l(Qi7Qj) +Rn(Qi’Qj) N

n

[1-6,(0,0)] (6)



% 10

MrtF 5 . — A ) IR3E P oY P2P M A ASAEREA

2605

AT RERE 2k, 1R QX1 A Q mAKIF LT
%R T, BURT, 5 FT, Wi Z P 8/IME :
T,(Q:,Q;) = min[RT,(Q;,Q;) ,FT,(Q;,Q;)] (7)

2 BEMERLER KN

AT PRI S35 R A BB PR B R TR RE, A
XRAGAEBRAMRBEHETHRE, R 1 NSERE, VAGEE
BERIIRE R 0.5, AT PR H 20 KRR EFER, B
HRIFE 1 so ASCHIX BRI LE A [F] P 46 AU 19 2R ST 45
TR, 5 MOT LRI AT L

®1 ELBRSHGH

25 E 214 fRaE
e 9 BB 100
BITHEE YR 2000

HERETF e 2
HEFHF 7 0.6

HEFEEENERTF 0, 0.6

BRSE HEEEENERT o, 0.4
RBHAF o« 0.1

ENIHTF 6 0.01
RARBRZIFMIRZE 0 0.15

2.1 it

AT SR EAEE 3 A AL A& L BE 7, AR S0 IT
EAFLEREUT RFEEE=FRE NS EEMI R, TR
FEXESBFAH LT =ZMEZML: ) SE->A51E;2) R
alE—a1E:3) At atE A& 1R,

1.2

- gFEL
1.0 \ « g2
08 \ - R
H 06 et
ﬂl().‘l- Y
0.2 :,-\/;"’y’l"""”(‘./’f \\\"’t—k—‘
0 5 10 15 20

B Ta)
B2 =MahSIBNEEEE L

B2 midfE 1 lﬁ%im?éfﬁdﬁ‘ﬁﬁﬁﬁf\éfﬁﬁﬁ‘%m
T EEESSE TR, AT FEEES RS, S8
2 MRRRAEET AFEERNBMSIEERL T HEEE
AEEEHIEM, AR T FEEEAESRENRER, d73
HhR M EMAIR T FEEA S KR EH ERE
Rtk X IEMAERHSPHEERR M, FENRSEE—
MR BEW AR, T — KA RV EEIERS ST
B GRS RN RIFEEREER,
2.2 BEIEFTHER

BPUEEHRER  REEER F ¢ = 0. 6 HEE T F
B2 d SRREDIFMIRZE 0 1 LLBORFIMHERR 5 7R
B TCEBEETN, BT AN E N EGFEREF r
B EHEH r 5 n W ART n BIEET S HIRE e
HURERZH XBERMNED =N T R . ITERE
HEFET A RS T R T RS LA A BT A

B 3 SR sE i R B O R S R T AR B 2,
FEEFABEN, ShABET SRR HIEERFR U
FBBEEWEER T, YERENBENRER, ENEERE
FRE B, 25 IR ET A EE TR ERE B FERNFE

fHo MR BIFHHLH B RN REMFIEL T, A ER
T LB, R REF T AR SIRE . Hit, A&
BRI B R R BT BB, B AR X 2 T
R R AR, R R G B A

1.4 o

—o—z;ﬁmtiﬁr R
1.2 RS
+3f:ii’iﬁ1‘)lfﬁ']ﬂ<33£%v J3
510 :
Hoag
£ 6 el
5 Nl N
0.4
0.2 w\\
% 5 10 15 2’0
SEERH

B3 R ER T

2.3 HRBERGEFHEERS

AR RGBS R FEER G TTEN BT
FAETF SIS EOR AT VR AG , X SEUR B T # BT
HISER AT  FR . 3X BLKE AR SURR AL 55 0 B R AR A AL
(Multiple Granularity Trust model , MGT) f&ZU{4 %5

Bl 4 HFERF MR T B MEBI R EE R AT
B E LU ER, BT AR A SR B T R D R A E R ],
i MGT FERZ R A THE R E, X2 F A AR F R
W RIEEEEFHEEE T RATRAITENIE, X
VLI TASCE BIF N B SGEBE , R AIE L, &
PR £ A P 386 K, AR SCRR Y 99 3R A 3 55 5[] 218 36 m , T
MGT FyZR &1+ aT 8] mE 3, R BE & W 45 LA 3 K,
AR BA BT R,

S s
= MGTHEEY

®
S

\.\

\
\

—

REVHEEE)/s

e a

50 100 150 200 250
TR

B4 BRI (RT3 A V55 i il b
B 5 AR W s AR T AR BU - 349 77 fok T 5 16 L, AT LA
B N ASUR BRI BB/ 1) VR M4 A7 T4, T MGT 35 4
RfFEERERSHEEITHE . WEER 76T 4 e
BRI AR I, A B P 2% MR, )
BIET D MES DT RZA,

40 i

———y

=2, 1

2 ]
& 20 - MGTEY

50100 150200 250
TR
BS BRI A7 T 6 LBk

3 4%

WA TR, BATTURELS S ETIHERBE
MRS B T i E G S A ER R AR R, ER
ERETE N % B PR3 T B P2 P I 4% 31358 1 185 132 30 25 43 A

(T 4% 2610 W)



2610

AR A

529 %

STTP A REPRARA A B IR m EH
F351, STTP 7 5 S e phe o 1947 9 R T BAIE B , BT R34 )
R R AT i CA AR
3.4 ZBMIIRFESH
5 MR PR 25 T S U A B — R T, BP
RARERZ ST AN RRER . AT, B4
BB 5, BR T X R SE MR RE B B, B
BEAREMIH B OCA P R LR B 50, B 1 AT
SRR R R A (5 B, IR BB BT A T B XA
I SEARAE R, AR A RE 1 i 52 e 0 52 B R A AR AR AR B BT
XTI SHSL AT . AT, A SB35 MR AR B R

4 B

=

AR —FE A P2P M4 £ H 02 T5 AF 3Tk
PR, B A A B B, SR R XURE BE 4T A A BT IR FY
WEFNHAIE , R A B L TR 28 = 5 AT S ik , B it
BT GTIRIRIE ST X S U R AN B B i R R AF R, PR
BRI SRR T 32 SR TE 3 38 ) T IE B IE A 1 LA R ST S
5 STIP Z Al 8 A AR A P o

XA SO T KA AT A B SE R R BAT T — BBt
I TAEE R, 750, BhSE 5T 3 i (B SR Y B R A 08 Je
55, 1 F T R S A AT T S R A 2 2 A Bk A s SR
R[] , Xt R T B R A = T A DM SO LA R BN — N B
B AT RRAT T — SRR,
SEHK:

[1] ASOKAN N, SCHUTER M, WAIDNER M. Optimistic protocols for
multi-party fair exchange, RZ 2892[ R]. Zurich: IBM Research Di-
vision, 1996.

[2] ASOKAN N, SCHUNTER M, WAIDNER M. Optimistic protocols
for fair exchanges[ C]// Proceedings of the 4th ACM Conference on
Computer and Communications Security. New York: ACM Press,
1997:7 -17.

[3] ONIEVA J A, ZHOU JIAN-YING, LOPEZ J. Non-repudiation pro-
tocols for multiple entities [ J]. Computer Communications, 2004,
27(16): 1608 —1616.

[4] KREMER S, MARKOWITCH O . A multi - party non - repudiation
protocol [ C]// Proceedings of the IFIP TC11 Fifteenth Annual
Working Conference on Information Security for Global Information
Infrastructures. Netherlands: Kluwer, 2000: 271 —280.

[5]1 #&#h PEN. —DAFREIT ARSI RN

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

2, 2008,31(10): 1705 -1715.

X . P2P HEZ G A3 T] . T PR, 2008,
34(18):171 - 173.

INSOO K, JISEON K, INGOO H, et al. Multi-party fair exchange
protocol using ring architecture model [ J]. Computers & Security,
2001,20(5): 422 -439.

FRANKLIN M, TSUDIK G. Secure group barter: Multi-party fair
exchange with semi-trusted neutral parties [ J]. Heidelberg: Spring-
er-Verlag, 1998:90 —102.

BAO FENG, DENG R, NGUYEN K Q, et al. Multi-party fair ex-
change with an off-line trusted neutral party [ C]// DEXA: Proceed-
ings of the 10 th International Workshop on Database & Expert Sys-
tems Applications. Washington, DC: IEEE Computer Society Press,
1999: 858 —862.

FALZ, HE . — A HR AR EE =T ME T AT
B T] - SR FBESE, 2006, 23(7) : 248 - 250.

P, st h. B AR =0 I O A T] . P
B FRHOR A2 BARPBLEAR, 2004, 31(5): 811 -814.
MUKHAMEDOV A, KREMER S, RITTER E. Analysis of a multi-
party fair exchange protocol and formal proof of correctness in the
strand space model[ C/OL]. [2009 - 01 - 01]. hitp: //www. Isv.
ens-cachan. fr/Publis/PAPERS/PDF/MKR-ferypto0S5. pdf.
GONZALEZ-DELEITO N, MARKOWITCH O. Exclusions and re-
lated trust relationships in multi-party fair exchange protocols [ J].
Journal of Electronic Commerce Research and Application, 2007, 6
(3):343 -357.

ARORA G, HANNEGHAN M, MERABTI M. P2P overlay network
to support E-commerce [ C/OL]. [2009 - 01 - 01]. http: //www.
cms. livjm. ac. uk/pgnet2006/ Programme/Papers/2006-101. pdf.
ARORA G, HANNEGHAN M, MERABTI M. P2P commercial dig-
ital content exchange [ J]. Journal on Electronic Commerce Research
and Applications, 2005,4(3):250 —-263.

Zi, BHM. P2P LRGP R L TTP 1A ¥ 3 b
BT, o FRH R ], 2008,35(4) : 698 —701.

B, 06, WK, . —FE T P2P BRI AR LA A He
BMSJ1 . FHEEPLRE A, 2007, 27(8) - 1881 - 1883.

RAY I, RAY I, NATARAJAN N. An anonymous and failure resili-
ent fair-exchange e-commerce protocol [ J]. Decision Support Sys-
tems, 2005, 39(10):267 -292.

KREMER S, MARKOWITCH O, ZHOU J. An intensive survey of
non-repudiation protocols [ J]. Computer Communications, 2002, 25
(17): 1606 -1621.

(EH% 2605 1)

HAF AL T B BABIR KRBT NRE S , R 2R R IR

T #e3h P2P M4 B 3h 4 v 1 T B PR RE I 22 R (R AR

BT Rt

B2k :

[1] WALKERDINE J, LOCK S. Towards secure mobile P2P systems
[ C]// ICIW: Proceedings of the Second International Conference of
Intern and Web Applications and Services. Washington, DC: IEEE
Computer Society, 2007: 6.

[2]  BRH 8L, SR, BRBEIR, 5. B Xt F M4 REEAR[T]. B
42,2008, 19(2) : 404 —418.

[3] DUMA C, SHAHMEHRI N, CARONNI G. Dynamic trust metrics
for peer-to-peer systems [ C]// Proceedings of the 16th International
Workshop on Database and Expert Systems Applications. Washing-
ton, DC: IEEE Computer Society, 2005: 776 —781.

[4]

[5]

[6]

[7]

[8]

FEH, AR T2, AR, 5. #3h P2P 45 v it 2 R0 BE 5 AR AR AU
[J]. HEHL TR 5 R, 2009,45(6) : 137 - 140.

THBHT, BB X 45 PR R AR LIRIBT T SRR T] . AL
JH,2007,27(8):1935 - 1938.

WANG LEI, ZHU YAN-QIN, JIN LAN-FANG, et al. Trust mecha-
nism in distributed access control model of P2P networks [ C]//Pro-
ceedings of the 7th IEEE/ACIS International Conference of Comput-
er and Information Science. Portland: IEEE Press,2008: 19 -24.
WANG Y, VASSILEVA J. Bayesian network trust model in peer-to-
peer networks[ C]//Proceedings of the 2nd International Workshop
on Agents and Peer-to-Peer Computing. Berlin: Springer-Verlag,
2004:23 - 34.

Z2/NGE, /PR RO SR 8T T 3h SRR AL )] - 2K
12412, 2007, 18(6) : 1510 — 1521.



