Message Forgery Attack on PMAC Mode

LIU Yan-bin!, WEI Yong-zhuang®*
(1. Department of Computer Science, Zunyi Normal University, Zunyi 563002;

2. School of Information and Communication, Guilin University of Electronic Technology, Guilin 541004;

3L HE22H it HE N I ## 2009 £ 11 A

Vol.35 No.22 Computer Engineering November 2009

s BERKK - XEHS: 1000—3428(2009)22—0150—03  XAAARIRED: A FES S TNOIS1

1 2,3
(1. 563002 2. 541004
3. 710071)
PMAC PMAC

MAC
PMAC

3. Key Laboratory of Computer Networks & Information Security, Ministry of Education, Xidian University, Xi’an 710071)

Abstract This paper proposes a message forgery attack on PMAC mode by using the property of differential equivalent of local operation mode.

It shows that PMAC mode is vulnerable to the new message forgery attack, where new message and corresponding MAC code can be forged

successfully. Compared with the previously works, it shows that the new forgery attack is more flexible and effective, and the collision condition is

much looser.
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