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Reversible Image Authentication
Based on Difference Expansion and Error Correction Code

WEN Jia-fu, WANG Jia-zhen, LIU Ai-zhen, LIU Hui-ying
(Department of Computer Engineering, Ordnance Engineering College, Shijiazhuang 050003)

Abstract Aiming at the problem that some sensitive digital images can not bring in inevitably distortion in the process of authentication data
embedding, a reversible image authentication scheme with tampering localization is proposed. In this scheme, authentication data is encoded using
error correction code to prevent them from malicious manipulation and difference expansion is exploited to conceal the encoded data into image.
Simulation experimental results demonstrate that if the image is authentic, the distortion due to embedding can be completely removed from the
original state, otherwise, the tampered blocks can be located and other areas can be restored.
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