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Register Parameter Recovery Method Based on Dataflow Analysis

FANG Xia, YIN Qing, JIANG Lie-hui, HUANG Hai, HE Hong-qi
(Institute of Information Engineering, PLA Information Engineering University, Zhengzhou 450002)

Abstract Aiming at the register parameter recovery problem in the process of decompiling the executable programs on the 1A32 architectures and

based on Application Binary Interface(ABI) conventions for 1A32, this paper analyzes the characteristics of register parameters, and uses register
definition and usage information to propose a method for register parameter recognition and recovery information of registers, which is gained by
reaching definition analysis and ud-chain.
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IDA Pro
eax, edx, ecx
CODE:0040148C sub_40148C proc near
CODE:0040148C
CODE:0040148C push  ebx
CODE:0040148D push  esi
CODE:0040148E push edi
CODE:0040148F push  ebp
CODE:00401490 mov  ebx, ecx
CODE:00401492 mov  esi, edx
CODE:00401494 mov  ebp, eax
CODE:00401496 . mov  dword ptr [ebx+4]
2 IDA

3
3.1
2
ud ud
ud ud
ud
3 1) push
pop ) push pop
(©) push pop
(1) push
push
push
ud pop
2
(3) push push pop
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ebx, esi, edi, esp, ebp
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eax, ecx, edx
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3 2 Sub_S
Sub_A 3.1
eax  ecx Sub_A
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Sub_S proc near

Xor ebx.,ebx Xor ebx,ebx

Mov eax,346h Mov eax,346h

Add eax,32h = Add eax,32h

Mov ecx,ebx Mov ecx,ebx

Cal! Sub_A Cal} Sub_A(eax,ecx)

Subis‘ end

Sub78‘ end \

Sub_S proc near

\
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Mov edx , ecx = Mov edx , arg2
use = {ecx} def= {edx} use =@ def= {edx}
Sub_A end Sub_A end
3
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3.2 call
eax ecx
ud
4 call eax
ecx ud (

Sub_A proc near
Mov ebx , eax
use = {eax} def= {ebx}

Sub A (argl, arg2)
Mov ebx , argl
use =@ def = {ebx}

)

eax = eax + 32h<3> = 346h<2> +32h
ecx = ebx<3>= Oh<1>

2
Sub_S

Sub_A

(346h + 32h)  Oh

1. ‘
. Mov eax,346h
. Add eax,32h

. Mov ecx.ebx

Sub_$ proc near

ebx =0

use = @
def= {ebx}
eax = 346h
use = @

def'= {eax}
eax = eax + 32h
use = {eax}
ud(eax) = {2}
ecx = ebx

use = {ebx}
ud(ebx)= {1}
def= {ecx}

Xor ebx,ebx

. Call Sub_A(eax.ecx) sub_A(eax,ecx)

use = {eax,ecx}
ud(eax) = {3}
ud(ecx) = {4}

Sub75: end

Sub_$ proc near

1. Xor ebx.ebx

2. Mov eax,346h

3. Add eax,32h

4. Mov ecx,ebx

5. Call Sub_A(346h + 32h ,0)
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Sub_S end
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(argl, arg2)
Mov ebx , argl
Mov edx , arg2
Sub_A end
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n main
main

(1) 1 2 IN ouT
(2) 1 2 ud
3) PL = { eax, ecx, edx}

4 PL’=O

(5)For

(6)11( ud )

(TE( | I )

(8) PL’
(9)Else if(
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(11)If(PUSH  POP )
(12) PL’

(13)For (PL’ )

(14) 1f( PL)

(15) PL’

(16) PL’

(17)For( )
(18) PL’

PUSH&& )
POP

(19)For( )

(20)I11( )

(21)For( )

(22)1f( )
(23) ud
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