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Selective Forwarding Attack Detection in Wireless Sensor Networks

JIANG Chang-yong, ZHANG Jian-ming, WANG Liang-min

(School of Computer Science and Communication Engineering, Jiangsu University, Zhenjiang 212013)

Abstract According to the drawbacks that methods of attack detection in wireless sensor networks require cooperation of nodes or hardware,
selective forwarding attack is studied and a light-weight method based on trust degree and behavior of packet loss is proposed. The method detects
the attack by calculating trust degree and evaluating behavior of packet loss of nodes, which are based on statistics of receiving and forwarding
packets. The calculating and storage pressure of the method are concentrated on the base station and the method works without auxiliary equipment.
Experimental results show that the method has relatively higher detection rate than existing methods.
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/*M  set of Malicious nodes*/

M=@
if timer of T does’t expire
collect S and R from every node on the path
else
Calculate  Sum, and Sumy;
/*n: a pair of nodes which are successive
on the path*/
[*P: nodes are on the path*/
foreachn P
if n have not been evaluated
Evaluate(n);
end if
end for
Evaluat(n);
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Calculate Trq" is15, D0aq" 11> and DoL", 1> for each n;
if(( (Doaq ", i+1>*DOoL 1415)<0) && (Tr4", is1-<threshold))

M=M {<i,i+1>};
return 0;
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