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Reliability of distributed storage systems
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(1. Engineering Institute of the Armed Police, Xi’an 710086, China; 2. Ministry of Education Key
Lab. of Computer Network and Information Security, Xidian Univ. , Xi’an 710071, China)

Abstract: Based on invalid probability of storage nodes, a model is provided to evaluate the reliability of
a given distributed information storage system. In this model, the reliability of a storage system is
affected by 4 factors: time, invalidate probability of storage nodes, data distribution algorithm and
storage policy. Such a model could partly solve the reliability problem in the system designing phase, and
make data service more reliable.

Key Words: access structure; failure probability;distributed storage

I3 A A e PR A7 R iU B8 T O7 5. 5 4R v AR AR LU o o 2000 20 BRI T R B ST Y A7 7 A
DR AF T LA $ i 5000 IR 55 19 22 A M AR AT S 1 o DRt A 5 A0 A7 i 2 A A7 R G BT 1 T2 0. Ak 1 i
3% CPU ., R B AT 1 38 0 oAt — S8 3 5040 D) ol gk 2635 5 3 ) DR 7. AT A9 20 A X AE Al 2840 0 SAN
(Storage Area Network) il NAS(Network Attached Storage) ZE#8 HiF £ N EET AN, & — MRS
HH R T B I A ARS8 4 AR [) DB HG Sy () A R 8 o 5 U PR S A R 5. A S B L vh o 48 TR 43 R e T 2
SR GE. X2 R R B A BRI A& A AUACHE T 870 B 8 P A9 158 o5 3R 8 52 4% T HLAE W] — 4> SAN R
H 2 AT AN [R5 A R 8 04 1 55 25 MR B IR) ) BT I AR 4. 7E— DR R e b L 83 S 45 A [F] 2 1Y
() IR 55 i o A R B A7 it 15 8 AN [R) A9 28 A 1k DAL SOAS T[] g 422 A 0 (iSCST, ESCON, FC, SSA, Infiniband
S5 I R BOT & AT A A TR A A A 1 S R R R R DA BB A% R B Y R G AL T A
AT BB v 25 A5 32 30 B0k (0 A 238 LA Rl AU 174 S 85t B A i AN [) R O S ) i R R I —
SR K S . WHIE S b A7 2R GE W P RE o O 41 M B0 T i 50w EL A AR v 1% B0 552 75 SR, FH 7 ¢

ARV R G PERE b B EE B AR A X TR R G L B IR 55 0 ) RE M AT SRR SR L A
fiff RG] FEERG IR 1 R G RE A RO S HEEOE IR 55 I BE ) . T R GEREAE W S A IR 55 AR KR

EH AR — PR S R A A AR G R SRR AR AR A A AR G ) R TR T e B A A IR O R RO
AE A Y 7T I 8 X BT AR G 0 TR R A T SO L AT DA B A A AR G i BT R R E e T A O

Y 75 B #§ :2008-02-23
HE2W B HEHARBFEIESWIN(60503012,60842006,60743005)
TEEB N M (1976-) .2, iV TR F B, B+ . E-mail: zhaangweei(@ yeah. net.



ERE ®OBRF R A AR TERAL 181

- SR LR g AT 1) K80 R SRS

1 MR IR

TUAR 3 A7 fikk 2R 48 T SR 1 19 2 2007 3 L DU Al AT 3 o8 003 K080 20810 L 1T FROT 58 2 i 2 %) R 24 A 2 %
SFROARK LI TOA B AF A 2540 T LRI TR 70 e 55 4 % R0 K dh IR 55475 AT A 2R AT

SCHRL1-2 153 550 A T5] £¢) #81 B2 23 B e F 20 0 0 0 S AP 9 A7 2 5 A At o 38 380 ) 080 T P

SCHRLT T T ME 23 ok 220 1 55040 60 R 0 R P 244 28 8 5 AL A3 OR I e 1T 20 ) 2 B2 A 1) SCAF 500
g Al F

P=>) (’;)pfu—p)”*" : 1

Forp Py SO XS G 0T HIRE S p o IR 55 4 19 om0 AT IR 238 s m O SO X G G B )5 T 5 18 SR B8 H om Ry
T SC A X6 G2 i i B ) 0 5 4 H B R G LS AT A SR 2 0.7 X T Gn =167 =32) A2 M
gt R gt R (D BT R B B B rT AR AR P = 0. 994 758 998, T X T 58 4 55 iy R G AR UL, nl AU
0.91. LA W . TETCA B AR AN LT - 5% F 2 25 1% 5 4 0 X W Fh 5 =BT BB B R SE ml A A 210 K.

SCHRL2 i ie TR E R G0 — 30 20 R 55 4 19 s & A R I A8 00 8 R 48 v i SO i EL A R U 8] W]
PE. SCHRL3 T b (% A0 B2 T A ke 4 i 1) AT S P P Ak T A B3R IO A RS B R A AT R L R A O i R
BB 7 k. DT A B B U IR 5 B B m AT AR . STk L4 ] A 2 OB s & R (]
(Meantime to first data loss. 45 MTTDL) e 2 G (4 0] §E 1, IF Fo e 1 76460 1 4540 L 52 il Ao i 2 £
AIAEAl R B8R 5 — OB 25 2% A SF- 2 I ().

R P ACHE Bt 1 Y R S R O T A IR S AR R AR P T R R R G 4 M DL Ry 1k P2P R 5% #
i HABWFFE AN Scan'®) , S F BT @A BB L DU R & 7 28R AR 45 4% S 2 BR . SciR 3 ) A T
RDSS, — i % F RAN(Resource Area Network) {70 R G0 . E & MR T 1 S B EZ M, I T NRS
(Node Ranking System) 8 B 45 £ , NRS AW AT L /& 17 483 i S Aa e MEme oK M Re ke e P S5 A B B
JIk 55 4% 15 . NRS ) H #5252 & RDSS 9 a] S5 1, 4 5 P Be L w20 5 A 0% 78 10 I 55 450 315 1 O 4

UL ETAEM e, 2838 00 LA 8 T8 A 00 A A7 23R 58 00 m] S M VP Al U 3 7 o 25 8 R G0 ) SE 1
TR LA K T E 505 ¥E 15 DL AT S P BIF 50 1) 45 SR O 52 W A7t SR 1) 71 A 95 B O3 2 R A IS A 1 e R DA
KT 530 UK W AE BE A ) T Oy TR A B0 R R

2 oy A SAE G RSy SRk

2.1 HFRERSSENEN

At A% 5560 335 A7 ft A s AR R B0 181 T SR s LA B B 14 22 e ML) 7k R I 2 2 ik Dl R A7 5080 I ) 3 A 3k
6 ) L T R D A % i R T JSCHIE IR P9 P B A R R 5 [ AL 5 DA A IR 55 300 B 15 0 TR SR
FHPVAE B Y R B A AF

ANTR) B R B AN TR BT S PR RE O T R R R R 55 1) e AT SR R B R A R AT I AR
OVERE 3 3 25 (1 17-fikf L2 8 T 3
FE 0 A A7 itk R G0 ot il 2 A B3k 03 D 4 A 0 B I 0 WOR 2 A7 G DR AT S LY S O
VAT By RO 2 B SARA BOR TR T 58 24 M 20 855 55 . 433450 -5 00 LA 0 0 ) X 7 5K 28 R g A 5 g
BB ZR Kt D ARAT 2 o A5 B A A 2R ID 5 H A R AT 1 B AR O — A 0 .
EX 1 G NEHEEES G OB S  WIREE 73 8 50k 5 SO — A B P
P: G — G, XGy X+ XGy
P(D) = (d,,d;s+-5d,)



482 HEEFHERFFROARAFIR) % 36 &

Hr DeEG.d eG , 1<i<n
AF I, 8 O R 52 B3 0 Uy C: G, X Gy X+ XGy, >Gy
Cd, +d, s+ sd) =D
Hrhn e HEHAREH n = k.

TE53 A AR RGeS A 3 SO AR s B 0 F 48 48 1 9 49 5D A7 1 03 0 4 6 T AR
S R G B

EX 2 WSHEMTEESG.Le 2, 0= {s .55 - DHETSRENEIE d, dy o od,
D R—PMEBEE S HACE N d | ody oo d, AT LIRS R 58 D.

A7 WA S 48 AT DAPR 52 85080 P A7 19 S AR  B 8 AR B — R IR M 5 A 3 — T S IR R A —
ANFEMEE R T8 BL 5 1A e /N7 B H I M .

TEX 3 I/ NS R S 3R 1) — A A A AL T SR DG v A 38 e i — A 5 DR 4 1 1 S S B AN
A A B A 4

TEAFAE R G, — BRI 4 B S0k 45 28 (8 T LATH 330 10 B A 9 0 0 () B, o 1 17 Elg WA S8 13 25 B ) B AT
IEE . UL B A B L U T R 82 5 0 B /N IS K W B0RE 8038 UL D T R A 1 A 1 2R
PR, S BN T T EL AR B T R AR B I MR OR W R G AT RE L DN Sy A SR s ) o 4
WA,

T AR R G0 R FH 56 2 B AR WA 9 AR I — A S5 /A7 UG . n SR T 2 k=2, D) A o e
NG 8. BRGE I 0 DR BUs, 05,00 s, RG] K B M A B /INMEBUES 1 (AS) BB n A1
B2 50 B/ MEREEER 300 myomy o om, B 5T jAS ASHREECH 1,1 <j <M, WA MTF—Lk
FEAR KR INOL -

(1) D7 m, = kM I b Ry —A AS Hf 3 97 A8 CGE T AS sy SU80H REF 915 98D 5
lMl

) D)1 = n;
" .

(3 D) jl, = > m.
j=1 i=1

2.2 THFHRFHAEME
AR B E ) BEAR ) A T SN AR G A A A e 28 R AR 2L R S80I T 8 A T E R R R R R B
S AR5 A R F ) SR %) 0 B 2] ¢ R BRERE 10k

F(») — J £ dl
0

AT SE A AT DA 2 TG 2R 3802 A T I 1 RS- 24 46 52 ek i oA 3 4

Tt RS0 AT SEPEIR BL T R G2 RE A A0 P2 A1 K508 Ak 55 19 BE 3+ R AR 5 47 il 28 400 1) AL P8 R P T
AR GER AT SRR, 5 EE AT SRS L L 5 S o A 3R A7 1 S T T ) A 0 R P e T A 3 Y
SRR BE AR IRL  E T AG B RS R GE R R R

TR AT LU S 800 R 55 (G 3R 7 o A X B A A AR 1 B

(L) 57— e B DA DAy G rp (R A7 1 i 3 AN el

(2) 7 — A 32 BB WA O e rp R A7 (9 R8s 24 A ] .

FEXAE BB A PR o AT LADA N 1Y i 78 18 52 By 5 Y 045 S50 ok 0 i e o 8 e T 2 A ) ) 249 55 B0
S B ORAT B BT A B A T

70k AR GERY AT SEPEA AR LA R

(D X FR—ARGE A AN R R AT REEAET A (11 G SRR A AT FEE B 1Y S 2 fig
1B AR RG] S8 P fr s

(2) AR IR S T R] ¢ Fe) A0 25 0 R X5

(3) MRBCHE Bt D 73 n AR RAFE 0 AT 8L I HIX 0 A5 80T RUAR J8n A B /N HRES F L D) e



ERE ®OBRF R A AR TERAL 183

R B e 55 o B PT S [R]IRE 6 TR RN 3 L T S S R AR IS A B 2 TR T AR G AT R 1 5
K.

FR A F 3R 3 A, 28 35 4 ) WG AT S e A,
2.2.1 fHemEsa

— AT R 2R ARONE 23R 2 LAY AR 23 R 7 B T M 2R 2 . 7E ] BRLAE 3R AR AR v R AT X A R R S 5
7 B S LA [0 2 AL, LA 719 22 ) A g

WRGEHIA n AR B SRR i b P ZBIBGE BT B oy s pos s
ey po s ST AL T IEH TARRES M HER R

g =1=(py+ P20 o =1—= (Pt pu)s v g, =1—(p, + ps)

EFAG M RGP 5 p KA po MHE. MERWRGE D, 2 0FAE—XEE & 5, 15 p, #p,
Bpo # by

EX 4 BA A WA GXARENRE R A n 4Em 50 = (¢, .a,,1a,) a, €{0,1}, H e, =0
FORE A AT B A TR R S B RS S TiTa, =1 FORES @ AW R T RLIE R TAE.

B Py NARZS 0 HBLHAE 5L )

P, = H Cpri + p2) H qi
R BT —IRE 0 T2 Y BACYTEIZRE T 2060 — A0 A BUES 1, I0 B 3R 48 0y i) &
R, MR P, RR RGEH B /DAETE— AR AR BUES 0 A58, B3R 48 A) 58 AR A58, ) 3R G 1wl S R ]
DA 3 AN AR 38 B o 1)
Pu - Z ]59 ’

Horbr 0 BT SRS B RGRBMAR R 1 — P, P, FIREREETE 0 3] 1 ZH], P, 8K, U] 5 50 8T 5.

Bl 1 AR RGN A 5 AFEAE T R SR (3,50 TR 7 222k 40 B £ 4s . WA 10 Al B8 1Y e/ 7 L2
Ry R {1,2,3),{1,2,4},{1,2,5,},{1,3,4},{1,3,5},{1,4,5},{2,3,4},(2,3,5},{2,4,5},{3,4,5}.5
A SRR R G IAT 27 =32 RS b A 16 A ) g H R AN /N T 3L AT 16 Bl ERES. E R G
S R B DU A AT G E R AR A ME S AR [R] L S 0.9, T kB AR 22 Ry 0. 1, AT LISR MY s B Y Bk 4l AT S
P, N

P, =0.9"4+C! X0.9" xX0.1+C! X0.9° 0.1 =
0.59049 0. 328054 0.0729 = 0. 991 44

LA RGN RS, W P, W 2 e, R 1 5 A R R T AR RO R Y

AOLVIEH TAEMMES S 0. 8, A [m] b, WUl g I 1ty ] &g B2 2K
P, =0.9"X0.84+]0.9" X0.24+4X0.9°X0.1x0.8 ]|+
| 6X0.9%X0.8X0.1°44X0.9°X0.1xX0.2]=
0.52488+0.1312240.23328+0.03888 +0.05832 = 0.98658 .

A EEVER BEAL T

H AT UL TE SR AE Al R e v o DR AR s 1 TR B, 6 A B PR AR A SR o B AN R S TG
B BN W %15 1S 5 A IR A B, DU 32 5 m 5 B2 T IX — R — M i T R O7 S 2 MO B 1 L
RBE LT A (0 B o3 B B A I A S 5 I AR IS A B AN ]
2.2.2 ETABMEFERHNEA

TE S RN T 5 R 1R 5% AAOHE 23 2 B I (1) 288 A 18— IS S A S 110 S T 7 B ARE SRS R TG 1 AR B X — s A
WM i S ST ) R MO 8 %8 8 R 0. Q1 SR I ) 25 PR OR S WA I 22 2,9 R AR R T e ) — 1
BRI XS T RIS 2R G, 45 71 e Y R RIOHE SR ek B T L 29 o (oo o T R I 220 T 2R 280 M 32 S MR 20 0 )
T Z A R EL f o PR B IXARENE L 1 2R 58 ) S0 0 55 A Tt 0] B8 &9 190 T 5 A s o 1) 528 < T e K.

XF TS AR GE BB AT RO T ) ¢ 9 2R SO 3R 28 B R B S Y R BT R RS R



484 Bl FAEKF FRCA AT HO # 36 A

FoO U ER 2T 1% SR AE (T = j £ dr.

FEER kA SRR G A L TR W AR 2] T AR S B SO I R R R Fe (T, B
F.=F (DF,(T)--F.(D. & WA LG MR Dy & SO ZES T R E R TAER R
D, =Q—F (1)) (1—F,(It))
W45 8 IAEE 1T B4R B 2 {node; snodey, -+ ynode, b, ZEE B 5 RGRE
L i i
(0++0 1 0+++0 1 0+=-0 1 0-+-0)
iEROpA

iﬁ TH#%'JE"J%%%?‘&O — (al vaga"'5a,,>7a1 e {091}’)[“ 0 tﬂfmég*%$j‘j

n

P, =[] (pu+r.0 [] @
i=1

i=1
a.=0 a. =1
i

WA ER R T RBMBERN F(T) = J.f,.u) de, IE W TARMIMER 1 —F (T, g g7 2 Py 19 55 b —Fh 3
Py =[] F.(D [ A—F.(T»

a

BRGAL T HAGRZS 0 WF AR AT Y AR G b 31 a8 D AR AT Y A58 4 B — A e/
AP WIFR T AR 25 0 7T AR B0 — R s 4R 5. i T e/ DM U AS SR HE— B Pt — AR A]
URBZNREWHERS N T -MEESEN W RES XM ESH AT FEERRTIZEGTUAEZ Z 04
TR RN B IX e L R AR S b — B ES X — A AT R A R 2 B AT R R Rk
FAEZARAS T AT LU 200 2 R0 s R

BORZS O AT LA B R ARG N Do oo - Ly » 36 A TE 7 AT RS R ERZ AR Y. 25 HAX
X AR G TP AR A R RO AR ST IR B I FORAS S U AR G 18R] Y A A B — A e /AT S
Hay o P — S R AT U 2 T BRI

BWARAGAARE 0 TEIMAREWEARN Py, 2T =T U = U Iy ={s1ss,000s, ) WPy =

ﬂ Fi(T). RAR . Py R R G 5 B i SRS+ DRIt A R 5. 416 b 20 4 W] P A 50 — A BE i b ofe

P.= >)P,(1—P§)
0

Al Pl R GEHY AT

Fh L 0 TS RO — A TR T T R B 3 A e I /N B A 7 05
S 5 T 05/ B 48 S e A 5 R A0 e DR DR 8 T A 8 24 K00 4 0k 4
S W R 82 T 5 1 B A . DA T DR 0 B AL 0 0 5 1 15 02K 0 8 0 4 B 0 AR
A4 5 T L 2% 5 T 443 39 A
2.3 AHREERGGREN

S i i TSR A SR AE B R G AT LRI TR [ _smn
PRSI 915 I o JEL P 52 A2 B SR B LA L PR Al s e L
7€ W 2 T 7 PROSER 45-41 80 00 T 0 A 53T » o
PR TS 01 17 A K A 55 3 T R 4 4 T L
VL 17 R W DS R BE 56 B 9 1 L AR

Vel 1 ooy 4 T B A A7 B 3R G R 2 T AR g T
SRR ) LA P PR R G 6 P L
50 5 5 DM ) A ST AR B 1 Ak & ARG A S
B 0 6 4L




%3 H ®ORF A XA RGN T AL 485

TR 28 G P AT AT — A7 i 19 AT A T B ) B o i 8 s AR 0 G 2 DR A e AR A I R e e A
TR A 0 W o AR A ) B g 7 A ke ] R0 2R 8 I A AR ) R B A 0 T T ARG 0 T R T A R R
0 25 R T FEPE AT B T R S TR AR L. PR IR LARARAS A — B D R
AR TSR R LA 2R SO R O s o SR A  J) 2 A 4 T RE M A Ry A B R I O R R T T AL X S S
(7] g 4 s e 50 4R (A AR A 5 AT o) S T T S 6 A SR G o T A DR ) M A R TR 48 B A B
b B

SEBUROR R ES kSN VR I A DT T X0 PS I S DR i N T INR B v R A N
SR AT AW A AR G T A7 R GE R ] SE PR R TR B R RGP A A RGN | e A ) A5 R A
HAGS G AT ATE RGBT B i A B B e mT S R o 550408 IR 95 75 T A= ¥ 20 i o ik RE 455 22 0 47

CE P

[1] Siewiorek D P, Swarz R S. Reliable Computer Systems: Design and Evaluation[ M]. Burlington: Digital Press, 1992
35-47.

[2] Weatherspoon H, Kubiatowicz J. Erasure Coding vs Replication: a Quantitative Comparison[ C]//The 1* Workshop on
Peer-to-Peer Systems. Cambridge: Springer, 2002 328-337.

[3] Li Xiaodong. Liu Chang. Towards a Reliable and Efficient Distributed Storage System[ C]//Proc of the 38th Annual
Hawaii International Conference on System Sciences(HICSS'05). Big Island: IEEE, 2005. 301-311.

[4] Svend F, Arif M. A Decentralized Algorithm for Erasure-Coded Virtual Disks[ C]//Proceedings of Dependable Systems
and Networks. Florence: IEEE, 2004.:125-134.

[5] Cornelli F, Dimiani E. Choosing Reputable Servernts in a P2P Network[ C]//Proc of the 11th International World Wide
Web Conference. Hawaii: Springer, 2002 137-145.

[6] Ernesto D, Sabrina D C, Stefano P, et al. A Reputation-based Approach for Choosing Reliable Resources in Peer-to-peer
Networks[ C]//Proc of the 9th ACM Conference on Computer and Communications Security. Washington; ACM Portal
Press, 2002. 207-216.

[7] Dingledine R, Freedman M J, Molnar D. The Free Heaven Project, Distributed Anonymous Storage Service[ C]//Proc of
the Workshop on Design Issues in Anonymity and Unobservability. California: Springer, 2000: 308-319.

[8] Chen Y, Katz R H, Kubiatowicz J] D. SCAN: a Dynamic Scalable and Efficient Content Distribution Network[ C]//
Proceeding of the 1st International Conference on Pervasive Computing. Zurich: Springer, 2002. 282-296.

[9] Fenton N E, Pfleeger S L 2. Ky &M, M, &8, ¥ & —M. Jts. PLbk Tk & A, 2004, 1-10.

[10] 3ka%. hwg, LPCA— 204 fe At vh B 0 2 7 ik [T ]. RE LR SH FHOR, 2007, 29(3): 19-24.

Zhang Wei, Ma Jianfeng. LPCA—Data Distribution Algorithm in Distributed Storage[]J]. Systems Engineering and
Electronics, 2007, 29(3): 19-24.

(1170 BEESL0, Ph/NeE. —FhodE 0GP 25 v P05 SO RILT ). VE 2 F R R % % 4R . 2007, 34 (Sup): 68-71.

Fan Hehong, Sun Xiaohan. A General Network Reliability Simulation Model[ J]. Journal of Xidian University, 2007, 34
(Sup) : 68-71.

Ch#. 3 )



