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Abstract Cryptanalysis of a traitor tracing scheme shows that it exists follow security deficiencies: the revoked traitor can decrypt new ciphertext
under the help of legitimate user; legitimate users can forge effective decryption key if they conspire. This paper proposes forgery attack scheme and
gives the reason why it is attacked. This paper points out one mistake in designation of the scheme, which explains it is not feasible in the actual

operation.

Key words traitor racing; RSA algorithm; colluding attack

1
(Data Supplier, DS)
(1] (2]
DS
DS
(3]
[4-9]
[9]
2.1
n DS RSA
(e,N) d
2.2
DS
(1) n PP
n 2

1) (ti o(N)) =1

2) ty; = d —t;(mod p(N)),ged(t,, @(N)) =1i =12, ,n
2 T =tt, t,nMode(N)),T, =tmt), t,r(mode(N))

n.r, 2 T,T, DS
(3) dy =t, T, (mod p(N)), d,, =t, T, (mod o(N))
4 (dy,dy) i
i (dydy)
2.3
DS s(l<s<N) C=(c.c,) =
(s modN,s™ mod N) C
2.4
i C (dli 1 d 2i )
s
g%c,% = s g% (mod N) = s de M) (mod N) =
s2md2(MN) (mod N) = s(mod N)
2.5
DS (dy,dy)
i
2.6
(1) i DS 2
rl’ rZ, Tl T2
(10571113)
(2004A14)
(07JK375)
(1960 )

2009-03-18 E-mail d2000d@163.com
—165—



T =tt, ity b r, (mod o(N))
T, =tuty Lyl b r, (mod o(N))
a, =t (1) modp(N), e, =t,1,(r,) " mod p(N)

(o0, @,) i(=0)
dy =dya, 4/ =d, 0, (dy',d,/) j
1.7, i
i
C O = (")
(d,,d;,") s
€)% ()" =s"'s"*/ (mod N) = s ™™ (mod N) = s(mod N)
@) n+l DS
Ynsgy Y 2.2 2
2 oo T T,

T =tyt, bk (mode(N))
T =tyty byl (Modg(N))

iy =ty (1) (mod p(N)), Aynany =ty (T,")*(mod p(N))

Ly = d _t1(n+1)(m0d »(N)) (dl(n+1) ) dz(m))

n+l
Br = 1(1 ) Mod (N, B, = (1, "ty .) " mod 9(N)
(B, ) ii=12, ,n)
dy" =dyA, d," =dy 8, (d;",dy") i
n+1
3
3.1
! J
(o, 2,) dy =dyey,dy =dye,  (dy',dy)
DS (dy'.dy)
DS (c/,c)) i

(€)% (&)™ =SS (modN) =™ % (mod ) =
S([nl]z Yyl oty o (Mod (N))+,1t, Yyl ol tyir, mod o N))e ( mod N) _
S(In112 bbb Ot (F) ANty bty ool Gaitaita () )e(mod(N)) (modN) =
S([nl]z iglitiey Gt MOA@INDHortyy by pboityiiry Tl (MOd(N)))e ( mod N) _

Tl (N _ (b2 ) ()N ) —
s((ﬁ.ﬂz.)(nww(N)))e(ﬁbdw(N)) (mod(N)) = gae(mad(N)) (mod N) = s(mod N)

3.2

U,U; d1=2d1i—d1j ,
d, =2d, —d,; (d,,dy,) U (dydy)
U,U,
(d,d;) U;  (dy,dy;)
) (dy,dy,)
( u,) U
(d,,d,) DS
(dy.dy)
(dy.dy)

—166—

el = ST (mog N) = 5% 0% ) o ) =
G2 T T ) o N = 62T T ) g (P o) (g ) —

SZ((E\*{;.)"Dd(ﬂ(N))es’((tn“u)"m‘/’(N))e (modN) = SZde('md‘/’(N))S*de('md‘/’(N)) (modN) =
s*97M (o N) = S(mod N)
@ 2

d, = (k+1)dy; —kd,;,d, = (k +1)dy —kd,;
k
2) k<k <n)

4
4.1
|
(a1, 2,)
.1, o« T/ ey =T, mod p(N),
T, @, =T, mod p(N) i (o, 1))
(dy'.dy)
(dy',dy") i
(o1, ,) i
(o, ,) (o, )
(a1, 2,)
(o, 2,)
4.2
i,j T,d; +T,d,, =
t; +t; =d(modp(N)) , T,d;; +T,d,; =t; +1,; = d(mod (N))
i,j (d,,d,)

Td, +T,d, =t; +t,; =d modp(N)
d, =2d; -d;;,d, =2d, —d,;

5
RSA
2
(1) (ti p(N) =1
(2)t,; =d —t;(mod p(N)),gcd(t,;, @(N)) =1i=12, ,n
RSA 2lp(N)  d o 4
2|d-t, ty, =d-t;(modp(N)) 2|t
2|ged(t,, @ (N)) ged(t,, e(N)) =1, i=12, .n
(€))] ) T, "mod(N),T,* mod p(N)
dy.dy bty
(1) (2) 2|ged(d, ¢(N))
ged(d, p(N)) #1 RSA d
RSA N,e,d
1 @) ity
6
[9]
DS
DS
( 172 )



